‘rrou
2 "aH|/ eleT un 'uw0|=| =T 'wesg_l

‘wQAT

BUJE NOH AKIIMOHEPHOE OBIIECTBO

S nnnnnnnnnnnn besonacHocTb «OIIEJIOH TEXHOJIOT' MN»

,Z, "aH| eLer n 'u'n'0|;1

YTBEPXIEH
AIIJAIr.00101-01 34-J1Y

I[TPOITPAMMHOE OBECIITEYUEHUE
«AHAJIM3ATOP UCXOJHbBIX TEKCTOB ITPOI'PAMM
«AK-BC 3»

PykoBOICTBO oneparopa

AIIAT'.00101-01 34

Jlucros 98

2022



2
ATIJZIT.00101-01 34

AHHOTALUUA

B AOKYMCHTEC COLCPKATCA CBCACHHA O HA3HAYCHUMU, (I)yHI(I_II/IﬂX U 0COOEHHOCTSIX OKCILTyaTauuu

n3zenus « AHaunu3aTop UCXoaHbIX TeKCTOB mporpamMM «AK-BC 3» (ganee - « AK-BC 3»).



3
ATIJZIT.00101-01 34

COLEP)XAHMUE

1. HA3HAUCHME TIPOTPAMMBDBL......cceutteerutieeeiteestteesteeesteeenuseeassseesnsseessseeessseeesnsteesaseeessseessnseesasssaeeesssnnssneessssnnns 4
2. YCIOBUS BBITOTHEHMS IIPOTPAMMBDBL. .....uteeuttieuteetterteentteesteensaesseestteesseesseesaseesuseesseesseesseesseeenseeesasneeesaseeens 8
3. BBITIOTHEHUE TIPOTPAMMBL. ....cceeruuvtieeeautreeeenurteeesnnnseeesasnseeeesasnsaeessssseeesassseeesssnsseessanssseesssnsseesssmsssseeeeees 11
4. YTUIWTA UCCIICTOBAHMS COCTABA UCTIOMHSICMBIX (DAMITOB. ... vvieeurieererieerireeesireeeereeesreesneeesseeessseeesnnsnnns 60
5. [1oMHOCUCTEMHBIN JUHAMUYCCKUM AHATTHB. ..cuuveeeuereeeireesereenieeentteeniseeenuseesssseesasseesssseessseesssseessnnseeeeeens 64
6. COOOIIICHHIST OTICPATOPY -.e.nvveerveerereenreesureeseesssesseessseaseesssesnseessseesseesssesnsesssseesseesssesnsesssssseesssssesssssseessssses 73
T (O ) 11 (< () 17174 USRS 76
ITpunoxenue 1 . Hactpoiika cepepa uepes konduryparuonasiid paitmn DEFAULT.INIL............cceeeeee. 90
[Tpunosxxenue 2 . UTHCTPYKIUSA O OOHOBICHUIO JIUIICHBUM. .......eeneiiiiieiieeiiieiie et 93
[Tpunoxenue 3 . MOAYTb KOHCOIBHOTO KITHEHTA. ..ccuvveeruureerurreenreeennseeessseeensseesssseesssseesnsseesnsseessseeensseeensees 94

TIEPECUCHD COKPAILICHMI. ... uuvveeeeeueeteeeesuirteeesautteeesautteeeasaseeeessseteeesasstseesaansaeeessnssseessanssseesannsseesssnsseeessnnseeeens 98



4
ATIJZIT.00101-01 34

1. HASHAYEHME NMPOIrPAMMBI

«AK-BC 3» mnpumensieTrcs [Uisi aBTOMAaTH3allMM IMpOLECCa MPOBENEHUS CTATUYECKOTO U
JUHAMUYECKOTO aHAIM30B HCXOJIHBIX KOJOB MPOTPaMM M TOCTPOCHHUS OCHOBHBIX OTYETOB COTJIACHO
TpeOOBaHUSAM PYKOBOJSIIETO JOKYMEHTa «3aluTa OT HECAaHKIIMOHUPOBAHHOI'O JIOCTYIAa K MH(OpMAaLIHH.
Yacte 1. IIporpammuoe oOecnedeHue cpeactB 3ammThl uHpopManuu. Knaccudukanus 1mo ypoBHIO
KOHTPOJISI OTCYTCTBUS HEIEKIapHpPOBaHHBIX BO3MOKHOCTe» (['octexkomuccuu, 1999 ron) no mepsoro
YPOBHSI KOHTPOJISI BKIIIOUHUTENIBHO, @ TAK)KE COrTIACHO TpeOOBaHUAM «METOTUKHU BBISABICHHS YsI3BUMOCTEH
U HeJleKJIapupOBaHHBIX BO3MOXHOCTEN B iporpamMmmHoM obecrieduennn» (OGCTIK, 2020 rox).

«AK-BC 3» aHamu3upyeT HUCXOAHBIE TEKCThl IpPOTrpaMM, HaNKMCAaHHBIE Ha  S3bIKAX
nporpammupoBanus: C (ANSI C, C90, C99, C11, C17), C++ (C++98, C++2003, C++11, C++14, C++17,
gactuuHo C++20), Java (SE 8, wactuuno SE 11), C# (5.0 nonHocThIO, yacTuuHO 10 9.0).

KonnvecTBEeHHBIX OrpaHHYCHUN Ha 00BEM U KOJIMYECTBO (hailyIoB MCXOTHBIX TEKCTOB, a TAKXKE Ha
pasmep otnensHOTO (aiina Het. JJomyctumbie koaupoBku dainos: ASCII, windows-1251, UTF-8, ISO-
2022-JP, ISO-2022-CN, ISO-2022-KR, ISO-8859-5, ISO-8859-7, ISO-8859-8, Big5, GB18030, EUC-JP,
EUC-KR, EUC-TW, Shift JIS, IBM855, IBM866, KOI8-R, x-MacCyrillic, windows-1252, windows-
1253, windows-1255, UTF-8, UTF-16BE, UTF-16LE, UTF-32BE, UTF-32LE, GB2312, ISO-10646-
UCS-4-3412, ISO-10646-UCS-4-2143.

1.1. CnpaBo4HbIe MaTepHAJIbl U BCIOMOTaTeJIbHbIE POrPaMMbI

B rnaBHOM MeHI0 BeG-uHTepdelica mporpaMMbl JOCTYIIHBI MaTe€pUabl 0 METO/IaM HCCIeI0BaHUs
nporpaMM, B ToM uncie (aszzepy Afl u cpeacTBy moaHocMCTeMHOro JUHaMudeckoro ananuza Kon2. B

MarcepHraiax CoACpKaTCsa NpUMEPhI I/ICCJIGZ[OBaHI/Iﬁ N UMECTCA BO3MOXKHOCTD 3arpy3uTb HUHCTPYMCHTEIL.
1.2. CraTn4eckni aHAJIHU3 UCXOAHBIX TEKCTOB MPOrpaMMm

B paMKax CTaTUYCCKOI'O aHaJIn3a «AK-BC 3» BEHIIIOTHICT aBTOMAaTHISCKOC MMOCTPOCHUC OTUYCTOB B

dopme:

Tabmuus nuHpopManmonHbix 00bekToB (M1O);

Tabmuub! GpyHKIHMOHATBHBIX 00beKTOB (DO);

- Cmucok HeBbI3bIBaeMbIX PO;

Crnucok HeomnpeneneHHbix OO;

Tabmuna ceszeit @O 110 yrnpaBiIeHHUIO;

- MapupyTts! BeinoHeHus OO;
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Tabmuua csazeit @O 1o uHboOpMaIHy;

Kputnueckue mapuipytsl BoinosnHeHus: @O;

Bbiok-cxembl @O;

Crucok 6a30Bbix 0110k0B (bb);

TaOnuipl HaNUYUs 3aJaHHBIX KOHCTPYKIUN B UCXOJHBIX TEKCTAX;

Crucok npearoJIaracMbIx HG(I)CKTOB.

CraTtuueckuil aHanu3 TMPOU3BOJAUTCS CUTHATYpPHBIM M MEXIIPOLENYPHbIM  KOHTEKCTHO-

YYBCTBUTCJIBHBIM MCTOAOM, YYBCTBUTCIBbHBIM K ITYTAM BBIIIOJTHCHHA. C IIOMOIIIBKO MOHHUTOPOB C60pKI/I

MIPOM3BOJUTCS IMepexBar Ipolecca cOOpku mpuioxeHus, B pesynbrate dyero «AK-BC 3» crnocoben

MPOBOAWUTL aHAJIN3 HYTCﬁ BBIIIOJIHCHUS, IIPOXOAAIIUX YC€PC3 HECKOJIBKO CIUHHULl KOMIIWIISIOUU B paMKax

OJIHOM UCITOJIHAEMOU IPOTPaMMBI.

1.3. lmHaMHUYeCKUil aHAJU3 MPOTrPAMM € MOMOIIBIO IATYUKOB

B pamkax nunamuueckoro aHanuza « AK-BC 3» BeinosHser:

BHEJIPEHUE JATYMKOB B MCXOJIHBIE TEKCThI POrPAMM;
aHaJIM3 JIOTOB (3KypHAJIOB) OTPAOOTKH BHEIPEHHBIX JATYUKOB;

reHepanuio oT4€Ta NpOBCACHUA TUHAMUYCCKOI0 aHaJIn3a.

1.4. IlloaHOCHCTEMHBIN TMHAMHYECKHI aHaJIu3 ¢ moMolnbio Koa2

Nuctpyment Kon2 siBisieTcst sMyJiATOPOM KOMIIBIOTEpA ¢ apXUTEKTypor x86 unu AMD64. On

IIO3BOJIACT:

3amyckath paszmuuabie OC, Hanpumep, Linux u Windows, ¢ CyIIeCTBEHHBIM 3aMeICHUEM
(GYHKIIMOHUPOBAHUS,

3aMUChIBaTh CLIEHAPUH BBIIIOJIHEHUS IPOrPAMMBI, BHITIOIHSIOUICHCS B OMYJIIATOPE;
BOCIIPOU3BOANTH 3aIICAHHBIE CLICHAPUU;

IpU  BOCHPOM3BENECHUH  NPOM3BOAUTH  JION.  WCCIEIOBaHUsS,  HampuMmep,  H3y4arb
pacrpocTpaHeHHEe IOMEUSHHBIX JTAHHBIX 110 aMSITH, Nlepeady B CETeBOM MHTEpdeiic, 3amch B
(baitnoByIo cucTemy;

OCYILECTBIIATh YAAJIEHHYIO OTJAJKy BO BpPEMs BOCIPOM3BEACHUS CLIEHapus, B TOM YHUCIIE
OCTaHOBKY I10 JOCTM)KEHUH JAHHOTO MOMEHTA W JIBUKCHHE 10 BPEMEHHU B IMPOILIOE OT JIF0O0H
TOYKH OCTaHOBA B IPEJIEax 3alMCaHHOTO CIICHAPHS;

BBIBOAUTH BBITIOJIHABIINECCS aCCCM6J'IepHBI€ KOMaH/AEI.
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1.5. OcHOBHBIE MOJACUCTEMBI 1 KOMIIOHEHTHI

«AK-BC 3» cocTouT U3 cieayomux noAcCuCTeM U KOMIIOHEHTOB:

[Toacucrema crenna myist coopku uccnegyemoro 110

- MOHHUTOPBI COOPKH;

[Toacucrema cepsepa:

- moayinb REST-cepBuca;

- MEHEKep 3a7au;

- 3arpy34MK MCXOJHBIX TEKCTOB;

- KOHBEPTOP MCXOIHBIX TEKCTOB B KOAUpoBKy UTF-8;

- CHUHTaKCUYECKHUI aHAJIN3aTOp UCXOAHBIX TEKCTOB;

- CHTHaTypHBIN CTaTUYECKUN aHAJIU3aTop;

- Dataflow-ananuzarop;

- CTaTHMYECKHH aHAIMU3aTOP C MEXIIPOLEAYPHBIM/MEXMOYJIbHBIM aHATU30M, YyYBCTBUTEIBHBIM K
ITyTSIM BBIIIOJIHEHUS,

- MOAYJb BCTaBKH JAaTYUKOB;

- MOAYJb IOCTPOEHMSI OTYETOB aHAJIN3A UCXOJHBIX TEKCTOB IIPOIPaMM;

ITogcucrema kinueHTa:

- CpPEACTBO MPOCMOTPA UCXOJHBIX TEKCTOB « JUIETIOHUYM»;

[Hoacucrema smysnsiuuu Kon2:

- nHcTpyMeHT Kon2 1115 MOJIHOCUCTEMHOIO JUHAMMYECKOTO aHaIn3a.

Monayns REST-cepBuca mnpeaHasHayeH [Jis MOJy4YEHHS 3a/ad OT IOJIb30BATeNIsl W 3aIyckKa
MEHeKEpa 3a4au.

Menemxkep 3aaa4 MpeaHa3sHAYEH I yIpaBJICHUs 3aa4aMu, MOCTYAKOIIKUMU OT MOJIb30BATEI U
yIpaBiieHHus 3a1yckoM Bcex KoMIOHEHTOB «AK-BC 3».

3arpy3uuK MCXOIHBIX TEKCTOB MpeJHA3HAUYEH Ui 3arpy3KH (PailyioB ¢ UCXOAHBIMU TEKCTaMU B
MPOEKT i JalibHelIero ananu3a. FicxomHble TeKCThI 3arpyskatorcs B apxuse B hopmare ZIP unm 7z.

KonBeprop wucxomubix TekctoB B komupoBky UTF-8 mnpemnaznaden nans mpeoOpa3oBaHUs
BXOJHBIX TaHHBIX B KogupoBKy UTF-8.

CHUHTAaKCHYECKUN aHAM3AaTOP MCXOJHBIX TEKCTOB INMPEAHA3HAYEH Ul BBIACICHUS U3 HMCXOJHBIX
TEKCTOB JEPEeBbEB pa3dopa M pa3MelleHuss UX B 3aJaHHOM BHJe B Ta0nuubl B ¢opmate XML.
CHHTaKCUYECKUI aHaIN3aTOp MPeoO0pa3yeT UCXOIHBIC TEKCThI CIEAYIOMIUX S3BIKOB MPOTPAMMHUPOBAHUS:

C, C++, C#, Java.
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CurHatypHbIil CTaTHMYECKMH aHaIM3aTOp MIIET OMIMOKM B JIEpeBbsAX pazdopa MmyTéM
COIIOCTAaBJICHUS UX C 00pa3lamMu (CUrHaTypamH).

CraTHyecKuil aHanM3aTop C€ MEXIIPOLETYPHBIM/MEKMOMYJIBHBIM aHAJIN30M, YYBCTBUTEIHHBI
IOyTSM  BBIMIOJIHEHWSI, TPOBOAUT  JIGKCHYECKHH, CHHTAKCHYECKWH aHanmu3  (HE3aBUCHUMO  OT
BBILICYTIOMSIHYTOTO MOJYJIsl CHHTAaKCHYECKOTO aHalM3aTopa), CHMBOJIFHOE BBINIOJIHEHHE (PparMeHTOB
IPOTrPaMMHOTO KOJIA U BBISIBJICHUE ITyTeH NCIOIHEHUS, BEIyIMX K OLIMOKaM.

Monynb BCTaBKM JaTYUKOB MNpPEJHA3HAYEH IS MOJITOTOBKH K IPOBEJCHUIO JUHAMHYECKOTO
aHanmm3a. MoOZynb 3amycKaeTcsi MEHEDKEPOM 3ajad II0Ciie 3aBEepIICHUS pPadOThl CHHTAKCHYECKOTO
aHaJIM3aTOpa M BCTABISET JATUYUKU B UCXOAHBIE TEKCTHI. JIorn OoTpaboTKM JTaTYMKOB MCIIONB3YIOTCS IS
HOCTPOEHHUSI OTYETOB MO IUHAMHYECKOMY aHAJIU3Y.

Moynb TOCTPOCHHS OTYETOB aHalM3a HCXOJIHBIX TEKCTOB IMPOTPaMM MpEJHA3HAYECH JUIS
co3manusi (aimoB orderoB. J[aHHBIH MOIYJB 3aIlyCKAaeTCs MEHEKEPOM 3aad TOCie 3aBEpIICHHS
pPabOTHl CHHTAKCHYECKOTO aHAIM3aTOPa U MOJTYJIsl BCTABKH JATYUKOB.

CpencTBo mpocMOTpa HCXOAHBIX TEKCTOB TIO3BOJIIET IPOCMATPUBAaTh HCXOJHBIE TEKCThI
pOTrpaMM, MPH 3TOM IJIS MTOJICP)KUBAEMBIX aHAJIN3aTOPOM SI3BIKOB JIOCTYNHBI (DYHKIIMU TTOMCKA CTPOKH
¥ TIepexo/ia K ONpeeNICHHIO.

Nuctpyment Koa2 cmyxut s sMmynsoud paOOThl KOMITBIOTEpa M 3allUCH CHEHApUs €ro
BBINOJIHEHHSI M TIOCJICAYIOUIMM M3YYEHUEM 3allUCAHHOTO ClieHapus. 3alMCaHHbIM clieHapuil IpeCTaBIeH
B BHJIC OMMCAHU MOCIIEIOBATEIBHOCTH MCX0/Ja BCEX MPOUCXOSIIUX B MAIIMHE HEACTEPMUHUPOBAHHBIX
coopiTuii. C momompio paszpadoranHbix AO «Dmenon TexHomorum» moakIodaeMbix moaynert Koa2
HIO3BOJISICT TPOBOJUTH HCCIIEIOBAHUS TECTOBBIX CIICHAPHUEB METOJOM IIOMEYEHHBIX IAaHHBIX, a TaKKe

pacneyaTbiBaTh IOJIHOCUCTCMHBIC aCCCM6JIepHBIe TPAacCChI.
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2. ' ycsioBusd BbIMOJIHEHNA MNMPOrPAMMDBI

2.1. BM, HeoOxoanmbie st padorsl AK-BC, u ux poan

IIpu pabore «AK-BC 3» TpeOyrorcs 10 4 pa3nuuHbIX (PU3UYECKUX WU BUPTyaldbHBIX DBM,

BBITIOJHSIONINX CleAyroImue poiu (mpuuém ogqaa 9BM MokeT UCTIONHSTh cpa3y HECKOIBKO poJiei):
2.1.1. Crena aas coopku ucciaeayemoro IO
Ha stom crenne cobupaercs uccneayemoe I10.
2.1.2. Crenp nas 3amycka uccienyemoro IO
Ha stom CTCHAC IMMPOBOJATCA TUHAMHNYCCKHUEC NCCIICIOBAHUS.

2.1.3. CepBep AK-BC

CepBep oTBeYaeT 3a CTPYKTYPHBIM M CTATUUECKHUI aHAJIN3, TOCTPOCHUE OTYETOB M OOCITY>KUBACT

BeO-uHTEpPEIiC.
2.1.4. Kinuent AK-BC

Ha xnuenTe moap3oBaTelb YIpPaBJCT aHAJIN30M, IMPOCMATPUBACT OTUYETHI U UCXOJHBIC TEKCTHI B

cpelie «OIETOHNYMY.
2.2. TpeboBanus k IBM

Komnonentsr «AK-BC 3» ycranaBnuBaercs Ha OBM, yJIoBIETBOPSAIONIME MHUHUMAIbHBIM

anmnapaTHbIM U IPOTrPaMMHBIM TPEOOBaHUSM, IPEACTABICHHBIM B Ta0I. 1 — 4.
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Ta6mmma 1 — TpeboBanus k cpene pynkuonnpoBanus «AK-BC 3», crenn mist coopku [10

ITapamerp

3HaueHue

[Tpoueccop

64-6utHbli Intel-coBMecTUMBIN

O0bem onepaTUBHOM MaMATH

4 I'6aiit (pexomenyercs 16 I'6aiiT)

O0BeM CBOOOIHOIO MECTA Ha YKECTKOM JIHCKE

20 I'GaiiT (pexomennayetcst 100 I'GaiiT)

OmneparnmoHHasi CUCTeMa Ha CTEH/IE ISt
coopku u uccnenosanus [10

Linux Ubuntu 18.04
Actpa Cmonenck 1.6
Actpa Cmonenck 1.5 (1o 3ampocy)

Tabmuna 2 — Tpeboanus k cpene pynkunonuponanus «AK-BC 3», cepBep ananuza

ITapamerp

3HaueHue

[Ipoueccop

64-6outHbli Intel-coBMecTUMBIHA

OOBeM orepaTUBHOMN NaMSTH

8 I'6aiit (pexomenayercs 16 I'6aiiT)

O0BbEM CBOOOIHOIO MECTA HA KECTKOM JTUCKE

50 I'6aiit (pexomenayercs 100 I'6aiir)

[TopTel

USB-nopt fu1s Ki1r04a 3aliuThl

OrmnepaloHHasi CUCTEMa Ha CTEHJIE JUIs
coopku u uccnenoBanus [10

Linux Ubuntu 18.04

Tabmuua 3 — Tpebosanus k cpeae pynkuuonuposanus «AK-BC 3y, kinueHT

IMapameTp

3HauyeHHne

[Ipoueccop

64-0outHbIA Intel-coBMecTUMBINA

OO0beM orepaTUBHON MAMSTH

8 I'GaiiT (pexomennyercs 16 ['0aiiT)

O0BeM cBOOOJHOTO MECTA HA KECTKOM JIUCKE

10 I'Gaiit (pexomennyetcs 100 I'GaiiT)

OrmnepaloHHasi CUCTeMa Ha CTEHJIE JUTs
cOopku u uccnenoBanus [10

Linux Ubuntu 18.04

JomomautensHoe 110

Be6-6paysep (Google Chrome Bepcuu 88 u
Boimie, Mozilla Firefox Bepcuu 85 u Bbiie)
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Tabmuma 4 — TpeboBanus k cpeae ¢ynkuuonupoanusi «AK-BC 3», creHn misi mpoBeneHUs

MNOJIHOCUCTCMHOI'O JUHAMHUYCCKOI'O aHaJIn3a KO,[[2

ITapamerp 3HaueHnune
IIpomeccop 64-6utHbIH Intel-coBMecTUMBTI
OnepaTuBHas MaMATh 16 I'Gaiit (pexomenmyercs 64 1'6aiit)
XKecrtkuit muck (CBOOOHOE MTPOCTPAHCTBO) 200 I'6aiir (pexomenmyercst 500 I'Gaiir)
OrnepanvoHHas cucTeMa Linux Ubuntu 18.04

OO6mux TpebOBaHMN K CTEHAY [UIs 3alycka MporpamMm He mnpenbssisercsa. s mpoBeaeHUs
MCCJICIOBAHMS METOI0M TTOMEUEHHBIX JIaHHBIX HEOOXOJMMO CO3AaTh BUPTYaIbHYI0 MAIIMHY BXOJASIIUM B
cocraB mHCTpyMeHTOM Kon2, xotopsiii ocioBan Ha QEMU. IlognepxuBatorcss OC cemelictBa Linux ¢
apxuTekTypoit x86 u x64, HO HaOOp (HYHKIIMOHATHLHBIX BO3MOXKHOCTEH 3aBHUCUT OT KOHKPETHOW BEPCHUH
OC. bonbliie aeraneif cM. B METOJUUECKUX MaTepuaiax o METOly OTCIICKUBAHUS TIOMEUCHHBIX JTAHHBIX.

«AK-BC 3» obecnieunBaeT BBHINOTHEHHE (DYHKIMOHANBHBIX BO3MOXKHOCTEH MpH pean3aluu
CJEAYIOIIUX IIPEIBAPUTEIBHBIX OPraHU3aIMOHHO-PACTIOPSIUTEIbHBIX MEP:

- obecrnieyeHre COXPAHHOCTH OOOpYyHOBaHMS M (PU3NYECKON IETOCTHOCTH CHUCTEMHBIX OJIOKOB

KOMITBIOTEPOB;
- obecrieyeHre CBOOOTHOM OT BUPYCOB MPOTPAMMHOM CpPeIbl KOMIIBIOTEPOB;
- obecrieueHre KOHTPOJISI U3MEHEHHUS NPUKIATHOW MPOTPAaMMHON CPEeJbl, UCKIIOYCHUE BBOJA B

KOMIIBIOTEp MPOTrPaMMHBIX CPEICTB 0€3 rapaHTUPOBAHHON MTPOBEPKHU.
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3. BbINOJIHEHUE NMPOIrPAMMDBI

3.1. YcraHoBKA ¥ yaJieHHe POrPpaMMBbl

3.1.1. YcTaHoBKa IpOrpaMMsbl ¢ OMOIIbI0 KOHCOJBHBIX HHCTAJLUIATOPOB

Jsis ycTaHOBKM MOHAA0OUTCS TOAKIIOUEHHE K PETO3UTOPUIO CTaHAapTHBIX naketoB it OC, Ha
KOTOPOM MPOUCXOJUT YyCTaHOBKA. Eciiu HET 0cOOBIX MPOTUBONOKA3aHUM (HapuMep, OHU MOTYT ObITh Ha

CTeHJIe AJi1 COOPKH), HY>KHO TIepe]] YCTaHOBKOW BBITOJTHUTH KOMAH/IbI:

sudo apt-get update
sudo apt-get upgrade

HuctpubytuB «AK-BC 3» s onepaunoHHBIX cucTeM ceMeiictBa Linux mpencrasisier coOoid
apXMB, KOTOPBIM HY»KHO paclakoBaTh Ha )KECTKUMN JUCK:
cd ~
tar zxf /media/cdrom/AKVS-3.2.0-*.tgz
cd AKVS-3.2.0
B Texymeit nupextopun OynyT HaxoAuTbcs (ailibl C PACHIMPEHUEM .Tun, KOTOpbIE HYXHO
BBITIOJIHUTbH, COOTBETCTBEHHO:
- Ha creHe s coopku ucciaenyemoro [10:
i Astra Linux 1.5:
./install akvs bench 3.2.0.astra-1.5.*.run
Hnst ocranpubix OC:

./install akvs bench 3.2.0.run

- Ha CTeHJie AJis 3amycka uccieayemoro 110 Huuero ycraHaBiMBaTh HE HY)KHO;

Ha cepBepe:

sudo ./install akvs server 3.2.0.run

Ha KIIMCHTC!

./install akvs client 3.2.0.run

Ha CTEHJE AJIs IPOBEACHUS MOJIHOCUCTEMHOTO aHann3a Kon2:
./install akvs kod2 3.2.0.run
Ecnu onna OBM coBMelaeT HECKOJIBKO poJieii, Ha HEel HY>KHO 3aIlyCTHTh BCE€ COOTBETCTBYIOIIME

HHCTAJUIATOPHI. HOHB3OB3.T€J'IB, OT UMCHU KOTOPOTO 3aIlyCKArOTCAd UHCTAJIIATOPBI, HOJKCH UMCTH IIpaBa
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Ha sudo. B xozne ycTaHOBKHM ITporpamMma-ycTaHOBLIMK MOYKET 3a/1aBaTh PsiJi BOIPOCOB, HAIIPUMEp, O IIyTH
yCcTaHOBKM u 0 noOasnenuu mnporpamMm B $PATH. Ecnu yro-to no6asineno B SPATH, HyxHO mepen

HCIIOJIB30BAHUEM IIPOTPAMMBI 3aKPbITh TEPMUHAJIBHYIO CECCUIO U 3aIlyCTUTh €€ CHOBA.
3.1.2. YcTaHOBKA NPOrpamMmbl ¢ IOMOIIBI0 TPaMuecKoro HHCTAJLUIATOPA

Wucrannsatop 3amyckaercs W3 ucnonHsemoro (aiina akvs installer 3.2.0.AppImage. Ilocne
3aIycKa MHCTAJUIATOP MOMPOCUT BBECTH Maposib sudo. 9To HEOOXOAUMO Uit pabOTHI ¢ OOHOBICHUSIMU U
BO3MOYKHOCTH MEHSTH MOJIH30BaTENS - Biajenbia daiinos cepBepa « AK-BC 3».

B 3aBHCHMOCTH OT TOTO, YCTAHOBJIEH JIM YK€ MOAYJb CEpPBEpa, IIIaBHOE OKHO MOXKET COJEep)KaTh
(puc. Pucynok 2) mnmm He conepxath (puc. PucyHok 1) NOMONHUTENbHBIE MYHKTHI, IMO3BOJISIOIIHE

3aIlyCTUTH/TIEPE3aIyCTHTh CEPBEP U CMEHUTH Bajienblia (hailioB cepsepa.

AK_ BC3 BepcuA MHCTaNnATopa:
v3.15

‘ ABTOMETWUECKARA yCTB.HOBKafOGHOBﬂEHMe ‘

‘ YcTaHoeka/oBHOBNEHME € HACTPOIKaMK ‘

Pucynox 1 — I'maBHas cTpaHuia HHCTALIATOPA

AK_ BCS Bepcua MHCTannNATopa:
v3.1.5

‘ ABTOMaTWYeCKas yCTaHOBKa/0DHOBNEHNE ‘

‘ YcTaHoBka/0BHOBNEHWE ¢ HACTPOWKaMM ‘

‘ CMeHUThL BNafiensila cepeepa ‘

‘ MepezanycTuTs cepeep ‘

Pucynok 2 — I'maBHast cTpaHuIla UHCTAJUISITOPA IIPU YCTAHOBJIEHHOM CEPBEPE
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[Ipu BBIOOpE myHKTa «ABTOMAaTHYeCKas YCTaHOBKA/OOHOBJICHHE» OYIyT YCTAaHOBJICHBI BCE
monynmu «AK-BC 3» ¢ HacTpoiikaMu MO yMONYaHHIO, JHOO OOHOBJIEHBI C COXpPAaHEHHEM TEKYIIUX
HACTPOEK, €CIIN KaKHe-TO MOJIYJH YK€ YCTaHOBJICHBI.
[Ipu BIOOpE MyHKTa «Y CTAaHOBKA/OOHOBJICHHE C HACTPOUKAMI» OTKPOETCSI OKHO ¢ MH(pOpMaIuen

00 yCTaHOBJICHHBIX MOJYJISIX M BBIOOPOM YTO HY)KHO YCTaHOBUTH/OOHOBUTH (puc. PucyHnox 3).

AK_ BC3 Bepcusa UHcTannsTopa:
v3.1.5

PekomeHgyetcs k yctaHoBke: KO2
v lMoppobHee

Cepeep:
= CTaTtyc: ycTaHOBMEHa BePCUA MHCTaNNAToOpa
= Bepcusa: 3.1.5

Bench:

= CTatyc: ycTaHOBMEHa Bepcus MHCTaNIATopa
= Bepcusa: 3.1.5
KnueHT:

= CTaTyc: yCTaHOBMEHa BePCUA MHCTaNNATOpa
= Bepcusa: 3.1.5
Koaz2:
= CTaTyc: MOXHO 0BHOBMTL
= Bepcusa: 3.1.5
= HeobxogumocTb 0OHOBNEHWS: XenaTensHo

] Cepeep
O Bench
[ KnueHt

kon2
=

Pucynok 3 — CrpaHunia ycraHOBKa/OOHOBJICHHE C HACTPOMKAMU

3.1.3. Bonpocsl 0e30macHOCTH

WNHcTammsTop cepBepa TO3BOJSET BBIOpaTh IMOJIB30BATENSI, KOTOPOMY OYyIyT NPHUHAIJICKATH
daitner «AK-BC 3», mo ymMmomuaHHiO MpeajaraeTcsi co3/laTh HOBOTO TOJb3oBaTens akvs, dYTo

JOIMMOJIHUTECIIBHO 3alIUIACT OT HCCAHKIUOHUPOBAHHOI'O JOCTYIIA.



14
ATIJZIT.00101-01 34

HpI/I HCO6XO,Z[I/IMOCTI/I 00ecneyuThb OTCYTCTBHEC YTCUCK UCXOJHBIX TCKCTOB U3YHYAaCMbIX IIPOIpaMMm,

a Taxke HalJICHHBIX )Ie(beKTOB H UX OLICHOK 3KCIICPTOM, BCC MAIlIMHBI, YHACTBYIOIIINEC B aHAJIN3EC, JOJIKHBI

OBITh OTKJIIOYEHBI OT CETH HHTCPHCT, a KPYT JIML, UMCIOIIHNX K HUM NOCTYII, Or'PaHUYCH.

ITocne YCTAaHOBKHU Cpa3y K€ CMCHHUTC IapOJib aAMUHUCTPATOpA.
3.1.4. Yaanenue nporpamMmmabl

- yAanuTe TUPEKTOPUH, CO3aHHbBIE TIPU WHCTAIUISINH, IO YMOIYaHHIO 3TO:
* HaoboMm creHe - /opt/akvs update info;
= Ha cepBepe - /opt/akvs server;
* Ha kiueHte - ~/akvs client, ~/.vscode-oss, ~/.config/Echelonium,
projects;
" Ha CTEH/E JUIs COOPKH MCCIeayeMBIX TIporpamm - ~/akvs_bench;
" Ha CTEHE I MPOBEIACHUS MOJTHOCHCTeMHOTO aHanu3a Kon?2 - /opt/kod2.
- Ha cepBepe ynanure 6a3y naHubix «AK-BC 3» ¢ momoristo koMaHasl mongo:
$ mongo
MongoDB shell version v3.6.3
> use akvs3
switched to db akvs3
>db.dropDatabase() ;
{ "dropped" : "akvs3", "ok" : 1 }
> show dbs
admin 0.000GB
config 0.000GB
local 0.000GB

>

~/.echelonium-

B BBIBOIE KOMaHBI showdbs He JOHKHO BBIBOJUTHCS MMsI 0a3bl, M0 YMOIYaHUIO 3TO akvs3.

VYka3zaHHbIE TIPOLEAYPHl TaKXe HEOOXOIAUMO TPOUZBECTH JUISI «IUCTOM»

noacucteM «AK-BC 3». [Ipu 3TOM cyIiecTByonue NpoeKThl OyIyT MOTEPSHBI.
3.2. 3anyck cepBepa
3.2.1. [loaroroBUTEABLHBIN dTAI

st pa6oTsl ¢ «AK-BC 3» HEoOXoauM KITIOY JIMIICH3WH Ha CEpBeEpe.

AKTHBaIM OpOrpaMMHOTO KJTFOYa JIMIIEH3UH OnKcaHa B 1. 3.2.4..

nepeyCTaHOBKHU
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3.2.2. Hactpoiika Be0-cepBepa

UroObl monb30BaTen Moriu obpamathest kK cepsepy «AK-BC 3» ¢ nmpyroro komnbeiotepa, Hy>KHO
B JIUPEKTOPHH YCTAaHOBKHM Ce€pBepa OTpeNakTUpoBaTh (ain KOHPUTypamuu, 1O YMOIYAHHUIO
aTo /opt/akvs_server/config/default.ini, 3amaB B cekmum «[rest]» mapametp «host=moMeHHOE-UMSI-

cepsepa» (mpunosxxenue [lpunoxxenue 1).
3.2.3. 3anyck cepBepa «<AK-BC 3»

Eciv B KOMIUIEKT TOCTAaBKH BXOAMT amMapaTHBIM KIHOY JUIEH3UH, TO €ro HeoO0XOAMMO
IIOKJIFOYUTH K CEPBEPHOU MallIMHE.
s 3amycka «AK-BC 3» B cpene moj ynpaBieHHEeM ONEPalMOHHONW CHCTEeMBbI cemercTBa Linux

H€06XOI[I/IMO BBIIIOJIHUTb KOMaHY:

# systemctl start akvs server

CocrosiHNE U aZipeC CCPBCpa MOKHO ITOJIYUUTH, BBIIIOJIHUB KOMaHOY:

# systemctl status akvs server

# systemctl status akvs_server
® akvs_server.service - Cepsep AKBC 3

Loaded: loaded (/opt/akvs server/akvs server.service; enabled; vendor preset: enabled)

Active: active (running) since Thu 2021-02-25 16:44:31 MSK; 2min 47s ago
Main PID: 1211 (java)

Tasks: 25 (limit: 4667)

CGroup: /system.slicefakvs_server.service

L1211 Jusr/bin/java -jar Jopt/akvs server/akvs-rest-service.jar

25 16:44:31 echelon-show-ubuntu-18 systemd[1]: Started Cepsep AKBC 3.

25 16:44:31 echelon-show-ubuntu-18 java[1211]: Using server port 11008

25 16:44:31 echelon-show-ubuntu-18 java[1211]: Host address is not specified. Using 127.0.0.1

25 16:44:31 echelon-show-ubuntu-18 java[1211]: Using mongodb 127.8.8.1 host and 27017 port

25 16:44:31 echelon-show-ubuntu-18 java[1211]: Starting akvs, please wait...

25 16:44:37 echelon-show-ubuntu-18 java[1211]: 7z OK

25 16:44:37 echelon-show-ubuntu-18 java[1211]: Started successfully. Visit http://localhost:11860

Pucynok 4 — Anpec BeO-unTepdeiic

[Tocne Toro xak cepBep OyAeT yCHEIIHO 3aIlyIlleH, 1 MOTy4YeHHs I0CTyma K BeO-untepdeiicy u3
apyroro Opay3epa HeoOXOQuMO TepelTH 1o ajapecy cepepa u mopty 11000, nHampumep,

http://127.0.0.1:11000 (puc. Pucynox 4).

[Ipumeuanue. Hactpoiika cepepa «AK-BC 3» depe3 konduryparmonasiii ¢ain «default.ini»

MpcaCTaBJICHA B IIPUJIOKCHUHN 1.


http://127.0.0.1:11000/
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[Ipumeuanue. [lononHuTeNbHYI0 MHGOpPMAIHIO 00 omuOKax, BOSHUKIIMX B IPOIECCE 3aITycKa
BeO-uHTEpdeiica, MOXKHO MOCMOTpeTh B Jore «data/logs/console.logy.

B BeG-unTepodeiice otkpoercs crpanuna apropusanuu (puc 5). s aBTOpU3alUM MPH MEPBOM
BXOJI€ HMCHOJIb3YWTE Tapy JOTHH-maposib — «admin-adminy. BHUMAHUE! O6s3arensHo cMmeHuTe

mapoJib aAIMUHUCTpATOPA.
=D AK-BC’ -

Bxop B cuctemy
Norui

Napone

AK-BC 3 © AQ "HMNO "3wenoH" http://cnpo.ru TexHudeckas nogaepska: support.akvs@cnpo.ru

Pucynok 5 — Crpanuua aBropuzanuu

3.2.4. AKTMBAIUA NPOTrPAMMHOI0 KJII04a JULEH3UU
Ecnu ncnonp3yercst mporpaMMHBIA KiIrod JuieH3un ((aiin ¢ pacmmpeHneM «.wbby), To mocne
aBTOpH3ANNHU OyAET MPEITIOKEHO 3arPY3UTh €ro, Kak MOKa3aHo Ha PHCYHKe PHCYHOK 6.

IlnueH3nsa He HanaeHa

Ecnu y Bac UMeeTcA NporpaMMHEIi KoY, TO 3arpyanTe ero:

Pucynox 6 — 3arpyska nporpaMMHOTI0 Kirouya

Jis 3arpy3kd MPOrpaMMHOTO KIFoYa HaXXMUTE KHONKY «BpiGepute aitn», ykaxute Qaiin

IIPOrpaMMHOr0 KJIH04a U HAXKMUTE KHONKY «OTKpbITh». [Tocne 3arpy3ku kitoda JInOo 0ToOpa3suTCs K04
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WHCTAUIANUK  (TIOCTIeIoBaTeNbHOCTh OYkB M 1udp) (puc. Pucynok 7), nubo OyaeT mnpemiokeHo
BOCTIOJIB30BaThCSl  CTAHAAPTHOM mporenypoil coszmanust ¢aima 3ampoca mnunensun Codemeter.
[TomydenHsIi apTeakT caeayeT OTHPAaBUTh Ha AICKTPOHHYIO MOUTY TeXHHUYECKOH moaepxkun « AK-BC

3» support.akvs@cnpo.ru.

AKTUBaLUUSA nporpamMmmHOro Krio4a

Knrod T i —
MHCTAMAUMIA

Koa
aKTUBaLMK

PucyHnok 7 — AxTuBanus nporpaMMHOro KJiroua

B orBeTHOM mnHcbMe Ui MepBOro ciay4ass OyAeT HampaBieH KOJ aKTUBAIMM, KOTOPBIH
HE00XO0JIMMO BBECTH B COOTBETCTBYIOLIEE 1Mosie (POPMBI, U HaXaTb KHONKY «AKTUBHPOBaThH» (puc. 7). Bo
BTOPOM cCiTy4ae OyJeT npuciaH (aiiia akTHBalKU, KOTOPbI HY>KHO HUMIIOPTUPOBATh B CUCTEMY JIMLIEH3UI

Codemeter.
3.3. PaGora ¢ nporpaMmmoii — riiaBHasi CTPAHMLA BeO-NIPUII0KECHUSA

[Tocne aBTOopu3ammu OTKPOETCS TJIaBHAs CTpaHuia (puc. 8).

ﬁ\K-BC3 MpoekTel  WMHCTpyMeHTbl  JOKymeHTauMsa  AOMMHUCTpUMpoBaHue O nporpaMmme &admin- &

B cucTeMe elle HET NPOEKTOB. CO3AaTk HOBbIA NPOEKT.

OH  AK-BC 3© AO "HMOQ "3wenon” htip:/cnpo.ru TexHUIeckan NOAAEPKKa: support akvs@cnpo.ru



mailto:support.akvs@cnpo.ru
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Pucynok 8 — I'maBHas ctpaHuIiia BeO-IIpHIIOKEHUS

Ha rnaBHoOI CTpaHUILIC PAaCIIOJOXKCH CIIMCOK TIIPOCKTOB, a TaKXKC COACPIKATCA BKIIAAKH:

«MHCTpYMEHTBDY, «JloKyMeHTanus», «AIMUHUCTpUpOBaHUE» U «O mporpaMmmey.
3.3.1. IloAroToBKa HCXOAHBIX TEKCTOB K AHAJIU3Y

[ToHATh, YTO SBISETCS MCXOJHBIMH TEKCTAMHM IPOrpaMMbl, MOXKHO, TOJBKO aHAIU3UPYS
cbopounble ckpunThl. COOpKa SBISETCS CIOXXKHBIM IPOLIECCOM, BBIMOJIHSAEMBIM CHEIHATH3UPOBAHHBIMU
nporpaMMaMu, TakuMH, Kak automake, conf, cmake, maven u T.1., Ha OCHOBaHHH (AKIOB TPOEKTA, HIIH
cKkpuritaMu npou3BosibHOM (hopmel. [Toatomy «AK-BC 3» cobupaer nHpopmalyio o coctaBe UCXOIHBIX
TEKCTOB MPOEKTa, HAOJI0ast 3a peabHO BBINOJIHIEMBIM MpoleccoM cOopku. OCHOBHOE TpeOoBaHHE s
YCIIEUIHOTO TepexBaTa cOOPKU — 3TO JOJDKHA OBITh cOOpKa MPHIIOKEHHS «C Hyss». [loBTOpHAas cOopka
3a9aCTyI0 TPOITYCKaeT Te (aifiibl, KOTOpbIe yKe ObUI co3/1aHbl. [I0CKOIBKY IITATHBIE CPEACTBA OUUCTKH
coopku (make clean) mumryT pa3paboOTYMKH, OHU MOTYT COJEpP’KaTh OIIMOKHA M HE Bcerja cpabaThiBaTh
OpaBWIbHO. DTO HYKHO YYHUTHIBaTh MpPHU IOATOTOBKE HCXOJHBIX TEKCTOB. B HEKOTOPBIX cilydasx,
Harpumep, pHu TeHepaliy, NepeMeIleHn , yAaJeHUH UCXOIHBIX TEKCTOB B Xoze coopku, «AK-BC 3» e
MOJKET TPABHJIBHO ONPEACIUTh COCTaB HCXOJIHBIX TEKCTOB, STO MPOSBISIETCS B OIIMOKAaxX Ha JTare

aHanm3a. B aTom cirydae MokeT MoHaA00UTHCS BPYYHYIO COCTaBUTh WIIH MTOMPABUTH (DAIIbI.
3.3.2. @aiinbl KOHGUTYPALIMH CHHTAKCHYeCKUX aHaau3aTtopoB C/C++

Kaxxnprit aiin koHGUTypallii CUTHATYPHOTO aHaju3a UMEET Ha3BaHue «parser-XXX», rae XXX
— COKpAIlleHHOE Ha3BaHUe sI3bIKa (Hampumep, cpp, cs) U cofepkutcs B aupekropuu «configy. [lna C/C+
+ Tarke cymiectByer ¢aiin relations-cpp, KOTOpBI COAEPKUT MH(POPMAIIUIO O JIMHKOBKE (yKa3bIBaeT,
KaKHe MCXOJIHbI€ TEKCThI BOILIM B Kakue ucnonHsemble Monynu). Jns AUYKIIB u MKYA B Java u C#
10CJI€ YTUIIMTHI OATOTOBKU KOH(DUIYpaLlUu apXUB COAECPXKUT AONOIHUTEIIBHYIO MAIIMHOYUTAEMYIO Oa3y

JaHHBbIX, HC IPCAHA3HAUYCHHYTO JIA py‘lHOfI O6pa6OTKI/I IIOJIB30BATCJIEM.
3.3.3. Kondurypauusi cMiHTAaKCHYecKOro anaauzaropa C/C++

SA3piku porpammupoBanust C/C++ HCHOMB3YIOT AUPEKTUBHI TMpemnporeccopa. [Ipenporeccop -
9TO THOKUN WHCTPYMEHT, KOTOPBIM 4acTo MpUMeHseTcs B mpoekrax. OnHako B 3aJadax aHajau3a
HCXOJIHBIX TEKCTOB, HamucaHHbIX Ha C/C++, mpenporeccop CTaHOBHUTCS CEphE3HBIM MPENSATCTBUEM, TaK
KaK OH MEHSET BUJ U CTPYKTYpPY KOZa.

B cBs3m ¢ aTHIM HCO6XOI[I/IMO HAaCTpOUTH ITPOCKT, YTOOBI TOBLICUTH KAa4E€CTBO aHAIM3a.
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Hacrpoiika mpoekTa BKIItOYaeT B ceOs:

- yKa3aHMe IMyTeil 10 3aroJ0BOYHBIX (aiiyIoB;

3arpy3Ky CTOPOHHHX 3aroJIOBOYHBIX (hailioB (HampuMmep, HCHOIb3yeMbIX OHOIMOTEK) |
yKa3aHue IIyTeH 10 HUX;

- yKa3aHHE 3HaYCHHU MAaKpOCOB;

- yKa3aHHe IPOYUX MapaMeTpOB KOMIWIALUH (HAlpUMep, UCIIOIb3yEeMbIX CTaHIApTOB).
PaccmorpuM nmpumep TOro, 4To NPOU30MAET, €CIIU HE BBIIIOJHUTH HACTPOUKY:

®aiin «a.hy (puc. 9):
#define MY_IF(a) 1f(a) {

Pucynox 9 — IIpumep 3arosioBoYHOTO (aiiya mpoekra

®aiin «a.cpp» (puc. Pucynoxk 10):

3 int main{) {

. int b = 1;

MY IF(b)
b++;

1 &

g my function():

10 }

Pucynok 10 — [Ipumep ucxoanoro ¢aiina npoekra

Ecnu B nponecce ananusa ¢aiin «a.h» He Oyzaer HailieH, TO CHUHTaKCUYECKUH aHAIU3aTop MPUMET
3a KOHell (YHKLUHU «mainy» GUrypHyI0 CKOOKY Ha CEIbMOI CTPOUYKE BMECTO JECSTOM.
B «AK-BC 3» wumeercs yTWINTa, KOTOpas IOMOXET CKOH(QUTYPHUPOBATH IMPOCKTa B

ABTOMATHYCCKOM PCIKUME.

3.3.3.1. Yruaura aproMaTnyeckoi kKoHurypauuu ajas npoekroB Ha C/C++B

cpene Linux

B 3aBucumocTH ot BBIOOpA, CACTAHHOTO MPH yCTaHOBKE, yTHiauTa cppconf linux.py MoxxeT ObITh
JOCTYIIHA IO IyTH TIOMCKa Ha cOopouHoM cTeHae. Ecmm oHa He mocTymHa, €€ MOXKHO HaWTH B

JTUPEKTOPHUH pa3BEPTHIBAHUS MTPOTrPAMMBI YCTAHOBKH JJIsi COOPOYHOIO CTEH/IA.
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Ckpunrt BBIOJIHSAET KOMaHAY I COOpPKM 4Yepe3 YTWIMTY strace, KOTOpas OTCIIEKHBAET
cucteMHble BbI30BBL. Jlor strace 3amuceiBaeTcs B «/tmp/ cppconfig log», Ha OCHOBE KOTOPOro CKpUNT
COo311aeT apxuB «src_config.zip» B TUPEKTOPHH 3aITyCKa.

[Tpumeuanue. s paboThl yTHIUTHI TPEOYIOTCS YCTaHOBJIEHHBIE NIporpammsbl strace 5.7 win
Beimie u Python Bepcum 2.7 wmim 3. Python wm strace ycTaHaBiIuMBalOTCS W3 TAKETOB BO BpeMs
pa3BEPTHIBAHUS AUCTPUOYTHBA I COOPOYHOTO CTEH/IA.

Anroput™ paboThl, €CJIN POEKT MOKHO COOpATh C UCIIOIB30BAHUEM Strace, IPECTaBIEH HIUXKE.

3ammycTuTe CKpUNT KOMaH10M:

cppconf linux.py -s KOMaHOa COOPKM

[Tpumep:
cppconf linux.py -s make

Pesynbrar paboThl yTUAMTBI - apXuB «src_config.zip» € HCXOAHBIM TEKCTOM IIPOEKTa,
KOH(HUTYpaMOHHBIM (PaiiiioM M UCHOIB3yEMBbIMUA CTOPOHHUMH 3aT0JIOBOYHBIMU (paiiamu.

1. Ananuzarop AUKIIB u MKYA He nonHocThio coBMecTHM ¢ gec < 5.2. Ilpu ucnonb3zoBaHuu
TaKOro0 KOMIMIATOpa OyJET BbIIAHO MPEIYIIPEkKACHUE.

2. Ckpuntbl cOOpKM 3a4acTyl0 T'€HEPUPYIOT, YIAJISAIOT, HNEPEeMEIaloT WIM MEPEUuMEHOBBIBAIOT
¢aitnbl. B HUX MoxeT npuMensThes libtool, B pe3yibTare 4ero uMst 00beKTHOTO MOIYJISI MOXKET
WU3MEHHUTHCS, IPOU3BOIUTHCS KOHKATEHAIMST OOBEKTHBIX MOyJIEH 1 T.I. Bo Bcex 3TuX ciaydasx
MOHHUTOP HE CMOXET MPaBUIBHO COCTaBUTh (ailiibl KOH(UTypauu. ITo NPUBEIET K oUIMOKaM
IpU aHaJM3e.

3. AHaim3arop OrpaHudeH Mo MacmTaly MPOEKTOB, KOTOPBIE OH CIOCOOEH 00pabdoTarth.
Hampumep, npu ananmuze OC Linux He CTOMT HBITaThCS NMPOAHAIU3UPOBATH BCE HCXOHBIE
TekcTbl OC 1eUKOM. AHAIU3UPYUTE OT/AEIbHbBIE TAKETHI.

4. OTcne)xxvBaHue JIMHKOBKU IPOUCXOAUT TOJBKO JJsl CTaTUYECKOM JMHKOBKU. JIMHKOBKa
paszensgeMblx OMONMOTEK HE MEpeXBaThIBACTCS W MEKMOJAYJbHBIA aHAIU3 4epe3 TpaHULIbl

pazaenseMbIx OMOIUOTEK HE TPOBOAUTCS.

3.3.3.2. YTuanra apToMaTuyeckoi kKoHurypauuu ajas npoekrop Ha C/C++B

cpeae Windows

Jns co3manusi apxuBa ¢ KoH(purypaumeid mnpoekta Ha s3bikax C/C++ B cpeme Windows
ucnonsiyetcst yruinuta CppConfMonitor, koTopasi MMOCTaBJI€TCS B BHJE apXuBa monitor.zip. ApXuB

coepxkuT X64 u x86 BepcHH, UCIIONH30BATh X86 HA 64-OMTHBIX CUCTEMAX HE PEKOMEHIYETCHI.
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Jis QyHKUMOHUpPOBaHMUs IporpamMMa TpeOyeT mpaBa aJMHHUCTPATOPa, TaK KaK HCIOJIb3YeT
cucremusle cpeactBa OC Windows.

s mepexBaTa mpoueccoB M oOHapykeHHus npouTéHHbIX (aiinoB CppConfMonitor ucmonbs3yer
BcIioMorarenpHbele HcnonHsemble (aiinel EtwProcessor u ProcessCatcher. Ilpu konupoBanuu wuiu
NEpEeMEIEHUY OCHOBHOM YTWJIMTBI OHM TaKXe JOJDKHBI OBITh CKOIMPOBAaHbI/IEPEMEILEHBl C
COXpPaHEHHEM OTHOCUTEJILHOCTH ITyTEH.

CppConfMonitor MoeT OBITh 3allylIeH OTHAECIbHO, M TOrJa HEOOXOAMMO €ro BPYYHYIO
OCTAaHOBUTH TIOCJIE 3aBEpIICHUS COOPKH, OTIPABHB «S» B KOHCONb. JIMOO MOXHO TIO aHAJIOTHU C
cppconf linux.py yka3zaTb KOMaHay cOOpPKH, TOTJja MOHUTOPUHT OyAET OCTAHOBJIEH aBTOMaTHUYECKH.

Hanpumep:

CppConfMonitor.exe —--directory C:\MyExe\ -e make

Ecnu yruinTe He yKa3plBaTh ManKy MPOEKTa, TO JUIs aHainu3a OyIyT coOOpaHbl TOJIBKO (aiiibl, s
KOTOPBIX OBLIM BbI3BaHbI Ipolecchl KoMmuiasiuu. Takum oOpa3zom, OonbmimHCTBO template, inline-
GyHKUMH W BKIIOYEHHBIX (DaliIoB HMCXOAHBIX TEKCTOB HE OyAyT MNpPOAHAIM3UPOBAHBl CUTHATYpPHBIM
aHaJIM3aTOPOM.

Ecnu ykasate manky mpoekrta (¢mar -p wimm --project), To Bce MpOUTEHHBIE (ailsibl, UMEOLINe
pacmupenuss C/C++ ¢ailioB UCXOAHBIX TEKCTOB WJIM 3aroJIOBOYHBIX (DaliJIoB M HAXOASIIMECS BHYTpPU
HanKH ¢ IPOEKTOM, OyIyT A00aBIICHBI IS aHAJIN3A.

Hanpumep, B nanHom ciywyae ycnoBHble C:\MyExe\l.h u C:\MyExe\2.h Ttoxe Oyayt
MPOAHAIM3UPOBAHBI, XOTSI KOMITMJIUPOBAJICS TOJIBKO 1.cpp:

CppConfMonitor.exe —-p C:\MyExe\ —--directory C:\MyExe\ -e make

B nporpamme npucyrcrByeT ¢uiar --old monitoring, KOTOpbIN MO3BOJIET UCIOJIB30BaTh IPYron
MEXaHU3M OOHApyKEHUS IPOLECCOB KOMIWISLMU, HO IOJb30BATHCA MM PEKOMEHIYETCSl TOJbKO B
KpaifHeM ciydae, TaK KaK OH HMMeeT HEOOJIbIIYI0 BEPOSATHOCTh HPOIYCKAa WM TOMEXHU BBINOJIHEHHIO
HEKOTOPBIX M3 OOHapYXHMBAaE€MBIX MpoIeccoB. B mepBoMm ciydyae OyAeT BbIBeleHa OIIMOKA B KOHCOJH
MOHHUTOpPA, BO BTOPOM CiIydae MpepBETCs mporeaypa coopku. OCOOCHHO CBOMCTBEHHO TAaKOE MOBEICHHE

JJIA IIPOCKTOB C OOJIBIINM KOJHYECTBOM 6BICTpBIX MpouecCCOB KOMIIWJIALNUHU.
3.3.3.3. Pyunas HacTpoiika

Jnist mpoBefieHnst KOHQUTYpAMi HEOOXOIMMO TIOHUMATh CTPYKTYPY KOH(UTYpaIMOHHOTO (aiina

«AK-BC 3» 1 3HaTh 0 HEKOTOPBIX apaMeTpax, NepeaaBaeMbIX KOMIUIISATOPaM.

Kondurypaunonnsiii ¢aiin — 3to apxus B popmare ZIP, rre:

- «parser-cpp» (0e3 pacmmpenus) — (aiisn ¢ mepeyHeM KOMaH [l KOMITAJISINN;
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- «relations-cpp» (6e3 pacmpenus) — Gain ¢ OMcaHueM CBSI3eH MEXKTy UCXOTHBIMH TEKCTAMU U
BBITIOJIHSIEMBIMU MOJYJISIMH, HyeH ToJibko 1t MKYA u AUKIIB;

- 3aroJIOBOYHBIC (hailibl.

@ailn «parser-cpp» 310 ¢aitn B popmare XML.

KopueBoii anemeHT -«configy, TouepHHe 371€MEHTHI:

- «settings»— XpaHUT OOIIMe HACTPOIKHU mapcepa B BUIE JMHEWHOTO CIHCKA U3 «paramy;

- «compilerConfigs» — XpaHUT ONuMM napcepa A KOMIWIATOPOB U CTaHAAPTOB s3blka C++ B
BUJIE€ JIUHEHHOTO CIIMCKA U3 «macro» u «idiry;

- «arguments)» — XpaHUT apryMEHTHI Mapcepa Uit OTAETbHBIX (ailioB B BUJE JIMHEHHOIO CIIUCKA

u3 «fileArgs».
3.3.3.4. O0mue HacTpoOiiKN mapcepa
Kaxxnmass HacTpolika XpaHUTCS B Tere «paramy, 3HaueHHWe aTpulyTa «namey» 3aJaeT Ha3BaHHE

napameTpa, «value» - 3HaueHHeE.

IIpumep:

<settings>
<param name= “threadCount” value= “0” />
<param name= “usePredefines” value= “0” />

</settings>

[lepeuenp AOCTYNHBIX TapaMETPOB MPEACTaBIEH B Ta0IHILIE 2.

Tabmuna 2 — JlocTymHbIe MapamMeTpsl

3HaveHue
HazBaumue Onucanue Bo3moxkHbIe 3HAUCHUSA 10 yMOJI-
YaHUIO
-1 — mporpamma cama
BBIUKCIISIET HEOOXO0IUMOE
KOJIMYECTRO;
threadCount KonudecTBo moTokoB (0 — HE UCTIOaB30BAThH -1
MOTOKU;
n (n>0) — KOIMYECTBO
MTOTOKOB.
errorsLimit KomnuectBo -1 — Bce ommoOKy; 5
o0pabaTbIBaeMbIX 0 — He JOIyCKATh
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3HaYeHHne
Ha3Banue Onucanmne Bo3MoskHbIE 3HAYEHUA o ymoJi-
YAHUIO
OLIMOOK, MPH OIHGOK:
MIPEBBIIICHUH - BECh
¢aiin cunTaercs n— gonyi%an’ n
OIIMOOYHBIM omH60K(n>0).
Hrnopuposats
OIMOKH, COACPIKAIITIE .
. . . 0 — uer;
skipBuiltinErrors TekcT "use of ) 1
undeclared identifier - Aa.
' builtin "
U 0 — He UCTIOJIB30BaTh
Cl'iOJ'II)SOBaHI/Ie THIIA } (BBIMHCAAETCA
«autoy» 11 BpEMEHHOI .
useAutoTypeForReturn e eMeiHOpr BO3BpAIacMbIN THII 0
p byHKIHH);
BBIpKEHUS MO return
1 — ucnonb30BaTh.
3arpyska
IpeyCTaHOBJIEHHBIX 0 — He 3arpyKars,
usePredefines pely ’ 1
MakKpoOCOB OCu 1 — 3arpyarb.
KOMITUJISITOpA
BcraBnsath gaTunku B
insertProbeInUnknown (baiinbl, KOTUPOBKY 0 — He BCTaBISATH 0
Encoding KOTOPBIX HE YJAI0Ch 1 — BCTaBIATH
OTpeNeIUTh
0 — He BCTaBIATH
BceraBnsares gaTuuku B
Gaiinbl, pu aHamu3e | — BeTasnate,
insertProbesIfError 1P UTHOPHUPYS OLTHOKHU 0
KOTOPBIX BO3HUKIIH .
3aroJI0BOYHBIX (pailioB
omuOKu pazdopa
2 — BCTaBIIATH

3.3.3.5. Onuuu napcepa AJjii KOMIMJISITOPOB M CTAHAAPTOB si3bika C++

C mnomomipro omuid  «macro» u «idir» MOXHO 3aJaTh MaKpOCHl Mpemporeccopa U
JIOTIOJTHUTEIBHBIC ITyTH 3aT0JIOBOYHBIX (PaiiIoB
® macro:
o compiler — myTh 10 KOMIOIWIATOPA;
o std — HMCHOIB3yeMBIid CTAaHIAPT, €CIIM HE yKa3aTh OyIeT MCIIOIB30BaH CTAaHIAPT IO
YMOJTYaHHUIO;

o value — 3nauenwue, popmara “-DNAME=VALUE”.

[Tpumep:
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<macrocompiler="/usr/bin/c++" [std="c++11"] value="-DFOO=BAR" />
o idir:
o compiler — myTh 10 KOMIOWIATOPA;
o std — UCHoaB3yeMBbl CTAaHIAPT, €CIIH HE YKa3aTh OYET UCIIOJIb30BaH CTAaHAAPT 110
YMOTYaHUIO;
o value — 3nauenwue, popmara “-I../prj/config/include/path”.
[Tpumep:

<idircompiler="/usr/bin/c++" [std="c++11"]

value="-I../prj/config/usr/include" />
3.3.3.6. ApryMeHTBI Iapcepa sl OTAEJbHBIX (aiijioB

Cocrout u3 nuHelHOTo crucka fileArgs, mpeacTaBisieT co00W CIMCOK KOMITHIISIIIUN HMCXOIHOTO
TEKCTa C OJJHAM ITyTEM.
Uepes apryMeHTBl MOXKHO 3an1ath include-path, define, s3bIK, KOMIHIATOP, TOPSAIOK 0OpPabOTKH
omnOoK u T.1. CIHCOK apryMEHTOB CX0X CO CIHCKOM apryMeHToB clang u gcc.

ApPryMeHTHI 331al0TCS C IOMOIIBIO TETOB CIEAYIOMINUM 00pa3oM:
o fileArgs:

o path — nyTh K Qaiiny ¢ UCXOAHBIMU TEKCTAMH.

Teno Tera cCOCTOUT U3 TMHEHHOTO CIIUCKA “‘<args>".
* args:

o compiler — myTh 10 KOMIUJIATOPA;

o std — ucmonb3yemblii CTaHIApT, €CIM HE yKa3aTh, OyAeT HMCIOJIb30BAaH CTAHAAPT IO

YMOJYaHHUIO.

Teno aneMeHTa COCTOUT U3 JIMHEHHOTO CIHMCKA apryMEHTOB “‘<argument>".
¢ argument:

o value — aprymMeHT KOMIWISATOpPA

YacTo UCMOIB3YIOTCS CIeTyIOIIue:
* -] — myTh 70 3ar0JI0BOYHOTO (aiina;
= -D— makpoc.

[Tpumep:
<fileArgs path="home/user/foo.c">

<args compiler="/usr/bin/c++">

<argument value="-I../prj/config/usr/include/a" />
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<argument value="-DFOO=BAR" />
</args>
<args compiler="/usr/bin/c++" std="c++11">
<argument value="-I../prj/config/usr/include/b" />
<argument value="-DBAR=FOO" />
<argument value="-ferror-limit=0"/>
</args>

</fileArgs>

3aronoBouHblie (ailabl MOTYT KaK MPUHAJJIC)KATh MPOCKTY, TaK U HE MPUHAIICKATh (HAIIpUMED,
CHUCTEMHBIE 3aT0JIOBOYHBIE (hailsibl, 3ar0JI0BOYHBIE (DAIBI OT CTOPOHHUX OHOIHOTEK).

Ecnu 3aronmoBounblii (aii ecTb B apXMBEe C HCXOAHBIMH TEKCTaMH M KOH(HTrypamuen
«src_config.zip», TO JOCTATOYHO MPOCTO yKa3aTh MyTh JI0 HETO — IyTh 3aJIa€TCS OTHOCHTEIHLHO KOPHS
apxuBa «src_config.zipy.

Ecnu 3aronoBoyHoro daiiia HeT B apXWBE C HCXOJHBIMH TEKCTaMH U KOH(Urypauuen
«src_config.zip», To ero Hago 100aBUTH B «src_config.zip», Hanpumep, B manky «sysincludey», a tak ke

MIPOIHCATH MYTh C IPEPUKCOM «../pr)», T.€: «value="-1../prj/sysinclude/’».
3.3.3.7. CunreTn4eckuii npumep

JlomycTum, ecTb TUPEKTOPHs C IPOEKTOM «project» (puc. 11).
project

L Lepp
£l 1.h

mylibrary
= 2.h

Pucynoxk 11 — Ilpumep nupeKTOpHUH C IPOCKTOM

Taxke cCymecTByeT AUPEKTOpUs C 3arojoBOYHBIMU (hailmaMu OT CTOpOHHEH Oubinoreku

(puc. 12):

| ex_lib
exl.h
e h

Pucynok 12 — Ilpumep AMPEKTOPHHU C 3aT0JIOBOYHBIM (ailioMm
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®@aiin «1.cpp» uMeert Bu, IpeACTaBICHHbBIA Ha puc. 13.

#include
#include “2.h"
#include “exl.h

4 #include “ex2.h

Pucynoxk 13 — Ilpumep 6ubimoTekn mpoekTa

CobepeM TpoeKT yepe3 KOMaHAHYIO CTPOKY C MIOMOIIBI0 KOMaH/bI:
g+t+ -I. -Imylibary -I/home/akvs/ex lib/ -DSOMEDEFINE

B nmanHOM ciywyae MBI co3laeM apxuB «src_config.zip», comaepiKaluii JBa apXuBa, «SIC.Zip» H
«prj.zip».

ApXUB «SrC.ZIp» C COACPKUMBIM JUPEKTOPHH «project» BBITVISIAUT CICAYIONUM 00pa3om

(puc. 14).

_ | Lepp
=] 1.h

. mylibrary
L |2h

Pucynox 14 — Ilpumep apxuB src.zip

ApPXUB «prj.ZIp» C COIEPKUMBIM TPEICTaBIICH HA pHC. 15.

| | parser-cpp

. sysinclude
, ex_lib

L] exl.h

g ex.h

Pucynox 15— I[Ipumep apxus prj.zip

®daiin ¢ HACTPOMKON KOMITUIISITOPA «parser-cpp» OyaAeT UMETh TaKOW BUI:
<?xml version="1.0"7?>
<config>
<settings>
</settings>
<compilerConfigs>

<macro compiler="g++" value="-ferror-limit=0" />
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</compilerConfigs>
<arguments>
<fileArgs path="1l.cpp ">
<args compiler="g++">
<argument value="-DSOMEDEFINE" />
<argument value="-I." />
<argument value="-Imylibary" />
<!—pannel ex lib JjexaT He B src.zip, a B prj.zip, IO3TOMY
nodarygem npeduxc ../prj/ -->
<argument value="-I../prj/sysinclude/ex 1lib" />
</args>
</fileArgs>
</arguments>

</config>
3.3.4. Kondurypauusi CHHTAKCHYECKOro aHajau3zaropa C#

JUis CUTHATYpHOTO aHajii3a py4Has KOHQUrypaius He TpeOyeTcsl — aHaIU3UPYIOTCs Bee (ailiibl ¢
pacumuperneM «.cs». CUrHaTypHbIN aHanmu3aTop moanepxkuBaeT C# 10 5-0ff BepCHHM BKIIOYUTEIBHO,
anaimm3atop MKYA u AYKIIB nonnepxxusaer .NET 5 u 6onee pannue Bepcuu. Jlnsa ananuza MKYA u
AYKIIB HeoOxoauMo BBIMIOIHUTH COOPKY MPOEKTa M €ro YMaKOBKY C IOMOIIBI0 HHCTPYMEHTa
akvs sharp. Ilepen HayamoM peKOMEHIYETCs OCYLIECTBUTH OYHCTKY IPOLUIBIX PE3yIbTaToB COOPKH,
3aTeM 3amycTUTh COOPKY NpOeKTa KOMAHJIOW, YKa3aHHOW HWKe, Thae -d — TUPEKTOpHs MPOeKTa U -C —

CKPHIIT WM KOMaH/a JJis COOpKH.

akvs sharp -d ./project dir -c dotnet build

B cnywae ycnemrHoit cOOpku mpoekTa OyaeT BBIMOJTHEHAa aBTOMATUYECKasl YIIAKOBKA TUPEKTOPHH
mpoekTa B apxuB «akvs sharp.zip», KoTOpelii OyJeT MOMENIEH B TEKYIIYI0 pabouyr IUPEKTOPHIO.

[TomrydeHHBII apXUB HY>KHO OTIIPaBUTh HA CEPBEp I aHAIN3A.

[Ipr HEOOXOIUMOCTH MOKHO M3MEHHUTh KOH(PUTYPAIMIO Mapcepa CHUTHATYPHOTO aHAIHM3aTopa.
®aiin koHurypamuu mapcepa xpanurcs B ¢aiine gopmata XML m mMmeer cieayromlyr CTPyKTypy:
KOpPHEBOM »dJIeMeHT - «config»y, nodepHHil smeMeHT - «settings». «Settings» XpaHHUT MapaMeTphl

aHaJIn3aTopa B BUIC JIMHEMHOI'0 CIIMCKa M3 «paramp». Kam,uaﬁ HaCTpOﬁKa XpaHUTCAd B TCIC «parampy»,
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3HA4YCHUC anI/I6}’Ta «namey» 3aJacT Ha3BaHUE IIapaMeTpa, «value»-3nauenue. Croucok nmapaMETpOB

npecTanieH B Tabnuie Tabmuna 3.

Tabmuna 3 — Crnrcok napameTpoB

3Hauyenune
IMapamerp Onucanue Bo3moxkHbIe 3HAUEHUS
10 YMOJIYaHHUIO
version Bepcus crannapra C# 1.0,2.0,3.0,4.0,5.0 5.0
KonnuecTBo XpaHUMBIX enoe uucio, 5000
AST B mamsitu. MoxHO OTPHULATENBHOE YHUCIIO
astCountInMemor YBEJIMYUTH 3TO 3HAUECHUE 0003HaYaeT XpaHUTh
y IIPU 1OCTaTOYHOM Bce AST B mamsTu
o0beMe onepaTuBHON
naMsIT!
MaxkcuManbHbIi pa3mep Lenoe uncino 5242880
maxFileSize (aiina s aHanuza (B
Oaiitax)
Howmepa Homepa 0162,0436
pEAYNPEXKIACHUM, IpeayNpexaCHUN
) ) KOTOpbIE HAJ0 IOJABUTh qepes 3aIsTyro
warningDisable C OMOLIBIO JUPEKTHUBBI
#pragma warning disable
IIPY BCTaBKE TATYUKOB

[Tpumep KoHpUTrypauroHHOro (haiina:
<?xml version="1.0"7?>
<config>
<settings>
<param name="version” value="4.0" />
</settings>

</config>

3.3.5. Kondurypanusi CHHTAKCHYECKOI0 aHAJIM3aTopa Java

Kondurypamus nns curnHarypHoro aHanmsza u ans a"anuza MKYA u AYKIIB nenaercs
OTJENbHBIMU MeXaHu3MaMM. JlJI1 CHUTHAaTYpHOrO aHajiu3a KOH(QUIypUpOBaHHE HE IPOU3BOAUTCS —
aHAM3HUPYIOTCS Bce (Qailnbl ¢ pacmmpenueM .java. ns moxaroroBku k aHamumsy MKUYA u AYKIIB
HEOOXOJMMO TPOBECTH KOHTPOIUPYEMYIO COOpPKY C TOMOIIbI0 HHCTpPYMEHTa akvs jam, KOTOPBIH

YCTaHaBJIIMBACTCA UHCTAJUIATOPOM IJIA C60p0‘~IHOF0 CTCHAA.
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HyXHO OCyIIeCTBUTh OUMCTKY pPE3yJbTaTOB COOPKH, a 3aT€M — IOJHYIO COOPKY C IOMOIIBIO

KOMaHBbI:

akvs jam capture -- mvn compile

B pesynbraTe B 1MpeKTOpUH, Ie MPOU3BOAUIACH COOpKa, BOSHUKAET MOATUPEKTOPHS jam-engine-
out. Jlisg oTHpaBKM Ha CepBep aHalu3a JAUPEKTOPUIO IPOEKTa BMECTE C jam-engine-out HyXHO
CaMOCTOSITENILHO 3aIIaKOBaTh B ApXUB 7Z C TIOMOIIBIO KOMaH/bI 7Z.

EcTh BO3MOXXHOCTD HCIIOJIB30BaTh YHpOIIIeHHYIO KOMaHAy C aBTOMAaTHYCCKUM CO3JaHHUEM apXUBa.

akvs jam -c mvn compile

Tak xe MOXHO YKa3aTh IIaIllKy IIPOCKTa, KOTOpas 6YI[CT HCIIOJIB30BAaThCA AJIA C60pKI/I n B

pe3ynbraTte OyaeT ymakoBaHa.

3.4. Ctarnueckuii aHAJIN3 U JTHHAMHYECKNH aHAJIN3

I'maBHO# cTpanuneil BeO-unTepdeiica spisercs Bkiaaaka «[IpoekTel», KOTopas COAEPIKUT CITUCOK

MPOEKTOB ¢ 0a30BOI MHQOPMAIIHEH O CTaTyce KaXKI0ro mpoekTa (puc. 16).

AK—BC3 Mpoektbl  MHCTpyMeHTbl  [JoKymeHTauua  AAMMHACTPUpoBaHue O nporpamme &admin- &

nano1

CTaTyc: CTaTWMECKWil 3HANW3 3asepLueH
Bnageney: admin
Bpems aHanusa:  48cex

dash1

CraTyc: CTaTM4ECKMA aHaNW3 3aBeplUeH
Bnageney: admin
Bpema aHanusa:  1MuH 58cex

file1

CraTyc: CTaTM4ECKMId aHaNW3 33BepLUEH
Bnageney: admin

Dmssm mtimmianns i A

S SLEeAOH AK-BC 3© A0 "HNO "Sweno” http:/lcnpo.ru TexHuyeckan noaaepka; support akvs@cnpa.ru

Pucynok 16 — IIpoekTtsl

Be6-unrepdeiic ananmmzaTopa TaKkKe COAECPKUT BKIAAKY «HHCTpYMEHTB», KOTOpas COICPKHT
CCBUIKU JUISl 3arpy3KH JATYMKOB JUIS ITMHAMUYECKOTO aHajlu3a, BCIIOMOTaTeNIbHbIX CKPUIITOB, YTUIUT U

UHCTpYKIui (puc.17).
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NHCTpYMEHTbl aHanuaa

CRWCOK TUMOBLIX AaTYMKOB

dain OnucaHue

_akvs_probe.h CTaHaapTHbIA AaT4MK CIC++
JavaProbe java CTaHAapTHbIA AaTuMK Java
probejava-1.0.jar CKOMNUIMPOBaHHbLIA JaT4uK Java
_akvs_probe.cs CTaHaapTHbIf fat4uk C#

YTUUTBLI, BCrIOMOraTesibHble CKPUMThLI M MHCTPYKLIMK

YTHINTA NOATOTOBKMK KOH(MIYpaLMk cppcont_linux (ANA NPOeKTOB, COGMPaKILLMXCA B cpeae Linux)
YTHINTA NOATOTOBKMK KOHMIYpaLMK Cppcont_monitor (ans NpoeKTos, CoBHpaLLMXea B cpeae Windows)
HacTpoitka napcepa C/C++ (PDF)

KOHCOMBHLIM KNWEHT

BcnomMoraTentHbIi CepEep ANA NPOCMOTPA UCXOOHLIX TEKCTOB B MICP(IDE) - akvs-bind-to-ide

YTUNWTA AN NPOBEPKH M3IOLITONHOCTH (Linux)

Pucynok17 — Bxnanka « MHCTpyMEHTBI»

Bxnanka « ATMUHHCTPUPOBAHUE» COAECPKUT UHCTPYMEHTHI JUIsl anMunuctpupoanus «AK-BC 3»

(puc. 18). ITonpobuee cm. 1. 3.4.5..

£ YnpasneHue cepsepoM

& Nonssopareny Yn paBneHne cepeBepom

4 Mpynnul none3osareneil BhIKTIO4HTE CEPBED

3 ¥NpaBneHwe ponamu

MHthopmaums o cepeepe
ah WHTerpayma ¢ LDAP/AD

¥ LLIaBnoHe! komang CYB Bepcua: 3.1.5
OnepaunoHHan cueTema: Linux (5.4.0-87-generic amdée4)
[ >KypHanel paboTs BpemnA cTapTa cepeepa: 19 okT 2021 1, 01:33:01

[ >KypHan oGpawenni K
CEPBUCY

[ >KypHan owmbok

Pucynok 18 — Bknanka « AAIMMHUCTPUPOBAHUE)

Brmanka «O nporpammey colepkuT HHPOPMAITHIO O JIUIIEH3UH, BEPCHU MTPOTPAMMBI, KOHTAKTHBIC
JTaHHbIE TEXHUYECKOU MOAEPKKH, a TAKXKe CIIPaBOYHYI0 HHPOPMAIIHIO.

[Tpumeuanue. Wnctpykuus o OOHOBJICHHIO JIMLIEH3UU npecTaBiIeHa B

npuioxenuu Ilpunoxenue 2.
3.4.1. Cozpanue npoexkra

Jnis co3manusi HOBOro MpoekTa Ha BKiIaake «[IpoexTsl» HakmMuTe KHOMKY «J{00aBUTH MPOEKT»
(puc. 19).
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B nosiBuBIIEMCSI OKHE HY)KHO BBECTH Ha3BaHHE MPOCKTa M METOJ 3arpy3ku. Eciu BeIOpaH mMeTon
3arpy3Ku «git», TO TakKe HYXKHO yKa3aTh aJpec perno3uTopus u BeTKy. Meroxa 3arpy3ku u3 CYB He
OCYILECTBIISICT KOH(PHUTYPAIHIO IPOEKTOB, MO3TOMY €0 MCIOJIB30BAHUE JOMYCTUMO TOJIBKO JUIS aHAIN32
Java u C# 6e3 nmpumenenus merona MKYA. Ha3Banue mpoekra MOXKET cojepkaTh TOJBKO JATHHCKUE
OykBbI, UGPBI, Heduc, HIDKHEE MOAYCPKUBAHUE M TOYKY M HE JIOJDKHO HAYMHATHCS C TOYKW. [locie

OTOI'0 HAXKMHUTEC KHOIIKY ((I[O6aBI/ITL».

[NobaBneHue npoexTa

Ha3BaHue BEEOWTE HAIBAHWE NPOEKTA

Metog sarpysku (O 3arpy3ka apxusa

UCXOJHOTO Kopa ® git

Appec

penozuTopus

Betka

Pucynok 19 — JloGaBnenue mpoekra

Crpanuma co34aHHOTO TIpoeKTa TMoka3zaHa Ha pucyHke 20. Ilpm HEOOXOOUMOCTH MOKHO
NeperMEHOBATh WIN YJATUTh TPOEKT. [/ 3TOro HaXKMHUTE COOTBETCTBYIONIYIO KHOMIKY «llepenmeHoBaTh
HPOEKT» WU «Y AaIuTh Npoek™» (puc. 20).

[Ipumeuanue. TP YIAAJIEHUU TTPOEKTA YJIAJISIOTCA BCE JAHHBIE ITPOEKTA BE3
BO3MOXHOCTU BOCCTAHOBJIEHMA!
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AK—BC3 MpoekTbl  WHCTpyMeHTBl  [JoKyMeHTauMa  AOMMHUCTpUpoBaHwe O nporpamme &admin~ &

pro

MHdpopmaums o npoekte "proj"

Bnapgeney: admin
Craryc: VcxoaHble TEKCTEl HE 3arpy:eHsl

CraTyeckni aHanus
3Arpy3Ka WCXOAHBIX TEKCTOB v

[ns C/C++ NpoexTos TpeOyeTcA AOMONHATENBHAR KOHPHIYpaLms
MepeiTin Ha CTPAHULLY 3aTPY3KN YTUNKT i MHCTPYKUMMK MO KOHUIYPHPOBAHMIO

SarpysuTe zip-apxX1e ¢ MCXOAHLIMMU TEKETAMH NGO APXMEB, NONYYEHHbIA B Pe3yNETaTe KOHPUIYPUPOBAHHA NPoekTa
YTRAMTAMM.

G EELETT I UNW NepemMecTHTe ann Ha dopmy

HacTpoiika npoekTa <

BbIGOP AHANM3UPYEMBIX ASLIKOB <

KypHan paboTbl

OTKPLITE 3KypHEN NPOEKTA (CKaYaTk)

5 al.LIEI\DH AK-BC 3© AO "HIMO "Swenon” hitp:/fcnpo.ru TexHW4ecKan NOANEPHKKA: support akvs@cnpo.ru
nnnnnn ouaa asemsen

Pucynok 20 — Crpanuna npoekra

3.4.2. 3anycK CTaTHYECKOI0 AHAJIN3A

3arpy3ure UCXOJHbIE TEKCTHI MporpaMmMbl B apxuBe popmara ZIP nian 7z (nmpu Hanuuuu (aiiios ¢
KUPWUTHIICH mpeanodTuteseH opmaT 7z), MOArOTOBIICHHBIN corjiacHo . 3.3.1..

Jns Toro, 4toObl 3arpy3uTh apXWB C HMCXOJHBIMHM KOJAMH, HaXMHMTE Ha BKIAJAKY «3arpyska
UCXOJHBIX TEKCTOB». 3aTéM B OTKPBIBIIEMCS IMOJMEHIO HaXMHUTE KHONKY «BpiOepute ¢aitm»y wnim
MepEMECTUTE apXUB HA popMy.

Jns HacTpoiiku mpoekTa HeoOXOJUMO HakaTh Ha BKIAAKy «HacTpoiika mpoekTa», mpH 3TOM
pasBepHETCA TIpylna 3J1eMeHTOB ympanieHus (puc.21). B mone «YpoBeHb KOHTPOJS» HEOOXOIMMO
BBIOpATh YPOBEHBb KOHTPOJIA B IIporiecce aHanu3a. Jist ypoBHei koHTpois 3 u 4 mo ymonyanuio MKYA u
AYKIIB otkimroueHbl, HO MX MOKHO BKJIIOYHATL Trajioukor. B mone «Tumbl anamn3ay» He0OXOIHUMO
BbIOpaTh THUMBI MpoBoAuMoOro ananusza. [lpu anamuze npoektoB Ha C/C++ MOXHO pacHIUpUTh HAOOP

BBITIOJIHACMBIX IIPOBCPOK 3a CU€T 3aMeIJICHUS aHajdu3a U MOBBIIICHMS BCPOATHOCTHU BO3HUKHOBCHUA
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ommOOK mpu pabore anamuzaropa. s STOro HYXHO YCTaHOBUTh Tallouky «BKIOUNTH
SKCIIEPUMEHTANIbHBIE TPOBEpPKU». i TOro, 4roObl HCXOMHBIM KOJ OBUI BCTaBICH B OJIOK-CXEMBI,
HEOOXOJJMMO TIOCTAaBUThH TAJOYKY HATIPOTHB IO «BCTaBIATH MCXOMHBIN KOJ B OJIOK-CXEMBD» (IaHHAs

(GYHKIUS UCTIONb3YeTCs IIPU YPOBHE KOHTPOJISA 2 U BBILIE).
CTaTU4eCcKKin aHanus

3arpyska UCXoOHbIX TEKCTOB <

HacTpoiika npoekTa ~

YpoBeHE KOHTpONA (O 1 @2 O3 O4 O35
Brnwounte MKHA n AHKINB

TUNBI aHanNKn3a

(O CTaTMUYeCKMid U QMHAMWYECKUIA aHann3

@ Tonbko CTATMYECKWA aHanu3
YrnyGnéHHBIA aHanna

[J BEMKYMTL 3KCMEPUMEHTANEHBIE NPOBEPKM
HacTpo#ika oTHETOE

[[J BCTABNATL MCXOOHLIM KOO B GNOK-CXEMI

BbiGop aHannsMpyemMblx A3bIKOB <

Pucynok 21 — Hacrpolika mpoekra cTaT. aHanu3aTopa

Jnist BBIOOpa aHAIM3UPYEMBIX S3IKOB HEOOXOMMO Ha)KaTh Ha BKIIAJKY «BBIOOp aHATM3UpPyEeMbIX
A3BIKOB» U MIOCTAaBUTh TAJIOUKY HAIIPOTHB HYKHOTO si3bIKa. 110 ymMoa4aHuio, Bce MOANEPKUBAEMBIE SI3BIKU
BKJIIOUEHBI JJIs NIpOBeAeHUs aHanuza. [l 3amycka aHain3a HEOOXOJMMO HaXKaTh KHONKY «3allyCTHUTh
cratudyeckui ananms». Ilociie 3TOro craryc mpoekra HU3MEHUTCS Ha «BBINOJIHEHHE CTaTUYECKOro
aHanmu3a». [1o 3aBepIIeHUI0 CTaTUYECKOTr0 aHAIN3a CTaTyC MPOEKTa N3MEHUTCs Ha «CTaTU4eCKU aHaIIu3

3aBepIIeH» (3TO MOKHO BHJIETh B CITUCKE TIPOEKTOB) U OTKPOETCS CTPAaHUIIa OTYETOB (pHC. 22).
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Test

WHopmaums o npoekte "Test1"

Bnapgeneu: admin
YpoBeHB KOHTpONA: 2
CTaTtyc: CTaTHUECKWl 3HANU3 33BEpLUEH

OT4Y€TEl CTATUYECKOTO aHanusa

OTKPbITL OTYET CTATMHECKOTO aHanu3a
OTKPLITL OTYET CTATMHECKOTO aHanu3a 0e3 MCXOOHUKOB

CKauarb BCe OTYETHl | CkayaTb BCE OTHETH GE3 BCTABOK NCXOOHMKOB

XypHan paboTsbl

OTKPBITh KYPHAN NPOEKTA (CKAYaTH)
OTKPbITh KyPHAN PaGoTsl CTATHUECKOTD SHANK3E (CKAYATS)

Pucynok 22 — Cratudeckuil aHaan3 3aBeplieH

3.4.2.1. IIpocMoOTp :KypHaAJIa CTATHYECKOT0 AHAJIN3A

IIponecc aHanM3a HECOBEPUIEHEH M PEKOMEHIYETCsl BCEra CMOTPETb JKypHal pPabOThI

CTaTMYECKOTO aHAJIM3aTOpa Ha MPEIMET HAJU4Us B HEM OLIMOOK.
3.4.2.2. [IpocMOTp OTYETOB CTATHYECKOI0 AHAJIN3A

OT4€T CTAaTUYECKOTO aHAIM3a MOXKET OBITh CJeJIaH C BKIIIOUEHUEM (PparMEeHTOB MCXOJIHUKOB WIIN
0e3 BriroYeHUs. EcTh 1Ba ciocoba mpocMoTpa oT4ETOB (puc. 22).

- uepe3 BeO-Opaysep, oTuéThl BbAaloTcs ¢ cepepa «AK-BC 3» — nBe runepcchiiku «OTKPBITh
OTU€T CTATUYECKOTO aHaIu3a...» (puc. 24).

- uepe3 BeO-Opaysep, OTUETHI CKauMBAIOTCA Ha JIOKAJIbHBIN KOMIbIOTEp — KHOMNKU «CKayaTh BCe
OTYETHI. ..»

B nmo6oMm ciydae, /Ui MPOCMOTpPA CChIJIOK Ha MCXOJHBIE TEKCThI, HY’)KHO YCTaHOBUThH Ha MallluHE,
rJe TPOU3BOAMUTCS MPOCMOTpP, AUCTpUOYTHB KiaueHTCkoM yacTu «AK-BC 3» u ckawath apxuB ist
MIPOCMOTPA WCXOJHUKOB JTAHHOTO aHain3a, KHomka «CkauaTh apXuB i1 MpocMoTpa». B aTom apxuse
HaXOJSTCS BCE MCXOJHBIE TEKCTHI, KOTOphle ObUIM MpPOAHATU3UPOBAHBI, & TAaKXKE BCIOMOTATEIbHbBIE
ckpunThl. CKadyaHHBIA apXuB Ui MPOCMOTPA HYXKHO PACKPBITh, U B MOJAUPEKTOPUU SIC BHITIOTHHUTH
KOMaHy:

sh run.sh
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[Tocne »TOro THUMEPCCHUIKM Ha MeCTa B HCXOJAHOM TeKcTe OyayT oOTkpeiBaTthess B HCP
SH_ICJ'IOHI/IYM. Ecau xe CKpHUIIT HC 3allylIICH, TO IIPH HOIBITKC HepeﬁTH II0 CCBUIKEC ITOABHUTCA COO6H.I€HI/IC
(puc. 23).

Uto6bl He OBUIO HEOOXOAMMOCTH 3amycKaTh run.sh Bpy4dHy, MOXXHO cpa3y MNpOCMaTpuBaTh
pe3yJIbTaThl AaHAIM3A Yepe3 DIICTOHUYM.

MeToa aHanuza: appchecker
Karteropua: 08paboTka AaHHbIX
CWE ID: 134

Twun gedekTa: YA3BMMOCTE (hOPMaTHOM CTPOKW
CTaTyc gedekTa: Hosoe

He pekoMeHAyeTCA BhiZEbIBaTe dyHKUM "printf” Takum ofpasoM, MCNonesyiTe Takol Koa: printf("%s”, string).
home/echelon/ci_monitors/cpp/lin/nano/nano-2.9.3/src/nano.c:

Z78: printf{_("Usage: nano [OPTIONS] [[+LINE[,COLUMN]] FILE]...\n\n"});
home/echelon/ci_monitors/cpp/lin/nano/nano-2.9.3/src/nano.h:

106: #define _(string) gettext(string)

MeTon aHanwsa: appchecker

Kateropua: O6paboTka JaHHEX

CWE ID: 134

Tun aedexTa: YA38MMOCT (hOpMaTHOM CTPOKM

CTomim madaimas Hanan Cratyc 0: He sanyweH akvs-bind-to-ide?

5o e[ w1

Pucynok 23 — He 3amymien akvs-bind-to-ide

Cn1UCcoK OTYETOB MO CTaTU4YeCKOMY aHanunay npoekta "Project”

e OTYET MO METPMKAaM
* CnucoK hallnoB NpPoeKTa
s CNMCOK MHORPMALMOHHBLIX 06BLEKTOB

» [NepeudeHb pyHKLKMOHaNbHbIX 06beKTOR (BETEEH),
* MNepedeHb 6azoebix 610KOB

* [lepe4YyeHb HeBblzbiBaeMbix PO

s [lepeyeHb HeonpeaeneHHbix PO

e Tabnuua ceszeil ®O nNo ynpaeneHMO

* MapLlpyTbl BbiNoNHeHNA OO

s Tabnuua ceszeil @O no uHbopMaUrmn

» Kputnyeckue MapwpyTbl Ans BbibpanHoro MO

e Tabnuua ceszei hbyHKLUMN U BETBENH

* MapuwpyTb! BbiNOAHEHWA DO C BETBAMMK
s Tabnuua ceasen 6asoebix EnokoB
e Brnok-cxemMbl ®O

* OTYeT O BbIABAEHHbIX BCTABKAX Koda
e OTYET O BbIABAEHHbIX AROrpaMMHbBIX owmnbkax

PI/ICYHOK 24 — CHOucok 0T4YETOB MO CTaTUYCCKOMY aHAJIN3y

Ha puc. 25 npencrasiieH oTYeT N0 METPUKAM CTaTUUYECKOIO aHAJIN3A.
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Proiec : OTUET Nno MEeTPMKaM CTaTUYeCKOoro aHanumsa

CNHCOK KOAMPOBOK B NpoekTe

CNKUCOK A3LIKOB B NPoeKTe

0bwee KonuyecTeo dainos

CyMMapHeId pazmep dainos

CpegHwia pasmep darna

KonuyecTso CTpoK Koaa

CpegHes KONWUECTED CTPOK B dakine

Konuyectao MHOopMaLMoHHbIX 06beKTos

KonuyecTso OyHKUMOHANLHEX 0fbexTos

Konuuectso seTeeit

KONMYecTs0 HeBbI3bIBAEMEIX (hYHKLIMOHANbHLIX 0BLEKTOB
KonuyecTse HeonpeaeneHHbiX OYHKUMOHaN:HLIX 00bexToR
KOonMuecTso caAsed No ynpaBneHM

KonuuecTso caasen no wadopmaymm

KonuuecTeo ceAzed DyHKUWH W BeTeel

UTF-8

C/C++

37

581 KB (595 065 Gait)
16 KB (16 082 6ait)
17 891

4832

2 550

427

2 172

141
1415
576
2995

Pucynok 25 — Ot4er 1o MeTpuKaM CTaTUYECKOTO aHaIn3a

Ha puc. 26 npeacrasien ciucox ¢aiyioB mpoeKTa.

proj: cnucok ¢pailnos npoekTa

CoptupoBatb: |D diaina - MyTe go daifna  Asbik nporpammMuposatna  Koanposxa daiina

ID:1
nanohttpdiwebsocket/src/testijavalorg/nanohitpd/junitfprotocolsiwebsockets/SimpleEcho Socket.java I
Azeik: Java

Koguposka: UTF-8

ID: 2

nanohttpdiwebsockevsre/testjava/org/nanchttpd/junitprotocolsiwebsockets/WebSocketResponseHandlerTest java

Azeic Java
Kogmpoexa: UTF-8

ID:3

nanohttpdiwebsocket/src/testijavalorginanchttpd/junitiprotocolsiwebsockets/EchoWebSocketsTest java

Azbik: Java
Koguposxa: UTF-8

ID: 4

Azl Java
Koguposka: UTF-8

ID:5

nanohttpdiwebsockeysre/main/javalorg/nanchttpd/protocolsiwebsockets/OpCode. java

Azeic Java
Kogmpoexa: UTF-8

ID: 6
h &

Kaxnas 3ammce B oTuére m3oOpakaercs paMkoil. OAMHOYHBINA IIENTYOK MBIIIBIO OKPAIIMBAET
SYEUKY (TeM CaMbIM MOXXKHO 3allOMHUHATh TEKYIIYIO IMO3UIMI0 TPU MPOCMOTpEe OOJIBIINX CIMCKOB) B
BEPXHEU 4aCTH OTYETA MMEIOTCSA KHOIKH JUIsl COPTUPOBKH II0 MOJIAIM OTY€TA. B HMOKHEW — KHONKH JUIS

¢buibTpanK, OOHOBJIEHUS CIIMCKA, HOMEpP CTPaHMIBI M HAcTpoiiku maruHaiuu. OKHO QUiIbTpa MOXKHO

BUIETH Ha pHcC. 27.

Crp.| 1 M3l 1000 ¥ Mpocmotp 1 - B7 u3 87

Pucynok 26 — Cnucok ¢aiiioB npoekra



37
ATIJZIT.00101-01 34

MoOKUCK...

(e ~[+0[+]

[NyTs Ao daina v || conepmut v |[cty] [ -|

atorov/leontgevlftes

Chpoc Haitn Q

atorov/leontgevl/testd c/test3.c

Pucynok 27 — OxkHoO omnpeneneHust yCioBus GUIbTPALUU PE3yIbTAaTOB

Ha puc. 28 mnpencraBnensl MapuipyTel BbimonHeHus @©O. [lns mpocMoTpa MaplipyToB B
MHTEPAKTUBHOM pPEXHME HE0OXOAMMO Ha)kaTh Ha COOTBETCTBYIOIYIO cChUIKY. Ilocie atoro otkpoercs
CTpaHMLa, H300paxkeHHass Ha puc. 29. [lng Toro, yToObl MPOAOJDKUTH MapUIpyT BIEpE] WM Hazaj,
HEOOXOIMMO Ha)XaTh COOTBETCTBYIOUIYIO KHOMKY. llonydeHHBIE MapmipyThl MOKHO COXPaHUTH B

dopmare SVG (puc. 30).

izuchenie stat analizatorov: Bbibepure
ncxoaHbeii @0 oNA NnocTpoeHUA MaplipyTa

N  QID @0 Hazeadwe @0  MapwpyTt

N2 1
QID: 1:12
HazeaHwe: test_null_pointer_dereference_warning()

NoCTPOMTL MapWpPyYT B MHTEPAKTHUBHOM DEXUME
MNocTpoWTh BCE MAPLIPYThl OT TOYEK BX0Aa A0 BbibpadHoro @©0

N2 2
QID: 2:14
Hazeanwe: test_ps_no_errorsl_c

MoCTPOWTDE MapLWIPYT E MHTEP3KTWEHOM pEXMUME
MNocTponTL BCe MapwpyThl 0T TOYeK BX0A3d A0 BbibpanHoro ©O

Mo 3
QID: 3:11
Hazeawnwe: test_null_pointer_dereference_warning_c

NoCTROWTE MapLWPYT B MHTEPaKTUBHOM pEXUMe
MNoCTPOWUTL BCE MAPLWIRYTHI OT TOYEK BX0Aa A0 BbifpaHHoro @O

NE 4
QID: 4:10
Hazeauwe: test_pointer_to_null{)

Pucynok 28 — Ortyer o0 mapuipyTax BeinonHeHus @O
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Project: nocrpoeHme mapuwpyrta 0

MapwpyT: 21:1661 — 15:145

| MpoAoN#WUTE MAPWIPYT Ha3an | | MNponon#uTe MapWpyT BNEpen | | ConocTaBuTe MaplpyT Mo AWHaMHKE | | CoxpaxuTe B dopMate SVG

T,
- -
l' ~

't
] 12142
I“ start_logger_thread

, *

........
-
- ~—

-
- -,

'(
i 33:178 i
V. STATS_LOCK

- —
=

32:130 ‘l

1 Y

Pucynoxk 29 — IIpumep nunTepakTUBHOrO noctpoenus mapupyra GO

'Pro]'ect: nocTpoeHve mapwpyrta @0

MapwpyT: 21:1661 — 19:145 — 19:142

| MpoAcn¥WTs MaPLWPYT Hazan | | MNpoAsnXKTE MapLIPYT ENepen | | ConocTaBuTE MAPLUDYT NO AWHaMHKE | | CoxpaHuTe B8 dopMaTe SWG

Pucynok 30 — Ilpumep noctpoennoro mapiipyra @O

UT0OBI MPOCMOTPETH BCE MApIIPYTHI OT TOYKH BX0/1a 10 BeIOpaHHOT0 @O HE0OX0IMMO HaXaTh Ha
COOTBETCTBYIOIYIO CChUIKY. Ilocime 3Toro oTkpoercst cTpaHuiia, Moka3aHHas Ha puc. 31. MapuipyTsl

MOKHO COXpaHuTh B popmate SVG.
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Project: noctpoenmne mapwpyrta ¢0

QID: 15:7
HassaHue ©0: digits

| CoNocTaEuTE MapLWpyT No AuHaMuke | | CoxpaHWTs B (opMaTe SVG |

thread_libevent_process

event_handler

conn_close_idle

drive_machine
try_read_command
process_command

[ process_get_command ]

|

[ make_asci_get_suffix ]

itoa_64

itoa_32

| digits

Pucynok 31 — Iloctpoenne mapiipyra @O

Ha puc. 32 npencrasnena tabnuma csazeid @O o uHbopmaIiim.
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izuchenie stat analizatorov: Tabnunua ceaseu
®0 no nHpopmMmauun

N QID MO Hazeawwe MO  QID @0  Hazeadwe @0

N2 1

QID NO: 15:1

Hazeaxwme MO: passwdfile
QID @0 15:21
Hazeanwe ©0O: end child

M2 2
QID ©Q: 37:112
Hazeanwe ©0: bftpd login

M2 3
QID @O 38:1012
Hazeauwe ©®0O: command chown

NE 4
QID ©0: 39:44
Hazeaxwe ©0: bftpd stat

N2 5

QID MO: 15:2
HazeaHwe MO: groupfile
QID ©Q: 15:21
Hazeauue ©®0O: end child

M2 &
QID ®O: 37:112
Hazeanwme ©O: bftpd login

Pucynok 32 — Tabnuna csszeit @O no unpopmanuu

Ha puc. 33 npencrabnena tadiuia MO. s mpocMoTpa KpUTHYECKUX MapUIPYTOB HEOOXOIMMO
BbIOpaTh oquH u3 MO, npeacraBneHHbix B Tabmuie. [lociae 3Toro oTkpoercs cTpaHMila, MOKa3aHHAs Ha

puc. 34. Jlnsg mpocMoTpa MapiipyTa Heo0X0auMo HaxkaTh «[IpooKUTE MapIIpyT».
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izuchenie stat analizatorov: Beibepute N0

N QID MO  Hazeawwe MO

Ne 1
QID MO 1:0
g

N2 2
QID MO 1:3
null pointer dereference::a

N2 3
QID MO 1:4
null peinter dereference::b

N 4
QID MO 1:5
null pointer dereference::p

N2 5
QID MO 2:2
work with file::condition

N2 &
QID MO 2:3
work with file::fp

Ne 7
QID MO 2:4
work with file::flag

N2 8
QID MO 2:16
test_ps_no_errorsl_c::vl

Pucynok 33 — Bri6op MO nst mocTpoeHus: KpUTHYECKOTO MapiipyTa

izuchenie stat analizatorov: kpuT4yeckue MapwpyThbl
Ans BbibpaHHoro MO

N¢ QID Hazsauwe MapwpyT

1
2:0
work with file

2
2:14
test ps no errorsl c

S ShiaAnH AK-RC 2 @ AN "HAN "Jmannu” Toavuuuarran nAannanwess

Pucynok 34 — Kputndeckue MapmpyTsl 115 BeiOpanHoro O

Ha puc. 35 npeacrasnena Tabnuua cBsi3eil pyHKIMIA 1 BETBEH.
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izuchenie stat analizatorov: Tabnuua cBfAzei

cdbyYHKUMA 1 BeTBel

N?  QID sbizbiEarwero obbekTa HazBaHWe BuizniBamowero obbexTa

M2 1

QID eoizbieatowero: 1:1

Hazeanwe ebizbiearowero: null pointer dereference(int, int)
QID eoizbieaeMoro: 1:6

HazeaHwe BbizbiBaemoro: if

M2 2

QID eoizbieatowero: 1:1

Hazeanwe ebizbiearowero: null pointer dereference(int, int)
QID ebizbieaeMoro: 1:9

HazeaHwe BbizbiBaemoro: if

M2 3

QID enizbieatowero: 2:0

HazeanWe Boizbiearowero: work with file
QID BbizbieaeMoro: 2:5

Hazeanwe eoizbiBaemoro: if

M2 4

QID enizbieatowero: 2:0

HazeanWe Boizbiearowero: work with file
QID BbizbieaeMoro: 2:8

Hazeanwe eoizbiBaemoro: if

QID ewizkizaeMoro obbexTa

Pucynok 35 — TaGnuua cBsi3eil pyHKIuI 1 BeTBei

Ha puc.36 mnpencraBieHsl MapLipyThl

BoinosiHeHust PO ¢ BerBimu. I mpocMoTpa

MHTEPECYIOIIUX MapuIpyTOB HEOOXOJUMO HaXaTb HA COOTBETCTBYIOLIYIO CCHUIKY (QHaJOTHYHO

MOCTPOCHHUIO KPUTUUECKUX MapLIPYTOB).

izuchenie stat analizatorov: Tabnuua ceasein

@O no uHdpopMaumum

N¢  QID MO Hassawue MO  QID ®0  Haszsanwe @0

NE 1

QID KM0: 15:1

Hazsanue NO: passwdfile
QID ®0: 15:21
Hazeanne ©0O: end child

N2 2
QID ®0: 37:112
Hazeanue ®O: bftpd login

Ne 3
QID ®0: 28:1012
HazeaHue ®O: command chown

N 4
QID ®0: 39:44
Hazsanue ®©O: bftpd stat

N2 5

QID MO: 15:2
Hazsanue NO: groupfile
QID ®0: 15:21
HazeaHue ®O: end child

N2 &
QID ®0: 37:112
Hazsaxue ©O: bftpd login

Pucynox 36 — Ta6nuua ucxoausix @O 11 MOCTpOSHUS MaplIpyTa
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Ha puc. 37 npencraBinena tadbsimima s moctpoeHus: 0siok-cxembl @O. B otuere numeroTcst mods,
AQHAJIOTMYHBIC TpEACTaBIeHHBIM B MapipyTax BbimonHeHuss PO. Jlnsg mpocMoTpa OIOK-CXEMBI
HEO0OXO0IMMO HaXXaTh Ha ofWH u3 npeacraBiceHHbX PO. [locie ITOro OTKpoeTCs CTpaHMIla, TOKa3aHHAs
Ha puc. 38. Ilpu HaBegeHMM Kypcopa MBIIIM HAa CTPOKY MCXOJHOrO Koja OyAeT BblAeNeH y3ell OJIOK-
CXEMBbI, COOTBETCTBYIOIIMI 3TOW CTpOKE. AHAJOTMYHO MPU HABEJACHUU Kypcopa MBIIIU Ha y3ea OJIOK-
cxeMmbl OyaeT BbIJIEJCHA CTPOKAa MCXOAHOTO KOJa, COOTBETCTBYMOWIAs 3TOMy y3idy. llpencraBieHHyro

OJIOK-CXeMy MOKHO COXpaHuTh B (hopmare SVG.

izuchenie stat analizatorov: Tabnuua cefasen
PO no nHpopmMmaymm

N  QID MO  Hazsanwe MO QID ®O HazeaHwe ®0

ME 1

QID MO: 15:1

Hazeanme NO: passwdfile
QID @0: 15:21
Hazeanwe ©0: end child

M2 2
QID @0: 37:112
Hazeanme ©0: bftpd login

N2 3
QID @O: 38:1012
Hazeaxue ©0: command chown

N2 4
QID ©0O: 39:44
Hazeaxwe ©0: bftpd stat

N2 5

QID MO: 15:2
Hazeanwme NO: groupfile
QID @0: 15:21
Hazeanwe ©@0: end child

M2 6
QID @0: 37:112
Hazeanme ©0: bftpd login

Pucynoxk 37 — Tabnuua Bei6opa @O 11 HoCTpoeHUs OJI0K-CXEMBbI
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izuchenie stat analizatorov: 6nok-cxema ©0

QID: 37:112
Hazsanwe @0: bftpd_login
Pacnonoxerwe: y/p-d-t/izuchenie stat analizatorov/bftpd/src/login.c:205

| CoxpanuTe B hopMate SVG |

Bnok-cxema McnonbsoBaHHble MO n 0

W0: bftpd_login::password, bftpd login::str,

bftpd_login::foo, bftpd_login::maxusers,
@ bftpd_login::file_ auth, bftpd login::home_directory,
bftpd_login::anonymous, bftpd_login::change_uid_text,

bftpd_login::time_zone, bftpd login::get maxusers,

bftpd_login::anon_ok, bftpd_login::change_uid
BLOCK 00: config_getoption
WO: bftpd_login::anonymous
WO: bftpd_login::anon_ok
W0: bftpd_login::change_uid_text
W0: bftpd_login::change_uid
11 MO: bftpd login::time zone
©0: config_getoption
BLOCK 0 MO: bftpd_login::time_zone

©0: Get Time_ Zone_ Difference

WO: bftpd_login::file auth

WO: bftpd_login::anon_ok, bftpd_login::change_uid

W0: bftpd_login::home_directory

i ©0: contreol _printf
W0: bftpd_login::password, bftpd_login::file_auth,
BLOCK 0 bftpd_login::home_directory
©0: check file_password
\ WO: bftpd_login::home_directory
WO: bftpd_login::anon_ok, bftpd_login::change_uid
BLOCK WO: bftpd_login::home_directory

npo.ru TexHuueckan noggepxka: support.akvs@cnpo.ru

5 SWEeANAOH AK-BC3 © A0 "HMO "Swenon” http

KBMnNERCHas Gea0nacnoCTs

Pucynoxk 38 — Ilpumep 6s10k-cxembl 17151 BeIOpanHoro @O

Ha puc. 39 MMPEACTaBJICH OTUET O BBIABIICHHLIX BCTaBKaX KOJla MOKAa3bIBAET BCTAaBKHU KOJa Ha

A3bIKaX, HE MOJEP)KUBAEMBIX CTATHYECKUM aHanu3zatopoM. B ciryuae C/C++ 310 — s13bIK accembiepa.
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izuchenie stat analizatorov: oTyeT o BbifiBIeHHbIX BCTaBKaX Koga

MyTs go darna ALk NporpaMMMpoBadvs  dparMeqT Koga

y/p-d-tfizuchenie stat analizatorov/bftpd/src/commands.c

Aszbik: Assembly
473: FD_ZERO(&rfds);

y/p-d-tfizuchenie stat analizatorov/bftpd/src/commands.c

Aszbik: Assembly
715: FD_ZERO(&rfds);

y/p-d-tfizuchenie stat analizatorov/bftpd/src/commands admin.c
Azbik: Assembly

77 FD_ZERO(&rfds);

y/p-d-tfizuchenie stat analizatorov/asm/asm.cpp

Azbik: Assembly
20 asm ("leal (%8,%0,4),%a"

22: 2 Te" (n));

y/p-d-tfizuchenie stat analizatorov/asm/asm.cpp

Aszbik: Assembly

26: asm ("movg $6@, ¥rax\n\t" // the exit syscall number on Linux

28: "syscall");

(=1 (c] cp.f1 |mz1 1000 ¥ MpocroTp 1 - 51z 5
(= - - . .

Pucynok 39 — OTuéT 0 BBIABICHHBIX BCTABKax KOJa

Ha puc. 40 npeacraBieH OTYET O BBISIBICHHBIX TPOTPAMMHBIX OLTHOKaX.

izuchenie stat analizatorov: oT4éT 0 BbIAB/IEeHHbIX NpOorpaMMHbIX ownbkax

MeTog aHanuza Kateropua Twn gedexta (CWE) CtaTtyc v KoMmMeHeTapuii  @parMedT Koga

MeTog aHanuza: appchecker
KaTteropua: OKpyxedne

Tun gedexTa: ¥Yoaneswe KOMOWIATOPOM KOAA o4MCTKK Bydepa

Ctatyc gedexTa:
HoBoe

YyBCTBMTENbHbIE obnacTk MaMATK 4on¥Hbl OblTh OUMLLEHBI B COOTESTCTEMM C MIOTMKOW KOgAa, HO ONTHMMKMZaUMK KOMMOWAATOPa OCTABAT 3TH obnactu

NaMaATH HETPOHYTBIMHK. [ECJ'IH NaMATb HE UCNONb3YeTCA BHOBb]
y/p-d-t/izuchenie_stat_analizatorov/bftpd/src/commands.h:

25:  #define MAXCMD 255
y/p-d-t/izuchenie_stat_analizatorov/bftpd/src/commands.c:
535: memset(filename, @, MAXCMD); /* clear filename buffer */

867: memset(filename, @, MAXCMD); /¥ clear filename buffer */
MeTog aHanwza: appchecker

KaTteropwa: KauyecTtso Kona

Tun gedexTa: OeoiHoe ocBoboxaeHWe 0BNacTH NaAMATH

CrtaTyc gedexra:
Hosoe

MporpamMa sbizbisaeT free() 4Bamabl HA OAHON W TOM e 06NacTW NaMATH, UTO NMOTEHLMANbHO BEAET K MOAMMUKALWK UKW HENPEACKazyeMomMy

nepemelleHnio MHopMaLnK.
y/p-d-t/izuchenie_stat_analizatorov/leontgevl/testl_c/testl.c:
4: veid test_free(void *p) { free(p); }

=H free(q);
MeTog aHanuza: appchecker

KaTteropwsa: KayecTeo Koga

S aLUEAOH AK-BC 3 @ AO "HNO "3wenoH" http://cnpo.ru

KoMnNexcwas 5e30nacHocTe

TexHu4eckan noaaepxkka: support.akvs@cnpo.ru

Pucynox 40 — OTueT 0 BBISBJICHHBIX IPOTPAMMHBIX OIINOKaX
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3.4.2.3. ’KypHaJy padoThl CTATHYECKOI0 AHAJIN3A

Jnis mpocMoTpa KypHasla cTaTHuecKoro aHaimza (puc. 41) HEOOXOOMMO Ha CTpaHHIE MPOEKTa
(puc. Pucynox 22) B pazmene «XKypHan paboTe» Haxarh KHONKY «OTKPBITH >KypHan paOOTHI
CTaTUYECKOT0 aHaIN3a».

starting project execution at 2017/11/3@ 18:49:41

JVM memory settings:

Total memory: 64487424

Free memory: 58781376

Maximum memory: 2971664384

Remove old files.

Launching source loader with arguments -r -e

C,Cpp,cc,cxx, h, hpp, c++, hh, b, h++, pas  mod, py, js,prw, ch,prx, prg, apw, cs, 1c, java, php,php4, php3,inc, lua, asm,plx,plas,pls3 -1 ../data/projects/Project_1/src/ -p
../data/projects/Project_1/prj/ -n Project_1 at 2017/11/3@ 18:49:41

Starting import...

Import successfully completed

Launching encoder with arguments -d ../data/projects/Project_1/pri/ -m convert at 2017/11/3@ 12:4%:41
Converting files to UTF-8...

Converting to UTF-8: ..\data\projects\Project_l\srcil.cpp{@}

Converting to UTF-8: ..\data‘projects\Project_1\srchxenko.cs{18}
Converting to UTF-8: ..\data‘projects\Project_l\src'dotcms.java{7}
Converting to UTF-8: ..\data\projects\Project_1\srcijmri.java{9}
Converting to UTF-8: ..\data\projects\Project_l\srchzkoss.java{26}
Converting to UTF-8: ..\data\projects\Project_1\srcibZevolution.php{1}
Converting to UTF-8: ..\data\projects\Project_1\srciblindsqli.php{2}
Converting to UTF-8: ..\data\projects\Project_1\srcichallengel.php{3}
Converting to UTF-8: ..\data\projects\Project_1\srcichallenge2.php{4}
Converting to UTF-8: ..\data‘projects\Project_1\src'dolibar.php{5}
Converting to UTF-8: ..\data\projects\Project_1\srcdom.php{6}
Converting to UTF-8: ..\data‘projects\Project_l\src\download.php{8}
Converting to UTF-8: ..\data‘projects\Project_1\srciLFI.php{l@}
Converting to UTF-8: ..\data\projects\Project_1\srcinews.php{11}
Converting to UTF-3: ..\data\projects\Project_l\srcinews2.php{12}
Converting to UTF-8: ..\data\projects\Project_l\srchobj.php{13}
Converting to UTF-8: ..\data\projects\Project_1\srciobjl.php{14}
Converting to UTF-8: ..\data\projects\Project_1\srcipostxss.php{15}
Converting to UTF-8: ..\data\projects\Project_1\src\RFI.php{16}
Converting to UTF-8: ..\data\projects\Project_1\srciUserInfo.php{17]}
Converting to UTF-8: ..\data\projects\Project_1\srcixss-referer.php{19}
Converting to UTF-8: ..\data\projects\Project_l\srcixss-referer2.php{20}
Converting to UTF-8: ..\data\projects\Project_l\srcixss-user-agent.php{21}
Converting to UTF-8: ..\data‘projects\Project_1\srchixssl.php{22}
Converting to UTF-8: ..\data\projects\Project_1\srcixss2.php{23}
Converting to UTF-8: ..\data\projects\Project_1\srchxss3.php{24}
Converting to UTF-8: ..\data\proijects\Project 1\src'uss4.php{25} -

Pucynok 41 — XKypHan craTuueckoro aHaiausa

3.4.3. Innamuyeckuii anaau3 no P/{ HJAB

«AK-BC 3» MOXeT HUHCTpyMEHTHpPOBAaTb HCXOJHBIE TEKCThl MPOrpamMM, MOABEPTIIMXCS
CTaTMYECKOMY aHaju3y, BCTaBliAg B HHUX Jaryukd. Jlamee MoOXXHO coOpaTh MOAM(DHUIIMPOBAHHBIE
MCXOJHBIE TEKCTHI U BBHIOTHUTH IPOrpaMMy, COOMpasi CBEICHUS O TOM, KaKhe U3 JaTYUKOB OTpaboTau.
st 3TOro HEOOXOMMMO Ha CTPAHMIIE MPOEKTa B pazjiene «J{MHaMUYeCKWil aHanm3» HakaTh KHOIKY
«CkauaTh HUCXOJIHBIE TEKCThI ¢ garuukamu». [lociae sTtoro HeoOXomauMo coOpaTh NPHIOKEHHE C
BHEJJPEHHBIMH JTaTYMKAMH, UCIIOJIb3Ys BKIIOUeHHBIE B ocTaBKy «AK-BC 3» ucxoansie ¢dailibl 1aTYMKOB
JUTSL COOTBETCTBYIOIIETO s3bIKa. HeoOXoAuMple NaTYMKU MOXKHO CKadaTh BO BKIaJKe «HCTPYMEHTBHDY
(puc. 17).

OTBETCTBEHHOCTh 3a TMOJHOTY TECTUPOBAHUS HECET JKCIEPT, MPOBOIANIMN TecTupoBaHue. [lo
3aBepIIeHun TecTupoBanus B qupektopun «AK-BC 3» Oyner HaXOauThCS OJMH WIIM HECKOJIBKO (ailiioB
jora oTpabOTKU AaTYMKOB (C pacmupeHueM «.logy). JlomycTumMo IpoBOAUTH TECTUPOBAHUE B HECKOIIBKO

ATAIOB, COXPaHss MOTy4YHBIINECs (hailiibl Jora.
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3.4.3.1. BHeapenue naTtunkoB B npoekT Ha C/C++

YroOrl cobpats npoekt C/C++:

- ckauaiite natuuk «_akvs probe.hy;

- ckommpy#Te ero B «includepathy mpoexra.

[Tpumeuanue. /[ unix-cuCTeM MOXHO Pa3MeCTHUTh ero B «/ust/includey», 4ToObl HE KOMUPOBAThH

JIaTYMK B KaXXJbI MOAIPOEKT.

Hatuauk mist C/C++ COCTOUT U3 IBYX YacTel:

- JeKJapanus 1aT4uKa;

- (ynkuus gatuuka (onpeaeneHue QyHKINN).

Jexnapanusi qaTyvka JOJDKHA OBITh B KaXJIOM HCXOJHOM (hailne, a ompeneneHue - TOIbKO B

oJTHOM U3 Habopa (aiiyoB, 00bEKTHBIE KOJIBI KOTOPBIX MEPEIA0TCS THHKOBIIHKY .

«AK-BC 3» BcTaBmsieT B Ha4ajio Kaxaoro ¢aitira KOHCTPYKIHUIO:

#include " akvs probe.h"

B Te ¢aitnbl, rae ects pyHkuusa «main/WinMainy, KOHCTPYKLUIO:

#define AKVS PROBE IMPLEMENTATION
#include " akvs probe.h"

JlaTyuk moAep KUBaeT MHOTOMOTOYHBIE MPHIOKEHHUA. OTKIIOUYUTE PEKUM MHOTONOTOYHOCTH,
€CIIi OH HE HCIIONIb3YeTCs B MporpamMMe, ynanuB (MM 3aKOMMEHTHpOBaB) u3 (aitna « akvs probe.h»
CTPOUKY:

#define AKVS PROBE MULTITHREAD

3.4.3.2. BHeapeHue 1aTYMKOB B IPOeKT Ha C#

Pacrionosxxenne natumka — Qaiin «_akvs probe.csy.

Yrobs! cobpath mpoekt CH:
- cKauaiite maTuuk «_akvs probe.cs»

= ,Z[06aBBTe €T0 B ITPOCKT.
3.4.3.3. BHeapeHue JaTYMKOB B IIPOEKT HA Java

Jatuuk 1t Java npeocTaBiseTcs B ABYX BUIAX:
- B UCX0oqHOM «JavaProbe.javay;

- B CKOMITWJIMPOBAHHOM «probejava-1.0.jar».
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Pacnonoskenue gatumka —maket «ru.cnpo.akvs2.probejavay.

Yrobbl coOpath mpoekT Java ¢ momoisio «JavaProbe. javay:
- co3paiite myTh «ru/cnpo/akvs2/probejavay B TUpEKTOpHH C UCXOAHBIMU (ailiaMu;
- ckauaiite natuuk «JavaProbe.javay;

- ckommpy#Te gaTduk «JavaProbe.javay B TUpPEKTOPHIO.

YtoObl coOpath MpoeKT Java, UCMIONB3YIONIUH crucTeMy cOOpKH maven:
- CKayaiTe naTduk «probejava-1.0.jary;
- BBIIIOJIHUTE KOMaHY:
mvn install:install-file -Dfile=probejava-1.0.jar -Dgroupld=ru.cnpo.ak
vs2 -DartifactId=probejava -Dversion=1.0 -Dpackaging=jar
- nob6aBbTe 3aBUCUMOCTH (dependency) B daitn «pom.xmly:
groupId — ru.cnpo.akvs?2
artifactId — probejava
version — 1.0
[Ipumep npencraBieH HUKE.

<project>

<dependencies>

<dependency>
<groupId>ru.cnpo.akvs2</groupId>
<artifactId>probejava</artifactId>
<version>1.0</version>

</dependency>

</dependencies>

</project>
3.4.3.4. 3arpy3ka ¢paiinos

Janee HeoOxoauMo 3amakoBaTh Qaii(pl) jsora B apxuB B ¢opmare ZIP (daiinsr gora J0IKHBI
HAXOJUThCS B KOPHEBOW JUPEKTOPHH apXWBa) U 3arPy3UTh ITOT apXUB JUIsl 00pabOTKH MPOEKTa, HaXKaB

KHOTIKY «Bp16epure ¢aitm» Ha riIaBHOM cTpaHulle npoekra (puc. 42).
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[Tpumeuanue. Bece norm B OC cemeiictBa Linux MOXXHO apXUBUPOBATh C MOMOIIBI0 KOMaH/bI:
find . -name "akvs*.log" -print | zipdyn log.zip -Q@Q.
[Ipn HEOOXOAMMOCTH TIOCTaBHTE TAJOYKY HAMpPOTHB «JlOTPY3UTh K CYMIECTBYIOIIUM (hanmam,

YTOObI HE ObUIN YJJaJIeHbI JIOTH MPEAbIIYIIUX 3aITyCKOB.
[nHamnieckuii aHanus
McxXogHble TEKCTHI C gaTyukamMu v

CrayaTb MCXOOHbIE TEKCTbI C AaTYWKEMW

3arpyska noros oTpaboTkK AMHAMWYECKOrD aHannsa v

3arpysute zip-apxuB ¢ noramu oTpaGoTKW

% Jlorpy3nTb K CYLLECTBYIOLLMM hainam

ERGTLI CEN T 111 NepeMecTuTe gaiin Ha dopmy

Ap)(lr"IE YCNewWHo 3akaqyeH U pacnakosad

3anycTuTb AUHAMWYECKWA aHANU3

Pucynok 42 — /lunamuueckuii aHaJIN3

Hanee HeoOXOAMMO HaXaTb KHONKY «3allyCTUTh JIWHAMHUYECKHHA aHanmm3»  (puc. 42).
Hunamuueckuit ananu3 Oyner 3amymieH. [locnme storo craryc mpoekra usmeHutcst Ha «OOpaboTka
pe3yNbTaTOB AMHAMHUYECKOTO aHaiu3a». [lo 3aBeplIeHUIO0 JHHAMUYECKOrO aHalli3a CTaTyC IPOEeKTa

M3MEHUTCS Ha «JlmHaMu4yecKkuit aHanu3 3aBepiieH» (puc. 43).

MHpopmayua o npoekTe "Project”

Bnageneu: admin
YpOBeHE KOHTPONA: 2
CraTyc: IUHAMWYECKUIA aHANK3 3aBepLueH

OTUEThI CTATUYECKOrD U AMHAMWYECKOTO aHanusa

OTKPbITE OTYET CTATMHECKOrO @Hanusa
OTKPbITE OTYET AMHAMMYECKOTO aHanusa
OTKPbITE NOT BCTABKM JATYMKOB (CKaYaTh)

Cravarb BCe OTYETHI

HypHan paboTbl

OTKPBITb 3KYPHAN NPOEKTA (CKaYaTh)
OTKDBITb 3YPHAN padoThl CTATHYECKOTO AHANM3A (CKaYaTh)
OTKpBITb 3YPHAN paboThl AUHAMUYECKOTO aHaNKU3a (CkayaTh)

Pucynok 43 — JIluHamMuuecKkuil aHaIN3 3aBEPILCH
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3.4.3.5. OTUyeThl AMHAMHUYECKOIr0 AaHAJIN3A

Jist mpocMOTpa OTYETOB MO JMHAMHYECKOMY aHalIu3y HeoOxomuMo Ha BKiIanke «IIpoekTei»
HABECTH Kypcop Ha MHTEPECYIOIIMA MPOSKT M HAXKATh JIEBYIO KHOIKY MBI, Jlanee B pasnene «OT4eTh
CTaTUYECKOTO M JWHAMHYECKOTO aHanmu3a» (puc. 43) HeoOxomumo BbIOpaTh «OTKPBITH OTYET

JuHaMu4deckoro a"anuzay. Ilocie storo OTKpPOCTCA CTpaHULa C OTUCTAMH 10 JUHAMHUYCCKOMY aHAJIU3y

(puc. 44).

Cnncok oT4ETOB NO AMHaAMUYECKOMY aHanmM3y npoekra "cwithasm"

* OTYET N0 METPUKEM

Otpaborasmne PO (NpoLeaypbl K dIyHKLMK)

QOTpaboTaBlive cBA3W Mex Ay PO (npoueaypamy ¥ diyHKLMAMY)

* Otpaboraswwve ®O (BeTBM)

Otpaboraslune ceA3N mex gy PO (npoueaypamu, thyHKLMAMA M BETEAMM)

QOr1paboraswve Gasosbie BNOKK
OtpaboTaBlive cBAsW Mexay DasoBbiMU Bnokamu

Pucynok 44 — Crniucok OT4ETOB 10 AUHAMUYECKOMY aHAIIU3Y

Jl1s mpocMoTpa MHTEPECYIOLIEro 0TYeTa HEOOX0AMMO HAaBECTU HAa HEro Kypcop M HaXKaTb JIEBYIO
KHOIIKY MBIIIH.

Ha puc. 45 MMPEaACTABJICH OTYCT 110 METPUKaAM JUHAMUYCCKOTO aHaJIN3a.

Proiect: OTUET no MeTpuKaM JUHaMHWUYeCKOro aHasimsa

KonvyecTeo nogTeepanewnxcs Baiz0e0e ©0/0bwee KonvuecTso G0 257/427
MpoueHT NoKpbiTsE No ©O 61%
KonwWuecTso NogTeepavsLmnxcs cersel ©@0/ofiuee konvuecTso caAsel ©0 958/1415
MPOLEHT NOKPLITHA NO CBR3AM ©O 68%
KonnuecTso NoATEEPAMBIUMXCS BbIZ0BOE BeTBed/ofWee KONMUECTE0 BETEEH 645/2172
MpOLEHT NOKPLITHS NO BETERM 30%
KonvyecTso nogTsepaMBLIMXCS CBR3el ®O ¢ seTeaMu/obwee KonuyecTso ceasel @0 C BETBAMM 3051/2995

MpoUeHT NoOKPLITHA No cea3aM O ¢ BeTBAMM 100%

Pucynok 45 — Otuyer o MeTpukaM AMHAMUYECKOTO aHaIu3a

Ha puc. 46 mnpencraBinenbl orpaboraBmme PO (mpouemypsl u (yHkuu). KpacHbIM LBETOM

BBIACICHBI CDO, HE OTpa6OTaBI_HI/Ie B XO0J4€ JMHAMHNYCCKOI'O aHajlan3a, 3CJICHbIM — 0Tpa6OTaBI_HI/Ie.
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tcl: orpaboraBwmne ®O (npoueaypb! U hyHKLIMK)

N? QID Haseasue OTpaGoTan

Pucynok 46 — Criucok otpadotaBunx @O (mpoueayps! 1 QyHKIHN)

OctanpHble OTYETHI BBIVIAAAT aHAMOrm4yHO. IIpm HEOOXOOMMOCTH MOMKHO CKadarh (haiiibl
otyeroB. s sToro Haxmure KHONKy «CkadaTh Bce oTueTh» (puc. 43). Ordersl OyayT cKadaHbl B

apxue (popmara ZIP.
3.4.3.6. ’KypHnaJ padboThl JMHAMHYECKOT0 aHAJIU3A

Jlnst mpocMoTpa JKypHaJla TMHAMUYECKOTO aHanu3a (puc. 47) HeoOX0AMMO Ha CTpaHUIIE MTPOCKTa B

pasnene «KypHan paGoTbD» HaxaTh KHONKY «OTKPBITh KypHaJI AMHAMUUYECKOT0 aHayn3a» (puc. 43).

Starting project execution at 2817/12/85 1@:33:22

IVM memory settings:

Total memory: 64457424

Fres memory: 5374Q248

Maximum memory: 2971664354

Launching dynamic report with arguments ../dsta/projects/Project 1/prj/ -1 2 at 2817/12/85 18:33:22
Error while pasring log file C:h\aKvs2\backend)..\data‘\projects'Project_1l\prj\dlogsizkoss.java
Error while pasring log file C:‘\AKVS2\backend..‘\data‘projects'Project_1liprj\dlogsizkoss.java
Error while pasring log file C:\akvs2\backend)..‘data‘projects‘\Project_1l'prj\dlogs‘zkoss.java
Error while pasring log file C:“\AKVS2\backend..\data‘projects'Project_1liprj‘\dlogsizkoss.java
Project completed successfully at 2017/12/85 18:33:23

Pucynok 47 — XypHan AMHaAMHU4YECKOTO aHAJIN3a
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3.4.4. Ilepe3anmyCk cTATHYECKOI0 U TMHAMUYECKOI0 AHAJIU30B

UToOBl Tepe3amyCTUTh CTAaTUYSCKUN WM JAWHAMUYECKUN aHAIM3bl HAXKMHUTE KHOTKY

«Ilepe3anmycTuTh aHAIN3)» HA INIABHOW CTPaHULIE ITPOEKTA.
3.4.5. AIMUHUCTPHpPOBaHHUE

Ha Bxmagke «AJIMUHUCTPUPOBAHUE)» COJEP)KATCA CIEAYIOLIUE pas3febl:  «YIpaBieHHE
cepsepom», «llomp3zoBatenu», «['pynmsl mosb3oBareneil», «YmpaBieHue posssmMu», «MHTerpamus c

LDAP/AD», «111abnons! komana CYBy, «Kypnais! pabots» (puc. 48).

£ YnpaeneHue cepeepoM

A\ FemsrmET yn paBlieHne cepBepOoMm

48 Mpynnsbi nons3osarenei BbIKniouMT cepeep

£ YnpasneHne ponamm
WHdopmaums o cepeepe
i WHTErpauma c LDAPIAD

¥ LllabnoHsl komMaHa, CYB Bepeoua: 315

OnepaunoHHan cucTema: Linux (5.4.0-87-generic amas4)
3 JKypHansl pacoTs BpemA cTapTa cepeepa: 19 OKT 20211, 01:33:01

[ ¥ypHan oBpaLienmi K
cepaucy

[ KypHan olnGok

Pucynok 48 — Bkitagka « ATIMAHUCTPUPOBAHHUEY

3.4.5.1. YnpasieHue cepBepom

Pazgen «praBJ'IeHI/Ie CCPBCPOM» COACPIKHUT 06H_[yIO I/IH(I)OpMaL[I/IIO 0 CCPBCLPC. I[J'ISI BBIKJIFOUCHU

cepBepa HE0OX0IMMO HaXKaTh KHOIIKY «BbIKouuTs cepep» (puc. 48).
3.4.5.2. Iloab30BaTeu, rPyNNbI U POJIH

«AK-BC 3» nogaepkuBaeT CO3aHHE MOJIb30BaTEICH U 00bEIMHEHUE MTOJIH30BATEIICH B TPYIIIIHL.
Jns noGaBneHHss HOBOTO ToOsb30Batenss B pasnene «[lomp3oBaTenn» HEOOXOIUMO HaKaTh KHOIKY
«/lo6aBuTh mosb3oBatensy (puc. 49). B oTkpbIBIIEMCs OKHE HEOOXOAMMO BBECTH MMS TMOJB30BATEIS U
naponb (puc. 50). Jlns ynaneHus moib30BaTeNsi HEOOXOIWMO HAaXKaTh KHOMKY «YIaluTh» HAMpPOTHB
nosib3oBarens (puc. 49). Ilpu He0OX0IUMO MOKHO M3MEHUTh MAapOH AJIs KaXKIOro U3 MOJIb30BaTelNeH.
Hns 3Toro HeoOXOAMMO HaXaTb Ha KHONMKY «CMEHHUTh TMapoyib» HalpOTHB HHTEPECYIOIIETO
nojb3oBarens. J[is ynpaBiieHUs TpymnmaMud U POJIIMHU JUIsS KaKJIOTO M3 IO0JIb30BaTeNe HE0OX0IUMO

Ha)KaTh Ha KHOTIKH «YTIpaBJIEHUE IPyNIaMu» U « YTIPaBICHUE POJISIMI» COOTBETCTBEHHO (pHc. 49).
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%+ YnpasneHue

CepBEPOM
[Monb3oBaTenu
& Ipynnsi Ums OeiicTBue

nonesosarenei

£ YnpasneHue ponamm
s VIHTErpaUMA C

LDAP/AD

P lWabnoHel komaHg,
CYB

[A >ypHane! paboTsl
[ ¥yphHan
obpalyeHui K

CepeHCy

3 *ypran ownbok

Pucynok 49 — Paznen Ilonb3oBatenu

Ho6GaeneHne none3oBarens

WmsA nonb3oBaTens
Maponke

MoETopWUTE EBOA Napons

Pucynok 50 — Jlo6aBieHue moab30BaTes

Jlnis co3nanus HOBOM Ipymiibl Mosb3oBaTesel B pasznene «I pymnisl nojabp3oBarenein» He00X0IuMo
Ha)kaTh KHOMKY «Jlo6aButh rpynmy» (puc. 51). B oTkpbIBIIIEMCsl OKHE BBEIUTE UMl TPYIIBI M HAXKMUTE
KHOTIKY «JloGaButh» (puc. 52). [yna ynaneHus TpyNIbl HEOOXOIMMO HaKaTh KHOMKY «YAaJHTh)
HarpoTtuB Tpynmsl (puc. S1). s ynpaBieHus pojisiMH TIOJIB30BaTelied B TPYIIE HAKMHUTE KHOMKY

«ynpasieHue poasimu» (puc. 51).
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£ YnpaeneHune
cepBepoMm

[pynnbl nonb3oBaTenen

& Mons3osatenw

'pynna ycnewHo gobagneHa
& Mpynnui
noneb3osarenen

[obaBuTe rpynny
£ YnpaeneHwe ponamu

WUmn Henctene

s VIHTETPAUMA C

P lWabnoHb! komaHg
CYB

3 YypHansi paboTsl

Pucynoxk 51 — Pa3zgen rpyniel noib3oBaTenein

[obBaenexHue rpynnel

HazeaHuWe rpynnki

Pucynox 52 — Jlo6aBneH#e TpyIITBI

«AK-BC 3» nmopnmepxuBaeT co3qaHue pojiel W Ha3HAYEHHUs POJICH MOJIB30BATEISIM M TPYIIaM.
Ponb - 310 Habop paspemieHHBIX nedcTBUi. Ponu nensiTcs Ha cUCTEeMHBIE M TPOEKTHBIE. B pazmene
«YTpaBJieHHe pOJIIMU» MOKHO JO0ABISITh, PEAAKTUPOBATH U YAAISATH POJH JJIS TOJIB30BATENICH U TPy

(puc. 53).
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£ YnpasneHue
cepeepom

CucteMHble pPoIun

& Monb3sosarenn
NobaeuTb cHCTEMHYIO ponb

& Tpynne HazeaHue ponu DelicTene
nonb3osaTenei
CHCTeMHBIA aQMUHMCTPaTopR

£ YnpaeneHue ponsamMu
CosAgtive npoexTon m
s ViHTErpauma c

LDAP/AD

MpoeKkTHble ponu

NobasuTb NpoekTHYI0 pofb

P WabnoHel koMaH

CYB

3 o - _
[ >Kyprane pabotel HasesaHnue ponu OeAcTEHE

[ Kypran ALMUHUCTPATOP NPOEKTa

obDpaLleHni K
cepsucy Habnrogatens

=
[ »ypHan owmnGok Pa3paboT4mk m

Pucynok 53 — Pa3nen Ynpasnenue poasimu

CucremMHble poJIM coAepXkaT CIEAYIOIUNA Habop pa3pelleHuil: «yIpaBIeHHUE CEPBEPOM»,
«YIpAaBIICHUE TOJNb30BATEISIMU» MW «CO3JaHHE IPOCKTa». PaspelieHue «ynpaBlIeHHE CEPBEPOM»
MO3BOJISIET BBIKJIIOYATh CEpBEp, CO3JaBaTh M penakTupoBaTh 1abnoHsl CYB, a Takke nmpocMaTpuBaTh
KYpHaJIbl paboThl. Pa3pelienne «ynpaBieHre N0Ib30BATEISIMIY TT03BOJISIET 100aBIATh, PEIAaKTUPOBATh U
yAAIATh MOJb30BaTeNed, UX poJid U rpynmnsl. PaspemieHne «co3gaHue MPOEKTa» MO3BOJSET CO31aBaTh
HOBBIW MPOEKT B CUCTEME.

B «AK-BC 3» npenycraHoBiieHsl 1Be cucTeMHble posn: «Co3naHue npoekToB» U « CHCTEMHBIN
agmuHucTpatop». Ponb «Co3naHue NpPOEKTOB» HUMEET pa3pelleHHe «CO3/aHue IpoekTa». Poib
«CucTeMHBIN aJIMUHUCTPATOP» MMEET MaKCHMaJbHBI HaOOp paspemeHuidl. Ee Hemb3s M3MEHUTH WIIH
YAAIUTh.

[TpoexTHbIE pONIK CoAEpIKaT CIEAYIOUMI HaOOp pa3pelieHnii: «yNpaBleHHe IPOEKTOMY, «3aIyCK
IIPOEKTa» U «IPOCMOTpP MpoeKTa». PazpenieHne «ynpaBieHne IPOEKTOM» MO3BOJISIET yAAATh MPOEKTHI.
Paspemenne «3amyck mpoekTa» IMO3BOJIIET 3alycKaTb IPOEKT Ha HOBOE CKaHUPOBAaHUE U 3arpy’kaTh
HOBBIE BEPCUHM MCXOJHOTO Koza. Paspemenue «IIpocMOTp MPOEKTa» MO3BOJIAET NMPOCMATPUBATh OTYETHI
npoekTa. HeoOXoauMo ykaszaTh NMPOEKT NMPH HAa3HAUYEHUM IMPOEKTHOM ponu. Tak e MOXKHO co3JaTh
MPOEKTHYIO POJib, KOTOpas OyIeT pacpoCTPaHATHCS HA BCE MPOEKTHI B CHCTEME.

B «AK-BC 3» mnpenycraHoBieHbl TpH MPOEKTHbIE POIH: «AJIMUHUCTPATOpP MPOEKTay,
«Paspaborunky», «Habmonarenb». Ponb «HabmogaTensy nMeeT paspenieHne «ImpocMoTp mpoekTay. Pob
«Pa3paboTunk» MMeeT pa3pelieHHs «IPOCMOTP MPOEKTa» U «3aIlyCK MpoeKTay. Poib «AIMHHUCTpATOP

MPOEKTa» UMEET MaKCUMAJIbHBINH HA0Op pa3pelieHui U ee HeNlb3si U3MEHUTD WIH yIaINUTh.
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Jnis HazHaueHUs POJM TOJB30BATENI0 HEOOXOIUMO HaXKaTh KHOIKY «YIpPaBIEHUE POJSMU» B
pazzaene «Ilonp3oBaTenu» HAIPOTUB HEOOXOUMOTO MOJIb30BaTeNs (puc. 49).
Jlist Ha3HAYCeHHsI POJIU TPYIIIE HEOOXOAMMO HAXKATh KHOIKY «YIIPABIICHHUE POJIIMH» B pasfelie

«['pyniribl mob30BaTENE» HATPOTUB HYKHOW TPYIIIBI.
3.4.5.3. Murerpanusi ¢ LDAP/AD

«AK-BC 3» nonnepxupaet unrerpanuio ¢ LDAP u AD. Jlng HacTpoliku mepeuauTe B pasjel

«urerpanus ¢ LDAP/AD», BBemuTe HEOOXOAMMEBIC JaHHbIE M HAXMHUTE KHONKY «COXPaHUTH

(puc. 54).

£ Ynpaenexue

cepsepom I/lHTeran'Vlﬂ C LDAP/AD

& Monb3osatenn

Brnouunte
& Mpynnbi ayTeHTndukauno LDAP
nonb3oBaTenei
Url* Idap://127.0.0.1:388/dc=debubuntu,
£ Ynpaenexue
LG YyeTHan cn=admin,dc=debubuntu,dc=local
sanuce
a4 WHTerpayms c
LDAP/AD Mapone | sseesens
P WabnoHb! komaHg
CYB BaseDN*
[2 XKyprans paboTsi ATpMﬁyTH
O3 XKypran -
OBpaLLEHMi Kk ATpubyT Login cn
cepBuUcy
ATpnbyT objectClass

[3 XKypran rpynne”
olwmbok

CooTBeTCTBME rpyNn nonb3osaTtenei

CooTBeTcTEMA MEXLY rpynnamM He 3alaHbl

CoXpaHuTb lNposepka KoHdUrypauum

Pucynox 54 — Paznen «uterpanus ¢ LDAP/AD»

3.4.5.4. Kypuaubl padoTsl

Paznen «Kypnansr pabote» cogepxut «KypHan oOparmienuii k cepsepy» u « KypHai omribox»

(puc. 55).
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i3 YnpaeneHue
cepeepom

KypHanbl paboThl

JKypHan ofbpalleHdil K cepeucy
Hypran owmnbok

& Monb3oBatenu

& Mpynnbi
nonb3oBarenei

3 YnpasneHwe
ponaMu

s ViHTerpayma c
LDAPIAD

¥ LatnoHbl KoMaHL,
C¥B

[ >KypHan
00paLLeHui K
cepBmcy

(3 >KypHan
OLWKMBOK

Pucynok 55 — Paznen XKypHaisl paboTs

Kypnan oOpamieHuii kK cepBepy pEeTHCTPHPYET BXOSIIME 3ampochl. s mpocMoTpa >KypHaia

oOpaleHnit K cepBUCY HEOOX0IMMO HakaTh KHONKY «OKypHain oOpateHuii k cepBucy» (puc. 56).

£ YnpaeneHwe
cepeepoM

YKypHan obpalueHuii k cepaicy

& lMonbaosarenu

10.8.5.91 - - [81/Dec/20820:13:07:43 +830@] "GET /api/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s

& Mpynnbi 10.8.5.91 - - [81/Dec/20820:13:07:43 +830@] "GET /api/v2.1/projects/izuchenie_stat_snalizatorov/report/html/css/s
HONb30BATENE 10.8.5.91 - - [81/Dec/2020:13:87:43 +8380] "GET /api/v2.1/projects/izuchenie_stat_analizaterov/report/html/css/s
16.8.5.91 - - [81/Dec/2820:13:87:43 +8388] "GET /api/v2.1/projects/izuchenie_stat_analizaterov/report/html/css/s

10.8.5.91 - - [81/Dec/20820:13:07:43 +830@] "GET /api/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s

& Ynpaenenue 10.8.5.91 - - [81/Dec/20820:13:07:43 +830@] "GET /api/v2.1/projects/izuchenie_stat_snalizatorov/report/html/css/s
ponsamu 10.8.5.91 - - [81/Dec/2820:13:87:43 +830@] "GET /api/v2.1l/projects/izuchenie_stat_analizatorov/report/html/css/s
10.8.5.91 - - [81/Dec/2020:13:87:48 +8388] "GET /api/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s

s ViHTErpauma c 10.8.5.91 - - [81/Dec/2020:13:87:48 +8388] "GET /api/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s
LDAP/AD 16.8.5.91 - - [81/Dec/2020:13:87:48 +838@] "GET /fapi/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s
10.8.5.91 - - [81/Dec/2020:13:87:48 +8380] "GET /api/v2.l/projects/izuchenie_stat_analizaterov/report/html/css/s

P LLIaBnoHe Komaxa 10.8.5.91 - - [81/Dec/2820:13:87:48 +838@] "GET /api/vw2.1/projects/izuchenie_stat_asnalizatorov/report/hitml/css/s
CYB 10.8.5.91 - - [81/Dec/20820:13:07:48 +830@] "GET /api/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s
10.8.5.91 - - [81/Dec/20820:13:07:48 +830@] "GET /api/v2.1/projects/izuchenie_stat_snalizatorov/report/html/css/s

- 10.8.5.91 - - [81/Dec/2020:13:87:48 +8380] "GET /api/v2.l/projects/izuchenie_stat_analizaterov/report/html/css/s

(2 2Kypranti pabori 10.8.5.91 - - [81/Dec/2820:13:87:48 +838@] "GET /api/vw2.1/projects/izuchenie_stat_asnalizatorov/report/hitml/css/s
10.8.5.91 - - [81/Dec/20820:13:07:48 +830@] "GET /api/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s

3 »Kypran 10.8.5.91 - - [81/Dec/20820:13:07:48 +830@] "GET /api/v2.1/projects/izuchenie_stat_snalizatorov/report/html/css/s
obpalleHui K 18.8.5.91 - - [81/Dec/2826:13:87:48 +8388] "GET /fapi/v2.l/projects/izuchenie_stat_analizatorov/report/html/css/s
cepBucy 10.8.5.91 - - [81/Dec/2820:13:87:48 +838@] "GET /api/vw2.1/projects/izuchenie_stat_asnalizatorov/report/hitml/css/s
10.8.5.91 - - [81/Dec/20820:13:07:48 +830@] "GET /api/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s

O XKyphan 18.8.5.91 - - [81/Dec/2020:13:87:48 +838@] "GET /fapi/v2.1/projects/izuchenie_stat_analizatorov/report/html/css/s
A 18.8.5.91 - - [81/Dec/2020:13:87:48 +8389] "GET /api/v2.1/projects/izuchenie_stat_analizaterov/report/html/css/s
10.8.5.91 - - [81/Dec/2820:13:87:48 +838@] "GET /api/vw2.1/projects/izuchenie_stat_asnalizatorov/report/hitml/css/s

10 @ C a1 - — T8 /Nar/2A82A12-A7:48 +A2AAT "GET Jani/ud 1/nrndiartc/izichanie ctat analizatarou/renant /himl frecic

Pucynok 56 — XKypnan oOpamieHuii K cepBucy



58
ATIJZIT.00101-01 34

Kypnan ommbok peructpupyer coou B padore mporpammbl. [ljis mpocMoTpa >KypHajia OmUO0K

HE00X0IMMO Ha)kaTh KHONKY «JKypHai omubok».
3.4.6. 3aBepieHue padoThI ¢ IPOrpaMMON

Jlns 3aBepiieHuss paboThl MporpaMMbl HEOOXOIMMO Ha)KaTh KHOMNKY «BBIKIIOUUTH cepBep» Ha

BKJIaJIKe «AJIMUHUCTPUPOBaHUE» B pazjelie «YpaBiaeHue cepsepom» (puc. 48).
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4. YTUINTA NCCNEQAOBAHUNA COCTABA
UCNONHAEMbIX ®AUJIOB

4.1. Onucanue

Binfo — ytunura ans uzBnedenue paznnyHol HHOOPMAIIUY U3 UCTIONHAEMBIX U JIMHKYEMBIX
(aiinos.

[onnepxuBatoTcs cineayromue GopMaThl:

- Portable Executable (acm, .ax, .cpl, .dll, .drv, .efi, .exe, .mui, .ocx, .scr, .Sys, .tsp)
- Executable and Linkable Format (none, .axf, .bin, .elf, .o, .prx, .puff, .ko, .mod, .so)

- JavaArchive (.jar)
4.2. 3arpy3ka yTuJIiuThl

YTunura YCTaHaBJIIMBACTCA B COCTABC ,Z[I/ICTpI/I6YTI/IBa I C60pO‘IHOFO CTCHJAa U COACPIKUTCA B

apxuse binfo.tar.gz.
4.3. 3aBucumMoCTH

[Tepen pabotoit HeoOXoaMMO ycTaHOBUTH objdump (maket binutils) u JDK 8, nanpumep, openjdk-
8-jre.

4.4. CuHTaKCHC

-d [noyTek k danny |nanke]

Qaiin/Ilanka qig ananuza. /s ananusa jar He0OXOIUMO yKa3aTh TUPEKTOPHIO, B KOTOPOit

HAXOAMTCS ITOT jar
-0 [OyTh K mnanke]
[TyTe m1s BeIBOJIA (CO3MAETCSI, €CITN HE CYIIECTBYET)

-d [OyTe K ranke]

[Tyts no binfo-backend (o ymomuanuto — texymas nupekropusi). Binfo-backend — ciryxe6Hast

JUPCKTOPpHA, CoacpKallasa YTUIUTBI, BBIITOJHAOIINEC
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4.5. BeiBO]

PesynbraTsl paboTsl OyAyT B yTH, YKa3aHHOM B Kiroue -0’. Ecnu kimtouy ‘-d’ Obuia naHa
JTUPEKTOPHS, TO BEIBOJ OyieT B xml-daiiax ¢ TeM ke OTHOCHUTEIFHBIM IIyTEM YTO U Y aHAITH3HPYEMBIX

(aiinos.

4.6. Ilpumepbi

binfo -d /foo/bar/baz.so -o ./out
Ananus ¢aiina baz.so, BBIBOJ IaHHBIX B out/
binfo -d /foo/bar/ -o ./out

AmnHanu3 Bcex BO3MOXHBIX (hailsioB B bar/, BRIBOA JaHHBIX B out/

4.7. @opMaTt BbIXOAHBIX JaHHBIX

4.7.1. O01mag yacrb:

* Filename — myTs 10 (aiina;

* Magic — curnarypa;

e Type — tum;

* Architecture — apxuTekTypa;

*  Compiler — xomMmnuiATOp;

* Programminglanguage — s13bIK IpOrpaMMHUPOBAHUS;

* Size — pa3mep (aiina (B Tene Tera):
©  Unit — B uém u3mepsercs.

* CompileTime — rpymnma TeroB — Bpemst KOMIWISALUH:
© Unix — BpeMs B popmare unix;

o DateTime — nara u Bpems.

4.7.2. Ina ELF:

* Format — ¢popmar;
* Endianess — pa3menienue OaiT;
* ElfVersion — Bepcus dopmara elf;

e OperatingSystem — onepalioOHHasE CUCTEMA;
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e Libraries — rmoakiroyaeMele OMOIMOTEKU:

o

Library — monkirouaemasi OnOmMoTeka, uMs B TEJIE Tera.

* Imports — onucanuss UMIOPTOB:

@)

Function — ogna umnoprupyemasi GyHKIHS:
=  ArpuOyt from — u3 kakoit GUOINOTEKH;

= JIms ¢pyHKuuu — B TeNe Tera.

* Exports — sxcnoprupyemsie GyHKIUU:

@)

Function — ogna ¢pyHkuus:
=  Arpulyt Address — anpec;

=  Arpulyt Name — ums;

e Sections — CEKIINH:

o

Section — ojfHa ceKIus:
=  Ter Name — ums;
= Ter Size — pa3zmep:
*  AtpuOyT unit — B 4é€M U3MepsETCS pa3mep.

= Ter Flags — ¢maru.

4.7.3. lasa JAR:

* Manifest — manudecr:

o

o

ManifestVersion — Bepcust Manudecra;

ArchiverVersion — Bepcusi apXuBaTopa;
SpecificationVendor — uMs mocTaBmmka crieliuuKaum;
CreatedBy — uem co3naH;

Name — nms;

BuiltBy — nmst monb30BaTesst, KOTOPBIA cOOpalr;
SpecificationTitle — 3aronoBok cnenudukamy;
BuildJdk — Bepcus jdk, koropeim coOpan;
SpecificationVersion — Bepcus cnenudukauy;

MainClass — nMs II1aBHOTO Kjacca.

Imports — circok UMIOPTOB:

Ter Class — nMs Kiacca B TeJIE Tera.
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Exports — cicok 5KCropToB:

o Ter Class — UM4 KJ1acca B TeJE Tera.

4.7.4. lansa Portable Executable:

OsVersion — Bepcusi onepaioHHON CUCTEMBI;
LinkerVersion — Bepcusi KOMIIOHOBIIIHUKA;
Checksum — kOHTpOIBHAS CyMMa;
CodeRVA — RVA Hauana kofia mporpamMmbl (CEKIIUU KO/a);
CodeSize — pa3zMep CEKIUM Kojia:
©  ArpuOyT unit — eTMHHUIIA U3MEPEHUSI.
DataRVA — RVA nauana koja nporpamMmsl (CEKIIMH TaHHBIX ),
DataSize — pa3mep CeKIIMU JaHHBIX:
©  AtpuOyT unit — eTUHMIIA U3MEPEHHUS.
Libraries — On0OamoTexu;
o Library — ums ogHoi OUOINOTEKH.
Flags — ¢naru:
©o Flag — onun cumnar;
Imports — umMnopTsI:
©  Function — ogHa umMnoprupyemMasi GyHKIHS:

= AtpuOyT from — u3 Kakoi OMOIHOTEKH;

=  JIms ¢yHKUIMU — B TeNe Tera;
Exports — sxcriopTipyembie GyHKIUH:
© Function — ogHa QpyHKIUS:

= Arpulyt Address — anpec;

=  Arpulyt Name — ums.
Sections - cekuuu:
© Section — oiHa CEKIUS:

=  Ter Name — ums;

= Ter Size — pa3mep:

*  AtpuOyT unit — B uéM uU3MepsieTcs pazmep;

= Ter Flags — ¢naru.
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5. IOJTHOCUCTEMHBIN JMHAMWYECKNHN AHAJIN3

5.1. Onucanue

Kon2 npennasnaden niasi JUHAMUYECKOTO MOJTHOCHCTEMHOTO HCCienoBaHUs mporpammbl. Koa2
OCYIIECTBIISIET OTCJIEKMBAaHNE TOMEUEHHBIX aHHBIX (OIL[]).

OIlJl — »T0 MeToa MMHAMUYECKOTO HCCIEIOBAHUS MpPOrpaMM, OCHOBAaHHBIA Ha OTCIEKUBAHUU
JTAHHBIX M3 BHEIIHETO0 MCTOYHHUKA (CETh, )KECTKUN TUCK, CTAHJAPTHBIM MOTOK BBOAA U T. 1.). B manHOM
ciiy4ae pedb UAET O MOJTHOCUCTEMHOM HCCIIENOBaHUH OWHAPHOTO Kojaa. JJish TpaHCISIMKA MCIIONIb3YeTCs
samyastop QEMU.

AHan3 COCTOMT U3 HECKOILKHUX IIAroB:

1. Co3nanue obpaza M yCTaHOBKa Ha HEro TOCTEBOM CHCTEMbI (WM HCIOJB30BaHHE 0o0Opasa ¢

npexycraHoBieHHoN OS).
. KonupoBanue uccieryemoil nporpaMMsl B TOCTEBYIO CUCTEMY.
. ®opmupoanue *konf* ¢aiina nus maruaa "osi’

. 3anuck crieHapus paboThl TPOrpaMMBbl.

wm AW

. BocnipousBenenue 3amMcaHHOTO CIIEHApUs C aKTMBMPOBAHHBIMU IUIATMHAMH MCCIEOBAHUS
pacrpoCcTpaHeHHs TOMEUYCHHBIX TaHHBIX U 3aIIFCH TPACCHI.

6. AHanu3 pe3yJIbTaToB - JIOT (haiIbl.

7. Ilpu HEOOXOIMMOCTH OTJIaIKa MPOrpaMMbl ¢ MOMOIIb0 *gdb’

BaxHOo: 1711 HEKOTOpBIX IIAaTMHOB HY)KeH HHTepderc 'osi’, mostomy npu 3amycke OC B
IMYJIATOpE SIPY HEoOXOoAWMO TIepenaBarh ommuio nokaslr (mogpoOHee B ONMCAHUM IUIArMHA
osi_linux). Taxxke pekomeHayercs OTKIO4aTh ASLR Juid aHauu3a OporpaMM B usermode
(TTOJTE30BATEITLCKOM PEIKUME) PEKHIME:
$ echo 0 | sudo tee /proc/sys/kernel/randomize va space

Hanee cneayer onmucaHne KakI0To Iiara.
5.2. Co3panmne 00pa3a rocreBoii CHCTEMBbI

Coznatb 00pa3 GhaiaIoBOM CHCTEMbl KOMaHIOM:

$ /opt/kod2/bin/gemu-img create -f gcow2 ubuntu 18 04.gcow2 30G
VYcranosuts OC:

$ sudo /opt/kod2/bin/kod2-system-x86 64 \
-cdrom ubuntu-18.04.4-desktop-amd64.iso -m 2.5G -monitor stdio \
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-net nic -net user -boot once=d -hda ubuntu 18 04.9gcow2 -accel kvm

5.3. KonupoBaHue uccjieayemMoi NporpaMMbl B TOCTEBYI0 CHCTEMY

3amyCTUTh SMYJISIIUIO0 TOCTEBOM CUCTEMBI:

$ /opt/kod2/bin/kod2-system-x86 64 -m 2.5G -monitor stdio \
-hda ubuntu 18 04.gcow2 -display sdl
B rocreBoii cucteme ¢ momolipto ftp' ckomMpoBaTh MPOrpaMMy Ha XOCT-CUCTEMY:
$ ftp open 192.168.122.1
> ‘user login’
> pass
> GET example.bin

user login - moap30BaTENh XOCT CUCTEMBI,
IP agpec 192.168.122.1 — agpec, co3naBaeMblii o ymonvyanuto. (BHumanue: xomanma ping B
pPEXKHUME CETH USer He MOJACPKHUBAECTCS).
B cmyuae eciau rocrteBas cucTeMa He MNOJJEPKHUBACT CEThb HAJAO0 BOCIOJIB30BAaTHCS KOMaHAAMM IS
MOHTHPOBaHMS o0pa3a *qcow2* nmpu BRIKIIFOUEHHON IMYJISIITIH:
$ modprobe nbd max part=16
$ /opt/kod2/bin/gemu-nbd -c¢ /dev/nbd0 image.gcow?2
$ partprobe /dev/nbd0
$ mount /dev/nbdOpl /mnt/image

5.4. ®opmuposanue .konf ¢gaiina nas naaruna OSI

s pabotel mmarmHoB tainted hd' m “file taint® HeoOX0aMMO aKTUBHPOBATH IUIATUHBI TPYIIITHI
‘osi’. st aToro Hazmo cpopMupoBaTh (Paiia KOHGUTypaLUK gapa:
1. CxomupoBats (aiin *kernelinfo.zip* na *host* cucremy.
2. YcTaHOBUTD MAKETHI 3ar0JI0BKOB si/ipa U COOPKU:
$ apt-get install build-essential linux-headers- uname -r°
3. PazapxuBupoBats kernelinfo.zip:
S unzip kernelinfo.zip
4. Co6pars kernelinfo:
$ cd kernelinfo

S make

5. 3arpy3utb MOAYJb sapa:
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$ sudo insmod -f kernelinfo.ko
6. CkormupoBats (aiin kernelinfo.conf Ha host cuctemy.
7. OtpenaxtupoBath (aiin kernelinfo.conf npusens ero x ¢popmary GLib key-value. ITogpoOnee

B OIMCAHMU TUIarvHAa 0si_linux.
5.5. 3anuceh cueHapus padoThbI MPOrpaMMbl

B Monutope *QEMU* BBecTH KOMaHIy 7S HaYaa 3aluCy CIEHAPUS:

> begin record scenario 01

Brinonnuts cuenapuii. [[jis 3aBepiieHus 3anucu BBECTHU:

> end record

5.6. Bocipou3BeaeHue  3alMCAHHOIO  CHEHApPUsdT €  AKTHBMPOBAHHBLIMH
IUVIATHHAMHU HCCJIEIOBAHUS PACHPOCTPAHECHUS IOMEYEHHBIX JAHHBIX H 3alUCH

Tpacchl

HoctymHbl cnenyromye miaruasl kod2:

e AHamus:

o stringsearch - mouck gaHHBIX

(e]

tstringsearch - orcnexxuBanne MOMEUEHHBIX TAHHBIX
o file_taint - ureHue moMeueHHBIX JaHHBIX U3 (aiiaa
o serial_taint - ornpaBka wiu momydeHue o mocieaoBarenbuoMy uatepdeiicy (RS-232)
o tainted_net - ormpaBka wiu Moay4YeHHUE U3 CETH
o tainted_hd - 3anucek Ha auck
© tscan_memory - CKaHHPOBaHUE MAMSTH
o tstack_tracing - nepexox Ha MIOMEYCHHBIE aapeca
o tainted_branch - cBs3s no ymnpasiaeHuto
* BcnomoraresbHbie:
© osi - uaTepdeiic OC
© osi_linux- uaTepodeiic Linux
* 3anmch TPACCHI:

o insn_capstone - 3amuck acceMOIepHOI Tpacchl B BHE opcodes


../../C:/Users/vk/Downloads/Telegram%20Desktop/insn_capstone/insn_capstone.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/tainted_branch/tainted_branch.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/tstack_tracing/tstack_tracing.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/tscan_memory/tscan_memory.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/tainted_hd/tainted_hd.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/tainted_net/tainted_net.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/serial_taint/serial_taint.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/file_taint/file_taint.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/tstringsearch/tstringsearch.md
../../C:/Users/vk/Downloads/Telegram%20Desktop/stringsearch/stringsearch.md
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I[J'ISI BOCIIPOU3BCACHUA CHCHApHUA HCIIOJB3YETCA OIIUA —replay. HpHMep KOMaHAbI aHaJIku3a

CcHapusa ¢ aKTUBUPOBAHHBIMU IIJIATrMHAMMU

$ /opt/kod2/bin/kod2-system-1386 -m 2G -monitor stdio\

-net nic -net user -machine pc-g35-2.9 \

—-drive format=raw, file=uld4x86.raw, format=raw,id=drivel, if=none \

-device driver=ide-hd,drive=drivel,discard granularity=512 \

-kod2 osi:os family=linux -kod2 syscalls2:load-info=true \

-kod2

osi linux:kconf file=kernelinfo.conf,kconf group=my kernel info,load n

ow=true \

-0s linux-32-ubunt -kod2

tainted net:query outgoing network=true,file=quick tnss.csv \

-kod2 stringsearch:str=alphal -kod2 tstringsearch \

-kod2 tainted hd -kod2 tscan memory -replay scenario 01

5.7. llpumep: ucciaenoBanue kianeHra Secure Socket Shell (ssh)

Uccnenyem openssh Bepcuu 7.6pl. Jlns storo:

1. Konupyem ucxoHbie (ailiibl B TOCTEBYIO CUCTEMY C ITOMOIIIBIO ftp.

2. CKOMIIWIMPYEM B TOCTEBOW CHUCTEME MPOrpaMMy CTaTHUYECKH MCIOJb3Yysl OMIMIO0 -static u

otkirounB oo PIE (position independent executable). st aToro orpenakrupyem Makefile

3amMeHuB B HEM cTpoky ¢ nepemeHHbiMu CFLAGS, LIBS, LDFLAGS:
CFLAGS=-g -00 -pipe -no-pie

LIBS=-Iresolv -lcrypto -1dI -lutil -1z -lcrypt -static
LDFLAGS=-L. -Lopenbsd-compat/ -WIl,-z,relro -Wl,-znow -WIl,-z,noexecstack -fstack-

protector-all

3. Otkmrounm texHomoruu KASLR u ASLR (kak 3To caenaTh ONMMCcaHo B IJIaruHe osi_linux)

4. 3anuiieM cleayrouuil clieHapHii:

3arryck mpuiIoKeHus KoMaH 1o ./ssh echelon@192.168.122.1
BBox mapons "alphal" ve Haxkumast Enter

Hauvao 3amucu crieHapust

BBox naposns - Haxxarue kiasumm Enter

[Tocne ycnenHoro CoeinHEHUs ¢ CepBEpoM pabOTAIOIIUM Ha XOCTE — BBIXOJ] U3 000IO0UKU
(xomaHJ1a exit)
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* 3aBepllieHUE 3aMKUCH CLIECHAPUS

5. 3amycTUM aHaJIU3 MPOTPAMMBI C TOMOIIBIO KOMaH/IbI

$ /opt/kod2/bin/kod2-system—-1386-m2.5G \
-net user -net nic -monitor stdio -kod2 stringsearch:str=alphal \
-kod2 tstringsearch -replay ssh -os linux-64-ubuntu \
—kod2 osi:os family=linux -kod2 \
osi linux:kconf file=/home/echelon/panda run/kernelinfo.conf, kcon
f group=ulé4x86 raw,load now=true -kod2 taint2:detaint cbO=true \
-kod2 tainted net:query outgoing network=true,file=quick tnss.csv
-kod2 tainted hd -kod2 tainted branch -kod2log foo.plog \

-kod2 tstack tracing -kodZ tscan memory

AxTtuBupoBaHbl Iaruxsl tainted net, tainted hd, tainted branch, tstack tracing, tscan_memory.

6. B pesynbrare pabotsl kod2 copmupoBaHnsl Jor (aitiibl

* foo.plog - muarun taint_branch

* quick tnss.csv muaruH tainted net

* scan_ram.txt, scan_ram_plain.txt - rurarkH tscan_memory
» stack tracing - muaruH tstack tracing

* tainted hd - muarus tainted _hd

PaccmoTpum kaxbIii 10T (haisr OTAeNbHO:

B mnepBom (aiine foo.plog B nBomwyHOM (hopmare MPENCTaBICHBI BCE CIydaud CBS3H TIO
VOPaBJICHUIO B 3aBHCHMOCTH OT TIOMEYCHHBIX JaHHBIX. J[sl mepeBoja B TEKCTOBBIM (haiiil HaIo
BOCITOJIB30BaThCSI KOMaH 101
$ ../kod2/panda/scripts/plog reader.py ./foo.plog > foo.txt

B (aiine txt mpencraBieHbl B CrPYNIUPOBAHHOM BHUJE BCE MECTa B MPOTrpaMMe, TJe OOHapyKeHa
CBsI3b 110 yripaBieHuto. [IpuBeném pparment:

{
"pc": "136024657",
"taintedBranch": {
"callStack": {
"addr": [
"134789916",
"134783208"
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by
"taintQuery": [
{
"ten": 4,
"uniquelLabelSet": {
"ptr": "139853188809848",
"label": |
10

|
"ptr": "139853188809848",
"offset": O

by
"instr": "414001"

by

*  pC - 3HaYEHHUE CUETUYMKA ITPOTPAMM B MOMEHT OOHAPYKEHUS CBSI3H 110 YIIPABJICHHUIO C TOYHOCTHIO
1o bb B necatnaHoM BHUIE;

* tcn - cu€TUMK METOK (taint compute number);
* ptr - agpec Habopa METOK;
» offset - cmemenne Habopa METOK B paMKax ajpeca ptr;
* Instr - TOCTEBON HOMEP UHCTPYKIIUH.
JIns  wHTEepmpeTanuM JaHHBIX JTOro (aiyla HeoOXOAMMO COMOCTaBHTh azapeca '"pc" ¢
BUPTYaJIbHBIMU aJipecaMu OWMHAPHOTO KoJa mporpammbl. J[is 3Toro am3acceMOIMpyeM Mporpammy

KOMaHI0U

$ objdump -D ssh > ssh.asm

OparmeHT ¢aiina ssh.asm:

81b9%920e: 66 90 xchg %$ax, sax

081b9210 <strlen>:
81b%210: 8b 44 24 04 mov 0x4 (%esp), $eax
81b%214: Dba 03 00 00 00 mov $0x3, $edx



81b9%24e: 4a

81b924f: 73 58
81b9251: 31 ca
81b9253: 81 e2
81b9259: 75 4e
81b925b: 8b 08
81b925d: 83 c0O0 04

00 01 01 01

81b92cd: 66 90
81b9%2cf: 90

081b92d0 < strnlen>:
81b92d0: 53
81b92dl: e8 ea fb e8 ff

< _ x86.get pc thunk.bx>

69

ATIJZIT.00101-01 34

dec
Jjae
XOr
and
jne
mov

add

xchg

nop

push
call

3nauenue PC B jor ¢aiine coorBercTByeT bb:

81b9251: 31 ca
81b9253: 81 e2 00 01 01 O1
81b9259: 75 4de

XOr
and

jne

Fedx

81b9%2a9 <strlent0x99>
%ecx, $edx
$0x1010100, $edx
81b9%2a9 <strlent0x99>
(%eax), $ecx

$0x4, $Seax

$ebx

8048ecO

$ecx, $edx
$0x1010100, $edx
81b9%92a9 <strlen+0x99>

Z[J'ISI HaXO0XIACHUA BCEX MCCT Cpa6aTLIBaHI/I$I HeO6XOI[I/IMO COIMOCTaBUTh BCC ajJipeca JIOT (baﬁna C

aapecamu B ssh.asm.

BTopoii daitn quick tnss.csv - coaepKuT aapec Ha3HAYCHHS U JIMCTUHT BCEX TTAKETOB,

OTIPaBJICHHBIX B CETEBOE YCTPOUCTBO. [loMeueHHbIe JaHHbIE UMEIOT METKY, OTJIMUHYI0 OT NULL.

@®parmenT daiina quck tnss.csv:

"Address", "Datum", "Labels"
Destination IP:
0x55e7b2cff4d0,R, NULL
0x55e7b2cff4dl, U,
0x55e7b2cff4d2, .,
0x55e7b2cff4d3, .,
O0x55e7b2cff4d4, .,
0x55e7b2cff538, .,
0x55e7b2cf£f539, .,

NULL
NULL
NULL
NULL
NULL
NULL

192.168.122.1
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0x55e7b2cff53a, ., 10
0x55e7b2cff53b, ., 10
0x55e7b2cf£f53¢c, -, 10
0x55e7b2cffb53d, ., 10
0x55e7b2cff53e, ., 10
Ox55e7b2cffb3f,., 10
Ox55e7b2cff540,., 10
Ox55e7b2cffb541,., 10
Ox55e7b2cffb542,b, NULL
Ox55e7b2cffb543, ., NULL
[TeyaTHbI CUMBOJI 3alKCHIBAETCS Cpasy MOCIE aJipeca CEeTEBOro JpaiiBepa, B Ciiydyae eciu CUMBOI
HETeYaTHBIH, TO 3aMHUChIBACTCS TOUKa. B Haiiem ciydae Bce JaHHBIE TIepe]] OTIPABKOM B CETh ObUIH
3amupoOBaHbl, IOATOMY ITOYTH BCE TTIOMEUEHHBIC CHMBOJIBI HETICYaTHBIE.
B ¢aiine Tonbko oaun agpecat - 192.168.122.1, uto coorBercTBYeT host cucreme.
scan_ram.txt, scan_ram_plain.txt - ¢aitnpl ckanHupoBaHus maMATH. B 3Tux daitnax dpukcupyrorcs
BCE IOMEUYCHHBIE JAHHBIE B KOHIIE 3alMMUCAHHOTO CLIEHAPHs B PU3NYECKON MaMsATH TOCTEBOU CUCTEMBI. B
HAIlIeM CJIy4ae OHU IyCThIC, TO €CTh TOMEYCHHBIX JaHHBIX HE 0OHAPYIKEHO MOCIIE 3aKPHITHS POTPAMMBEI.
stack tracing - nor aity, B KOTOpOM (PUKCHUPYIOTCS BCE CIydau Mepexo/ia Ha TOMEUYCHHBIE ajpeca
B pe3ynbTaTe BeIMoaHeHUs acceMOiepHbix HHCTpykKiuii RET CALL JMP. B namewm ciryyae naHHbIA
daiin myct. B cinyyae ecnu B daiine GuKCUpYIOTCS KaKue-Iu00 Ciiydan rnepexojia Ha IOMEUYSHHBIE ajipeca
- 3TO MOTJIO OBI TOBOPHTH, HATIPUMEP, O HATMYHH YS3BHUMOCTH H BBITIOJTHEHUH TaK Ha3bIBAEMOTO
shellcode.
tainted hd - mor ¢aiis, B KoTOpoM (GUKCUPYIOTCS BCE CITy4yau 3allMCH IIOMEUEHHBIX JTaHHBIX B
daitnoByto cucremy. @parment (aiina:
FILENAME : socket:TCP instr count=6911362
Current process: ssh PID:1141 PPID:1023 Current asid: 0x36717600
0x99629214, ., 10
0x99629215,., 10
0x99629216,-, 10
0x99629217, ., 10
0x99629218,., 10
0x99629219,., 10
0x9962921a,., 10
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ITepBas cTpouka cofepXUT Ha3BaHue (paityia (B HameMm ciydae niceso ¢aiina), socket: TCP u
HOMEp MHCTPYKIIUH, KOT/Ia MPOU30MIEN CUCTEMHBIN BbI30B. Ha BTOpOii cTpouke - mpouecc ssh, ero PID u
PPID, a taxxe HOMep asid (address space ideintifier) - yHUKaIbHBIN HOMEp Mpoiiecca B aApEeCHOM
MpOCTpaHCTBE (I apXUTEKTYpbl X86 310 peructp CR3). Crenytomue CTpoKH coaepkar puzndeckue

anapeca I/IHCTPYKHI/Iﬁ 3alluCu JaHHBIX B (bafm, 3allMChIBACMbIC JaHHbBIC U 3HAYCHUC MCTKH.
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6. COOBLLEHUAOINEPATOPY

[Ipenynpexaenue 06 yaaneHUN NpoekTa (puc. 57) MOSBISETCS MPU HAKATUU KHOMKHU «Y TAIHUTh
MPOEKT» Ha CTpaHUWIle Mpoekta. Jlns yhaneHuss NpoeKTa HEOOXOoIMMO Haxarh KHONKY «Jla». B

IIPOTUBHOM CIIy4ae cleyeT HaxaTb KHONKY «Her».

& Noateepaute yaanexue

[aHHble npoekTa OyayT G6e3B03EPATHO YHUHTOMEHLI! Bl yBEpEHbI?

-

Pucynox 57 — IloaTBepKaeHue y1aaeHus IPOEKTa

[Ipenynpexaerne 00 yaaleHUU TOIB30BaTeNs (puc. 5S8) TOSBISIETCS MPU HAKATHU KHOIKHU
«Y 1anuTh» HAMpPOTHUB TOJb30BaTeNs B pazzaene «llomb3oBaTenn» Ha BKIAAKE «AIMUHUCTPUPOBAHUEY.
s ynaneHus moJjib3oBaTeNsi HEOOXOAMMO HaXkKaTh KHOTIKY «/Jla». B mpoTuBHOM citydae cieayeT HakaTh

KHONKY «Her».

& NoareepauTe yaanexHve

YOANWTL NONb30BaTens "Onepatop”?

q -

Pucynok 58 — IloaTBepxaeHne ynaaeHus oJIb30BaTeNs

[Mpenynpexacane 00 yaaneHun Tpynibl (puc. 59), MOSBISETCS MPU HAXKATHN KHOIKH «Y JTAJTATH)
HanmpoTUB Tpynnel B pazaene «['pynmbl monb3oBaTenel» Ha BKIAAKe «AIMUHUCTpUpOBaHue». [ns
yAaneHus] TPYIIBI MOJIb30BaTelel HeoOX0IMMO Ha)KaTh KHOMKY «/la». B mpoTuBHOM ciyuae cremyer

HaxaTb KHOIIKY «Her».
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& NoarsepauTe ynanexnue

YOANWTk rpynny "Hoeaa rpynna”?

-

Pucynok 59 — IloarBep:kieHue yaaneHus rpymnimbl NoJb30BaTeNnen

[Ipenynpexnenne o0 yaanenun posnu (puc. 60) MOSBISETCS NMPU HAXKATHU KHOIKH «Y TaJTUTh
HaIlPOTUB POJIM B pazlieie «YIpaBJICHHE POISIMU» Ha BKIAJKe «AJIMHHUCTpUpoBaHue». g ynaneHus

HE00XO0IMMO HaXkaTh KHONIKY «Jla». B mpoTuBHOM ciydae ciemyeT Haxath KHONIKY «HeT».

& Noateepaute yaanexue

YanuTe pone "Co30aHHe NpoekToB"?

-

Pucynok 60 — IloarBepxkneHue yaneHus poiau

[penynpexxaenne o6 ynanenuu mabnoHa CYB (puc. 61) mosiBisercss mpu HaKaTHUW KHOTIKH
«Ynamuth»  HampoTuB mabnona B pazgene  «llla6momsr komann CYB» Ha  BKiamke
«AnmunuctpupoBanue». Jns ynanenuss mabiona CYB HeoOxoammo HaxaTh KHONKY «/la». B

IMPOTHBHOM CJIy4dac CJICAYCT HaKaTb KHOIIKY «Het».

& MNoaTeepauTe yaanexHue

YIANUTL WabnoH?

- 3

Pucynok 61 — IloaTeepxkaenue ynanenus madiaona CYB




74
ATIJZIT.00101-01 34

CooOuienre 0 BBIKIIIOUEHUH cepBepa (puc. 62) TMOsABIAETCS NpPU HAXKATUM HA KHOIKY
«BBIKITIOUNTH cepBep» Ha BKIAAKE «AIMUHUCTPUPOBAHUE» B pazneie «YmnpasieHue cepepom». OKHO ¢

COO6H.[€HI/ICM 3aKpOCTCA aBTOMATUYCCKHU.

© BuiknioyHne

CepBep BLIKNINUTCA YEpPes napy CekyHL

Pucynok 62 — Coo01iieHre 0 BBIKJIFOUEHUH cepBepa
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7. UCP SLUEJIOHUYM

7.1. IloaroroBka nmpoexkTa

ITocne ananuza IMIPOCKTA IIOJIb30BATCIIIO 6yz[eT AOCTYIIHA KHOIIKA CKaYUBAHUS apXWBa IIPOCKTA IJIsd

pocMoTpa B «JuenoHuym» (puc. PucyHok 63).

WHpopmaums o npoekTe "Test1"

Bnageney: admin
YpPOBeHKE KOHTRONA: 2
Craryc: CTaTM4ECKMA aHann3 3aBepLUeH

Pucynok 63 — KHomnka ckauyuBaHUs apXuBa MPOEKTa

PacniakoBaB apXuB, ClIeyeT NMEPEUTH B AUPEKTOPHUIO «SIC» MPOEKTA M 3aMyCTHTh CKPUNT run.sh
(run.bat). OH 3amyCTUT cepBep JIA CBSI3U C OTYETAMH M TiepeMecTHT compile commands.json B
KOPHEBYIO TUPEKTOPHIO MIPOEKTA, €CIIU B 3TOM €CTh Heo0XxoaumMocTh (puc. PucyHok 64).

anshin@anshin-Vostro-5370:-% cd /home/anshin/3ar
anshin@anshin-Vostro-5370:
[INFO] MpoBepaw NpaBMNbHOCTL 3afaHua adr

NFO]

INFO] Hauat 32
INFO] za
Hasmun C

[
[
[
[
[

Pucynok 64 — 3amyck run.sh

[locne »TOro mpM HaKaTUM HA CCBUIKM B OTYeTax «DIIETOHUYM» OylIeT OTKpbIBAaTh

COOTBETCTBYIOIIUH (haiiil B MPOEKTE U CTABUTh Kypcop Ha HY X HYIO CTpOKY (puc. PucyHok 65).



nanohttpd - Ctatn % OTYéT o BbISBNEH! X+

& ¢ o © D localhost = o) Gy ¥

nanohttpd: oTuér o X NpOr IX

Mero ananusa | Kareropus  Tun medbexta (CWE) | Cranye n Kowmererapuit

Oparment kosa

Merog ananusa: appchecker
KaTeropu; BpemA 1 cocTortine

T fetberTa: HexoppeiTHOS orfjaHNyete nyTi K AvpexTopA.
Craryc geera:

InN@D e &

lporpanioe ofecreerire nenonkayer shewri 5893 A1A CO3AaHAR NYTeH, OTOPSIE MPEgAaSkaEHS 18 WACHTHENNLYIN oD 1 KaTaMoros, WecTanononcne
o

KOTOPLIX OTPHHUEHO

NO3BONAIOT BLIXOMHTL N0 flepesy e e

nanchttpd/core/src/test/java/org/nanohttpd/jun /Mtp/:auar pDi
" String tnpdir = Syiten.gethropertyliava. 1o tmpdir"

dstTest. java:

56 Assert.assertEquals(tempFileBackRef.getParentFile(), new File(tmpdir));

MeToq ananisa: appchecker
Kateropus: flechextsl API

Craryc getera:
e

He npoepaeT 3HaUEHHE METOZa WV CYHILIAW, KOTODLIE MOTYT GuiT

IMBOT! B UNEHW, KOTODLIE

r
COCTORHHH K yCrioBHil.
nanohttpd/core/src/test/java/
59 tempFileBackRef.delete();

httpd/junit/p /http/JavaloTempDirExistTest. java:

Merog ananusa: appchecker
Kateropu: Aecpextsl API

Craryc geera:
Hosoe

n He nposepAeT
COCTORHM ¥ yenoBuit
nanuhnpd/cnre/sr:/tes\/]ava/nrg/nanuhtlpd/]un)t/protu:ols/h(tp/JawaIDTemlerEx)stTes( java:
B0 newDir.delet

SHaveHIte METOZa WV CyHKLYAW, KOTOpEIE MOTYT GbiTs

Merop ananusa: appchecker

KaTeropus: Bpews u cocToskine

Tun gecperta:

Craryc getperra:
3

obrexra

xony

e Ty (e B D) A ) B T e T e T e i A G DT 7S Gymyr

HaNEHHol U YARTEHe| BBbIBIOLIEH QyHI
nanohttpd, </main/j g
97 private byte[] payload;

httpd/p: WebSocketFrame. java:

return this.payload

MeToq ananisa: appchecker
KaTeropys: Bpews u coctossine
Tun etpera:

3w

obrexra

xopy

/\OH AK-BC 3 © AQ "HMO "Swenox™ hitp:

fenpo.ru

Texxnueckas nogaepwka: support.akvs@cnpo.ru
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®aiin  Mpaska
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174
175
176
177
178

I masterr O

® JavalOTempDirExistTest java

@oA0

BbigeneHne Bug  Mepexod  BbiNOAHWTE WebSocketFrame java - src-... — o X

©w o

® websocketFramejava X

nanohttpd > websocket » src > main > java > org > nanohttpd > protocols > websockets > @ webSocketFrame java

throw new WebSocketException(CloseCode.MessageTooBig, "Max frame leng

+

this. payloadLength = (int) _payloadLength;
byte[] payload = new byte[this. payloadlLength];
int offset = 0;

for (WebSocketFrame inter : fragments) {
System.arraycopy(inter.getBinaryPayload(),
offset += inter.getBinaryPayload().length;

0, payload, offset, inter.

+
setBinaryPayload(payload);
}

public WebSocketFrame(WebSocketFrame clone) {
setOpCode(clone.getOpCode());
setFin(clone.isFin());
setBinaryPayload(clone.getBinaryPayload());
setMaskingKey(clone.getMaskingKey());

}

public byte[] getBinaryPayload() {
| return this.payload;|
¥

public byte[] getMaskingKey() {
return this.maskingKey;
}

public OpCode getOpCode() {
return this.opCode;

}

public String getTextPayload() {
if (this. payloadString == null) {
try {
this. payloadString = binary2Text(getBinaryPayload());
} catch (CharacterCodingException e} {
throw new RuntimeException("Undetected CharacterCodingException”,

}

Crpoka 159, conben 29 Mpobenos:4 UTF-8  LF Java

g 0Q

Pucynok 65 — OTkpeITHE IPU HAXKATUH

Jlumaue  aiinbr

MOXXHO 3aKpbITh, HaXaB Ha KPECT Ha BKIAAKE HWIIM HCIIOJIB30BaB TOPAYHE

kiagumy (Ctrl + W). ITo sxenaHnio MOXHO 3amycTuTh run.sh cpasy B «OILIENTOHUYM», BbI3BaB TEPMHUHAI

(Ctrl + Shift + ~ (Tunpga)). Ilpu >ToM TepMUHAIOB MOXKET OBITH HECKOJNBKO (puc. PucyHok 66).

J100aBISIOTCS OHU TOM e KOMOWHAITUEH HITH KHOITIKOM «.

NPOBMEMBI {1 BbIBOL TEPMHWHAN KOHCOJIb OTNALKM

anshin@anshin-Vostro-5370:~/repos/test/javatests []

3: bash ™
1:bash
2:bash
3: bash

BeibpaTe 060104KY N0 YMOMYaHUID

Pucynok 66 — Bribop TepmuHana

7.2. PadoTa ¢ HCXOAHUKAMH

Hus mpoexktoB Java u C/C++ pacmmmpeHbl BO3MOXHOCTH pa0OThI C HUCXOAHBIM KOJIOM.

JIOTMOJTHUTETLHO BBEACHBI:

- OoJpLIMiT OXBAT MEPEXOA0B OT UCIIOJIb30BAHUN (DYHKIIUHN U KIIACCOB K UX ONPEICIICHUSIM;

- aBTOAOIIOJTHCHHUC,

- TMOJACBETKA MPEAYNPEKISHUN U OMHOO0K;

- aBTOMMIIOPT;
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- pedakTopuHT;
- (QopmatupoBaHue.
Pacmmpenust npuaepKuBaroTCs OOMIMX TOPSYUX KIABUII ¢ «DIIEIOHUYyM», a uMeHHO F12 umm
Ctrl + kK MbImm 1715 TIepexoja K omnpeaeneHuto, Enter mis aBromononnenus, Ctrl+ . mms BeiGopa

nevictBus (ummopT u pedakropunr), Ctrl + Shift + [ ays popmatupoanus
7.2.1. Ilopnep:xkka Java

[Honnepxxka Java Tpebyer ycraHoBku Java Bepcuu 8 u BbllIe. J[ns akTUBaLMU MOAJEPKKHU Java
HY>XHO OTKPBIThH .java (pailyl U COrIacuThCs MCTOIB30BaTh pacIIupeHue Mmoauepxkku (puc. PucyHok 67).
[Tpru3HakoM HeyCTaHOBIIEHHOM WM HeHalieHHo! Java Oynet coobmenue: «The "path" argument must be

of type string. Received type object.».

The workspace contains Java projects, would you like to for X

import them?

McTouHmk: Language Support For Java(TM) by...

Pucynox 67 — IlpenyoxxeHue BKIIOUCHHS TOAACPIKKU

[Iporpecc 3amycka MOXXHO YBUJIETh, €CIM HakaThb Ha 3HaK «3arpy3ka» uinu «llamen BBepx» B

IIPaBOM HUKHEM yTiy. (puc. PucyHok 68).

PROBLEMS (@ OUTPUT  DEBUG CONSOLE  TERMINAL 1:Task-JavaBuildSta ~  + [ @ ~ x

7c¢71205f Importing root project [Done]

b77aabca Refreshing Maven model [Done]

349clc8c Repository registry initialization [Done]
96847c24 Updating indexes [Done]

3217db59 Building [Done]

97a3a864 Register Watchers [Done]

Pucynok 68—3amnyck muarusa uist Java

[Mocne 3amycka B mpoekTe 3apaboTaeT MOJCBETKAa CHHTAKCHCA U OMIMOOK, ITOKa3 ONpeIeICHHI U

nepexoj] K HUM, aBTOAOIOTHEeHHE, aHau3 ¢aiinos coopmukoB Maven(puc. Pucyrok 69).
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src> @ Ajava ) ...
1 1uport java.lo.File;
import java.util.Arrays;

ic class B {
public static String[] t;
public static final String x = System.getProperty("java.io.tmpdir");

2

3

4 public class A e
5 public stat

6 System.

7 }

5 }

9 static Stri B

10 return B.t;
11 }

12}
13

MPOBAEMbl ()  BLIBOA  TEPMWHAN  KOHCOJ/b OT/ALKH 2:3apaua—JavaBuild v+ [0 @ ~ X

6849bd06 Validate documents [Done]

eeB79706 Publish Diagnostics [Done]
9ededfef Building [Done]

533e2582 Building [Done]

S5cfdca90 Building [Done]

9a74e776 Building [Done]

31b6c8fd Validate documents [Done]

d6acd2be Publish Diagnostics [Done]
b9ec97ea Building [Done]

3153832e Building [Done]

ac5acd62 Validate documents [Done]

9247687d Building [Done]

Pucynok 69 — [IpoeKT ¢ akTUBUPOBAHHBIM PACHIMPEHUEM

Ilepeiitu k ompenenenuto MoxHo, HaxkaB F12 wnu Ctrl + xiauk mpeimu. Ecnu onpenenenue He

JIOCTYITHO B BUJIE HCXOIHUKOB, TO OYJET UCIIOJIb30BaH qu3accemonep (puc. Pucynok 70).

1 |// Failed to get sources. Instead, stub sources have been generated by the disassembler.

2 // Implementation of methods is unavailable.

3  package java.lang;

4 public final class String implements java.io.Serializable, java.lang.Comparable, java.lang.CharSegquence {

Pucynok 70 — Pe3ynbTat paboTsl au3accembiepa

7.2.2. Illopnepxka C/C++

JIOTIOTHUTENBHBIA aHaJIM3 KoJa MNPOBOAMTCA Ha ocHoBe clangd compiler. [lns mpaBuiibHOM
paboThl pacmMpeHHOro (PYHKIMOHANIA B KOPHE MPOEKTa JOJKEH HaXOAWThes compile commands.json,
KOTOpLIﬁ CKaUUBACTCA BMCCTC C apXHBOM IIPOCKTAa M MNEPEMEMIACTCA B HYXHOC MECTO BO BpPEMA

BbINOJIHEeHU run.sh unu run.bat (puc. Pucynox 71).
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NPOBOIHMK compile_commands.json X L= I 1
/ OTKPBITBIE PELAKTOPbI compile_commands json >
X {} compile_commands.json 10
+ cwiTHAsM hmovae 2 {
BIEe: 3 "directory": "/home/anshin/3arpysku/cwithasm-data/cwithasm/prj/tmp/clang_anlyze",
4 "command": "clang -w -w -ferror-limit=0 -D_AKVS2_ANALYSE -nostdinc -nostdinc++
> P -D_ builtin ms_va_list\"_builtin va list\" -D_ builtin ms_va start\" builtin va start\"
oste -D__builtin_ms_va_end\"__builtin_va_end\" -I/home/anshin/3arpysku/cwithasm-data/cwithasm/prj/config/
~ home / anshin / repos / test / cwithassembler sysinclude -D__has_include__ (name)\"__has_include(name)\" -D__has_include_next__ (name)
€ main.cpp \"__has_include_next(name)\"
22 run.bat

-U__GXX_EXPERIMENTAL_CXX0X__ -I/home/anshin/3arpysku/cwithasm-data/
cwithasm/prj/config/sysinclude/usr/include/x86_64-linux-gnu -D_ DBL_MIN EXP_ \"(-1021)\"
B runsh

-D__FLT32X_MAX_EXP__\"1024\" -D__cpp_attributes\"260809\" -D_ UINT_LEAST16_MAX_ \"@xffff\"
-D__ATOMIC_ACQUIRE\"2\" -D_ FLTI28 MAX 16 EXP_ \"4932\" -D_ FLT MIN \"1.
17549435082228750796873653722224568e-38F\" -D_ GCC_IEC 559 COMPLEX\"2\"
-D__cpp_aggregate_nsdmi\"201304\" -D__ UINT LEAST8 TYPE_\"unsigned char\" -D_ SIZEOF FLOAT80_ \"16\"
-D__INTMAX C(c)\"c ## L\" -D_ CHAR BIT \"8\" -D_ UINT8 MAX_ \"Oxff\" -D_ WINT MAX_ \"@xffffffffu\"

-D__FLT32_MIN_EXP_ \"(-125)\" -D_ cpp_static_assert\"260416\" -D_ ORDER_LITTLE_ENDIAN_ \"1234\"
-D__SIZE MAX_\"OxFFFFFfffFFffFfIfUL\" -D_ WCHAR MAX_ \"Ox7fffffff\"

-D  GCC HAVE SYNC COMPARE AND SWAP 1\"I1\" -D GCC HAVE SYNC COMPARE AND SWAP 2\"I1\"

compile_commands.json

Pucynox 71 — IIpumep compile commands.json B mpoekTe

[lo awmamormm c Java, pacimupeHue TMOAJEPKUBAET TMEPEXOJIbl K ONpEeAeNeHUsIM |

ABTOJIOTIOJTHEHHMSI, aHAIM3 KOJ1a, HO TaKXke J100aBIseT noaaepxky include.

OyHKIMKM pedakTopuHra BKIIOYAIOT B ceds ynmyuiieHHoe nepenMeHoBanue (F2), Bo3MOXHOCTD

ABTOOTIPE/ICTICHUS auto, M3BJICYCHHUS CIOKHBIX BBIPAKEHHUH B IepeMeHHbIe i (GyHKImu (puc. PucyHnok
72).

bﬂﬂ-LS:C:: 'a' ||c== Icl
EI,QJ - cout Extract subexpression to variable

PucyHok 72 — H3BrieueHue BbIpa)KEHUN

Z[J'ISI NIOMCKa HOOIIOJIHUTCIBHO BBCACHA BO3MOKHOCTH OTKPBITUA PE3YJbTATOB B PCHAAKTOPC. Z[J'DI

ATOr0 CHayala HaJlo OCYHIECTBUTH OObIUHBIM Tomck ¢ momomsio Ctrl + Shift + F, a 3atem Haxartb

«OTKpBITh B peaktope» (puc. Pucynok 73).



80
ATIJZIT.00101-01 34

nomck O =NnNa C gthr-defaul. 2 Nouek: __gthrw X O 0
> _gthrw Aa Bl g |_gthrv] Aa Bl =
PesynbTaTos: 113 B 1 daiine - OTKpbITh B pefakTope
v C gthr-default.h prj/config/sysinclude/usr/includs
#ifndef __gthrw_pragma prj/config/sysinclude/usr/include/x86_64-Llinux-gnu/c++/7/bits/gthr-default.h:
# define | gthrw_pragma(pragma) 86: # ifndef _ gthrw pragma
# define | gthrw2(name,name2,type) \ 87: # define _ gthrw pragma(pragma)
R ©ragmafweak type) 89: # define _ gthrw2(name,name2,type) \
91: _ gthrw pragma(weak type)

#define L_gtrW_(name) _gthrw_#3# name 92: # define _ gthrw (name) _ gthrw_ ## name

PEEE_CHRE) LS 94: # define _ gthrw2(name,name2,type)

# define |_gthrw2(name,name2,type) 95: # define _ gthrw_(name) name
# define |_gthrw_(name) name 98: /* Typically, _ gthrw foo is a weak reference to symbol foo. #*/
/* Typically, [ /gthrW,_foo is a weak reference to symbol Foo. */ 99: #define  gthrw(name) _ gthrw2(__gthrw_## name,name,name)

101: _ gthrw(pthread_once)
102:  gthrw(pthread_getspecific)
103: _ gthrw(pthread_setspecific)

#define __gthrw(name) _ gthrw2(__gthrw_## name,name,name)

#define __gthrw(name) __gthrwz(__gthrw_ ## name,name,name)

define __gthrw(name) _ gthrw2(__gthrw_2## name,name,name) 105: _ gthru(pthread create)
__gthrw(pthread_once) 106: :gthrw(pthread:jnin)
__athrw(pthread_getspecific) 107: _ gthrw(pthread_equal)
__athrw(pthread_setspecific) 108: _ gthrw(pthread_self)
gthrWi(pthread_create) 109: _ gthrw(pthread_detach)

111:  gthrw(pthread_cancel)
113: _ gthrw(sched_yield)
115: _ gthrw(pthread_mutex_lock)

__gthrw(pthread_join)
[ gthmw(pthread_equal)

SRR (pthread self) 116: _ gthrw(pthread_mutex_trylock)
[ gthrw(pthread_detach) 118: _ gthrw(pthread_mutex_timedlock)
__gthrw(pthread_cancel) 120: _ gthrw(pthread_mutex_unlock)

1 gthmw(sched_vield) 121: _ gthrw(pthread_mutex_init)

gEhR(pthread_mutex lock) 122: _ gthrw(pthread_mutex_destroy)

[ gthrw(pthread_mutex_trylock)

124: _ gth rw(pthread:cnndilnit)
125: _ gthrw(pthread_cond_broadcast)

__gthrw(pthread_mutex_timedlock) 126: _ gthrw(pthread_cond_signal)
__gthrw(pthread_mutex_unlock) 127:  gthrw(pthread cond wait)
gthrw(pthread_mutex_init) 128: _ gthrw(pthread_cond_timedwait)
__gthrw(pthread_mutex_destroy) 129: _ gthrw(pthread_cond_destroy)

GERRu(pthread cond init) 131:  gthrw(pthread_key create)

= o 132: _ gthrw(pthread_key delete)
thrw(pthread_cond_broadcast] | - - L

ME(pthread_cond_broa l(a“ 133:  gthrw(pthread_mutexattr_init)

__gthrw(pthread_cond_signal) 134: _ gthrw(pthread mutexattr_settype)

ISR (pthread cond wait) 135:  gthrw(pthread mutexattr destroy)

Pucynox 73 — Pe3ynbTaThl MOUCKA B PEAAKTOPE

7.3. UuTtepdeiic

[To yMOI4aHWIO TOCTABICH S3BIKOBOM MaKET Ui PYCCKOTO sI3bIKa M CBETJIas TeMa, HO IO
JKEJIAHUIO0 ITO MOXXHO M3MEHHThH, BhI3BaB HcnonHeHue komannel (Ctrl + Shift + P) «Hactpoiika si3pika

untepgeiica» u «Ilapamerpsl: L[BeToBas Temar.

7.4. Ilnarun «Echelonium-server»
[Inarun sBNsSETCS ANbTEPHATHBON BeO-UHTEpdeEiica C TOMOIHUTEIHLHBIMI BO3MOKHOCTSIMH.
7.4.1. YcTaHOBKA U NePBbIA 3alIyCK

[Ipn 3amycke WHCTaNIATOpa KIMEHTa BMECTE C OIIEJIOHUYMOM YCTaHABIMBAETCS IIJIaTWH
Echelonium-server.

IIpu ycnemHoW ycCTaHOBKE TMpH 3amycke OyAeT BBIBEACHO COOOILIEHHE O crocobe
uHpopMHUpOBaHUs nojb3oBarens (puc. Pucynok 74). Ecnm Haxars KHONKY «OTKpBITB», TO OTKPOETCS
KOHCOJIb TUIaTMHA, TA€ OyJeT BBIBOAMTHCS OOJBIIMHCTBO WH(POPMALMOHHBIX COooOmeHui. YToOsI

YBCAOMIICHUE HE OTKPBIBAJIOCH ITPU KAXKIOM 3aIlyCKE, MOKHO HaXXaTb «bonplre He MOKa3LIBATEHY).
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Ana 6onee koMpopTHOM paboTkl COOBLLEHWA CEPBUCOB f3 X

JwenoHWyma 6yayT BEbIBOAUTECA B KOHCONMW
WMetouHuk: Echelonium... Bonklle He NnokasbiBaTk

Pucynok 74 — YBenomiieHHe Npu 3a1mycKe

HacTtpouTs manky 3arpy3ku u aapec cepBepa MOKHO BbI3BaB mapamerpsl (Ctrl + , ) u HauaB
BBOJIUTH B Moucke «echelonium» win HaxaB «KoHdurypanus workspacey Ha TTaBHOW CTpaHUIIE MTOCITE
aBTopu3anuu (puc. Pucynok 75). Takxke nepexo/ K BKJIaJIKe HACTPOEK BO3MOXEH Ha)kKaTHEM Ha 3HAUYOK
HiecTepEHKU Ha (hopMe aBTOPU3ALIUH.

Napamempei X O O
echelon HaiigeHo napameTpos: 3 =

MNonb3oBaTtens

w PacwmpeHwns (3) .
Echelonium: Base Url

Echelonium Ce... (3)
BriGepuTe cepeep 4N NOAKMOUEHWUA

http:/flocalhost:11000

Echelonium: Download Dir
Nanka ana 3arpysok (WD - pabodyas gupekTopusa)

WD/downloads

Echelonium: Show Output Info Message
/| MNokaskiBaTk cooblieHWe O BIBOAE B KOHCONL NPU BXO/E

Pucynox 75 — HacTtpoiiku miaruaa

Ilocne mepBoHa4yambHON HACTPOMKHM MOXHO aBTOPU30BAThCs, BbI3BAaB Habop komanzawl (Ctrl +
Shift + P) u BBens xomanay «Ilanens cepBepay, mocie 4ero oTkpoercs: opma Jjis BBOJA JIOTHHA U
napoiisi. JTa ke MaHellb OyJIeT OTKPBIBAThCS TPHU 3aIllyCKe, €CIM He OBLIM OTKPBITH Apyrue (ailiibl.

ABTOPH30BaHHBIN MOJIH30BATENh TIOMAIET HA JJOMAIITHIOKO CTpaHuIly (puc. Pucynox 76).
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BoljeneHne Bup  Mepexos BbINOAHWTE  TepMUH: Cnpaska Juwe Cepeep - echelonium-extension - Echeloniu o X

SuwenoH Cepeep X o

admin
AppChecker i AKVS NOC
Nuuenana N2 15150

Co3paTs NPoeKT ANA aHanM3a HacTpoHkH MeTpuku nons3oBarens
HoBbiit npoexT Komdurypauwa workspace
MHCTpYMENTHI AnA aHanN3a CmemuTs napons HeobpaboTaHHble HEAOCTATKM NO NPOEKTM

e Lt -II Ul _
MocneaHue NPoeKTbI YcTpaHeHHble HeAoCTaTKM No NPOeKTam
rea
- He 0BHapyxeHo B NoCNeAHNX NPOeKkTax
Bce npoexTe!.

YA3BMMOCTH NO A3bIKam nporpaMmmMmpoBaHna

Momows java l z 10 2 2 - 4 18 3

DAIIMHI-TECTHPOBBNME

ona

Pucynok 76 — [1anens cepBepa

I[J'ISI MHOTHUX 3JICMCHTOB HHTGp(l)CfIC& CCTh TOpsAYHC KIIABUIIH, Y3HATH KOTOPBIC MOKHO, HaBCIA

MBIIIIb Ha 37IeMeHT (puc. Pucynok 77).

HacTrponku

CMeHnTs napons ks

BbIATH

Pucynok 77 — [loackaska ropsiaeit KJiaBuIIm

7.4.2. AHaJIN3 NPOEKTAa

[Tocne co3manHus MpoeKTa cTpaHMla MpoeKTa. s MOAroTOBKH M 3alycKa aHajan3a HeoOXOJUMO
Ha)kaThb Ha KHOMKY «CTaTtudeckuil» B paszzene 3amycka aHanusa. [locne yero otkpoercs dopma 3arpy3ku
ucxonHuKoB (puc. Pucynok 78). Ha mepBoil cTpaHuiie Hy>XHO 3arpy3uThb apXuUB C HCXOJHBIM KOJIOM,
Ha)KaB U BHIOPAB apXUB WIH MEPETAINB €ro B 00JacTh 3arpy3ku apxusa. Eciu B DmienoHnyMe OTKphITa
JUPEKTOpHsI IPOEKTa, TO MNpPU HaXaTUM «ApxXuUBUpOBaTh M 3arpy3utb Workspace» ero 3arpyska

HpOHSOﬁZ{GT ABTOMAaTHUYCCKHU.
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s moAroTroBku apxuBa ¢ KoHburypauuei i npoektoB Ha C/C++ MOXKHO BOCIHOJIB30BaThCS
KHOMKOH «3amyctuTh cppconf linux.py» u ganee ciaefoBaTh HHCTPYKLUH.

JIJist MOATOTOBKM apXWBa JUIsS aHAIHM3a JavaMOKHO UCTIONB30BaTh KHOMKY «3ammyCTHTh akvs jamy.

3arpyska npoekra
3arpyska HacTtpoiku Boibop
NpoekTa aHanusa -_— aHaNIM3MpyeMbIX
A3bIKOB
WMcnonesyiTe (Z+ €)W (Z +-> ) ANA BBICTPOM HaBWraLMmM

‘ I Heo6xoanMo 3arpy3nTb apxne

REITA T N o (&I 3anycTuTe cppconf_linux
PaboTtaeTe c Java? EERIA I SNEN)
[ CHER YT BT bl ADXMBUPOBATH W 3arpy3uTh \Workspace

ECTb apxmB C MCXOAHMKAMK?

HaxmuTe unn nepetawmte ana ebibopa panna

LS

Pucynok 78 — OkHO 3arpy3Ku UCXOJHHUKOB B IIPOEKT

Ilocne 3arpy3ku MCXOIHMKOB U BBICTABJICHHMH HACTPOCK aHalW3a Ha mocienHei ¢opme Oyxaer
kHomka «HauaTte aHamms».
Jloru pabotsl HaxonsATcs BO Bkiaake «KypHam». [Ipu OTKpBITHH XypHajla MOKHO OTKIIIOYHTH

MEPEMOTKY M IEPEHOC CTPOK KHOIKAMH B MPABOM BepxHeM yriny (puc. Pucynok 79).
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4 dann lNpaeka --- JwenoH Cepeep -... — O X
SwenoH Cepeep X (1
< M > = v
g e e T —

.Jdata/projects/proj/src/nanohttpd/nanolets/src/test/java/org/nanchtkp
d/junit/router/TestNanolets.java File 75/87 (75)

Skipping initially UTF-8 File:
.Jdata/projects/proj/src/nanohttpd/nanolets/srcftest/java/org/nanohtkp
d/junit/router/AppNanolets.java File 76/87 (76)

Skipping initially UTF-8 File:
.jdata/projects/proj/src/manohkttpd/nanolets/src/main/java/org/nanohtkp
d/router/RouterNanoHTTPD.java File 77/87 (77)

Skipping initially UTF-8 File:

Pl b= Fr e b e | —— . A E—— | - R | .
fdata/oroiects/nraifasrc/nanohtrnd/wehserver/srec/testfiavalora/nanahtt

Pucynok 79 — XKypnan ananuza

[Tocne paboThI cTaTUYECKOTO aHayM3a MOsABATCS BKIaAku «Paborta ¢ medexramm», «OTIETHI» H
CTaHeT JOCTyNHAa KHomka «J/luHamuueckwit» (aHamu3), eciau OblT ycraHoBieH ¢uar «l[loaroroBuTh
naTaukn». [locne 3aBepiieHus] aHAM3a K CMUCKY HaWJICHHBIX AEPEKTOB MOXKHO MEPEHTH W3 TaOIHUYKU

uHpopmanuu o npoekre (puc. Pucynox 80) nnm u3 Bkiaagku «OTIETHD.

Bnapenew: admin

YpoBeHb KOHTpOAA: 2

Coapan: 15.09.2021, 22:14:27

CraTtyc: CTaTU4YeCKWiA aHanus 3aseplueH

Konu4yecTBo HEAOCTATKOB: 286 (+232) OTKpbLIThL

Pucynok 80 — MHpopmarus o mpoexTe, KHOMKa OTKPHITHS CIHCKa 1e(EeKTOB

[Ipu Ha>xaTUX HA Yy OTKPHIBAETCS MEHIO IMOMCKA MO3BOJISIONIECE TPYNIUPOBATh U (QUIBTPOBATH
otoOpaxaemble nedektbl. Ecin aHanm3 mnpoBOAMIICS HECKOJBKO pa3, TO B MEHIO IIOHMCKAa TaKXke

MOABJIAKOTCA IMTYHKTBI «BLI6paTL 3aIlyCK» U ((CpaBHI/ITL C» I CPaBHCHUA HCCKOJIBKUX 3aIllyCKOB MCIKIY

co0oii (puc. Pucynok 81).
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& ®aiin MNpaBka BblgeneHde Bup Mepexon BbINOAHWMTE  TepMuHan Cnpaeka SwenoH Cepeep - nano1 - Echelonium = O X
3wenoH Ceppep X M
< & > p7zip ®0 = o
Bbl6paTs 3anyck
A

05.10.2021, 23:21:51 - 05.10.2021, 23:33:30 (cTar)

CpaBHUTbL €

29.09.2021, 01:31:08 - 29.09.2021, 01:42:06 (cTaT.)

Tvnam nedexTos | ®Dainam | He rpynnuposaTtb |

CWE-416: Mcnonb30eaHne nocne ocBoGOMAEHUS . ©

rpynn1poBsate no

Tun gedekTa

Kateropus
OcTanunce Hosble PeLueHb!

> home/echelon/ci_monitors/cpp/lin/p7zip/p7zip-16.02+dfsg/CPP/7zip/Archive/Zip/ZipAddCommon.cpp (1)

~ home/echelon/ci_monitors/cpp/lin/p7zip/p7zip-16.02+dfsg/CPP/7zip/Archive/LzmaHandler.cpp (3)
— Xew: 9076856b9bb7f9022011e5F16ceb7779 0.1
_ WMenonb3oBaHKe nocne oceoboxaeHna .
— Xeuw: e4df6c61d9c5627239e7cf6d2bbav4as 0.1
_ WMcnons3oBaHue nocne (}CBQGD)K,E[EHMH :

_ Xeur: Fa5d24bf7849104cf62ffc5b3a010e26 0.1
WMenonb3oBaHKe nocne oceoboxaeHna .

Pucynok 81 — I'pynmupoBka, puisTpaiins U CpaBHEHHE Pe3yIbTaTOB

OKHO JMHaMUYECKOr0 aHajaM3a MOXO0KE€ HAa OKHO 3arpy3KM MCXOJHUKOB UM HACTPOMKHM IpPOEKTa
(puc.Pucynok 82). Ha nepBoii cTpaHuile MOKHO CKayaThb MCXOJHHKH CO BCTABJIEHHBIMU JaTUMKaMH, a
TaKxe caMu AaTyuku. Ha Bropoii cTpanule npeaigaraercs 3arpy3uTh HOIYYHUBIINECS JIOTH IOCHIE COOPKU
IIPOrPaMMBI C JaTYMKAMHU U €€ BBIIIOJIHEHUU.

OTueTsl IpOeKTa pa3AesieHbI 0 KaTErOpusM U MOTYT ObITh CKayaHbl C BCTABKAMHU YacTel KoJa U3

WCXOJIHUKOB MUK 0€3 Mpu Ha)KaTHHM KHOIIOK B TIPAaBOM BEpXHEM YTy BKIanku «OTdeTsl» (puc. Pucynok

83).
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) ®aiin nNpaska Buigenenve Bua  [Mepexoj BelNonHWTE TepMuHan —Cnpaska SwenoH Cepeep - nano1 - Echeloni... — O X
SwenoH Cepeep X [0

< A > proj
Mcnosib30BaHWe OATYMKOB
Mcnonb3oBaHue 3arpyska
AaTYNKOB noros
KMcnone3yiTe (Z+&)n(Z+->)ana BbICTPOI HABMIaLUMK

‘ ana AanbHelLwero aHanusa HY>KHO NOLNOXUTE A3THMKKA U MX obLABNeHuA B nporpamMmMy M 3anycTuThb ee ‘

YaTb MCXOOHWKK € gatyvkamy OGN CkayaTb MCXOOHWKK C AaT4MKaMu W NoNOKWTE B Works| pace

0O6baBNEHNA [aTYNKOB:

fA3bIK Dain Onucanue

c# _akvs_probe.cs CTaHAapTHbLIA JaTUMK

Java probejava-1.0.jar CKOMMUAWPOBAHHBIN A3TUMK

Pucynok 82 — Ctpanuna noroToBKu AMHAMUYECKOTO aHaIn3a

MocMoTpeTb 06 Y0 CBOAKY NPpoekTa (MeTpukm) # (Bes sic)
0O6beKTbI CeA3n 06beKTOB MocTpoenue guarpamm
MHbOPMaLNOHHBIX OObLEKTbI Ceazn OO no uHbopmauru MaplwpyTbl BoinonHeHna O
DyHKUWOHANbHBIE 06bekThl (byHKLMK Ceaszn @O no ynpasneHuo MapwpyTel BeinonHeHua PO ¢

M Npoueaypbl) CenAsmn GyHKLWMA 1 BETBER BETBAMM

DYHKUNOHANbHbIE 06beKTbl (BeTBM) CBA3n Ha30BbIX BNOKOB KpuTryeckue mapwpyTtol MO

Bazoeble 6noku Bnok-cxembl @O

®aiinbl NpoekTa

MoTeHuMansHbIe HeJOCTATKH JuHamuka 06LeKTOB JuHKaMuka ceaser

HegbizbiBaemeole O OTtpaboTaswure ®O (Nnpoueaypsl 1 OtpaboTaBlwmMe cBA3M mexay O

HeonpegeneHHole O dyHKUKMK) (Npouegypamm 1 GyHKLMAMM)

BblABNEHHbIe NporpaMmHble owrbkm OtpaBoTaswme PO (BeTBK) OtpaboTaBlme ceAzm mexay PO

BbIfABNEHHbIE BCTABKM KOAA OtpaboTagwue Hazosbie 6GNOKK (npoueaypamu, pyHKUMAMK K
BETBAMM)

OTpaboTaBluMe CBA3M Mexay

6a30BbIMK B10KAMM

Pucynox 83 — OTuersl
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Yrto0OBI OBLI AOCTYIICH IIPOCMOTP OTYUETOB C MMOMOIIBIO HABUTallUK OTYCTOB, IMOCJIIC CTATUYCCKOI'O
aHaJIn3a CICAYCT CKa4aTb apXUB C IPOCKTOM, HaKaB KHOIIKY CKa4UWMBAHHA B IIPABOM BCPXHCM YIJTTy MCHIO

npoekra. (puc. Pucynok 84). [locre ckaunBaHus cpazy OTKPOETCS TUPEKTOPHS MPOCKTA.

4yaTb Npo

Pucynok 84 — Knomnka ckaunBaHus TPOEKTa

Eciu ¢ momenra IOCICIHECTrO CKadYMBaHUA HE ObLI 3alMyliCH aHaJIU3, MOABUTCA YBCIOMIICHHUC C

npexynpexaeHueM o0 3ToM (puc. Pucynok 85).

He 6b110 3MEHeHWIA € NOCNeAHEro ckaunBaHWs npoekTa, §8% X
Bce paBHo ckayatb?

WcTouHuk: Echelonium-server (pacwuivpeHue)

Pucynok 85 — [Ipeaynpexaenue

Ecmu IIprU OTKPBITOM IIPOCKTC HAXATb HaA CCBUIKY B OTYCTC, TO COOTBCTCTBYIOIICC MCECTO

oTKpoeTcs B Dmienonnyme (puc. Pucynok 86).

SwenoH Cepeep - © JjavalOTempDirExistTest.java X %
< A > = Q @ !tpd > core » src > test > java > org > nanohttpd > junit > protocols » http > @ JavalOTempDirExistTest.java
42 import org.nanohttpd.protocols.http.tempfiles.DefaultTempFile;
[INCWERZZNN xew: 3F2b7F721fF50c86527cc5c443daeb68 0.4 43 import org.nanohttpd.protocols.http.tempfiles.DefaultTempFileManager;
HoBblid HeKQPDeKTHOE QrpaHH4YeHne NYTH K AWPEKTOPKHHM. 44
45 /**
Xew: F3ecd6460176F59d2157ccb4382c44a8
oo i o e 04 46  * Created by Victor Nikiforov on 10/16/15.
47 */
nanohttpd/core/src/test/java/org/nanohttpd/junit/protacols/http/JavalOTempDirExistTest java 48  public class JavalOTempDirExistTest {
59: tempFileBackRef.delete(); 49

MporpammHoe obecney e
BbITb HCNONB30BAHBI ANA

. 52 String tmpdir = System.getProperty(“java.io.tmpdir");
53 DefaultTempFileManager manager = new DefaultTempFileManager();

" 50 @Test
Echeloniu aemoe MeToaa nnn Pbie MO . . .
i e""ux:ﬂm““ﬁ“ywﬂaﬂuﬁ_ o 51 public void testJavaloTempDefault() throws Exception {

54 DefaultTempFile tempFile = (DefaultTempFile) manager.createTempFf
55 File tempFileBackRef = new File(tempFile.getName());
56 Assert.assertEquals(tempFileBackRef.getParentFile(), new File(tn
:
(CWESZSZI xeu: 2a6ebe69cd083F1bd903a03a76bect 3a 04 @ 58 // force an exception -
HoBuifi AeMoe 3 59 tempFileBackRef.delete();
60 Exception e = null;
Xew: ddb6310304682da88e27031ebc38aee2 03 61 try {
HoBwiit B 0 0f6bexTa MY KOAY ' 62 tempFile.delete();
63 } catch (Exception ex) {
NGHESTSI Xew: ddf393276791876c46baB3878b05219% 03 64 e = ex:
Hosbiid B 0 ofibexTa My KOy . = 65 } ’
Xew: 72F0470fe1c3fd329017b0eSad 115619 =@ 66 Assert.assertNothull(e);
HoBbiii Yenoena ownbok, , KOAbI COCTOAHMI g 67 manager.clear();
68 }
(CWESTOBIN xew: 250F1F81b64b7a156b773b73e64ed137 02 69
HoBbiii MCNONb30BaHME XECTKO 33AaHHBIX YYETHBIX JAHHBIX e = 70 @Test
71 public void testJavaIoTempSpecific() throws IOException {
GWEESTIN Xew: 07070e59¢370F6c41Fd050f4950de335 ; ir = M ..
Hosea BRIXOA CHCTeMHORM Mt o nexomT o6nacre 0.0 g Ii;\ak String tmpdir = System.getProperty("java.io.tmpdir");
CHWESSTI Xeuw: 6591d3802e8847F3e97 1613870262975 - 74 String tempFileName = UUID.randomUUID().toString();
o0 '2'" - 75 File newDir = new File("target", tempFileName);
mm ISERS] 2 [£2Ro1 7R Svstem.setPronertv("iava.io.tmodir". newDir.aetAhsolutePath(

Pucynok 86 — OTkpbITHE HEJOCTATKA
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B mpaBoMm s1€eBOM yTity OCTYITHBI COPTHPOBKA, (DMIIBTP MO OTYETY M CIIEKKA 32 OTKPHIBAEMBIMH
daitnamu. [Ipy BKIIOUEHHON CIEXKKU MPU OTKPHITHH (paiiina OyneT mpoMCXOAUTh (GUIbTpalMs MO MyTH
daiina. JlaHHbIl (YHKIMOHAN TaKKe IOCTYIEH, €CIH OTKPHITh «OMIMOKM MpPOEKTa» B IMPOBOJHUKE

(puc.Pucynok 87).

L) ®aiin [Mpaska BeigeneHve Bug [Mepexog BeinonHWTe TepmuHan Cnpaeka WebSocketFrame.java - proj - Echelonium = u] X
@ NPOBOAHMK @® JavalOTempDirExistTest java © WebSocketFrame.jova X t O
> OTKPBITHIE PEQAKTOPbI 1anohttpd > websocket > src > main > java > org > nanohttpd > protocols sockets > @ WebSocketFrame.jav:
> PROJ 78 frame.readPayloadInfo(in);
S CTPYKTYPA 79 f;ame.readpayload(m);
N e LRI Lixara 80 if (frame.getOpCode() == OpCode.Close) {
81 return new CloseFrame(frame);
Il - OWVEKN NPOEKTA 82 } else {
= Q ® 83 return frame;
84
[CWEST5 ) Xew: ddb6310304682da88e27031ebc38aee2 03 & 85 } }
HoBbif 6 Koay ) B
86
httpd/websocket/sr¢/main/java/org/nanohttpd/p ls/websockets/WebSock Jjava 87 public static byte[] text2Binary(String payload) throws CharacterCodingEx
95: private byte[] maskingKey; 88 return payload.getBytes(WebSocketFrame.TEXT CHARSET);
163: return this.maskingKey; 89 }
90
OTNPaBKa M3MEHAEMBIX AaHHBIX (Nepe/jada no CChISIKe, A He No ) B KauecTae el 01 private OpCode opCode;
3HAUEHNMA MOXET NPUBECTM K TOMY, 4TO 3TH faHHbIe ByayT nm
byHKumen. 92
93 private boolean fin;
2
95 private byte[] maskingKey;|
A9
97 private byte[] payload;
98
NGWESTEIN xew: ddf393276791876c46baB3878b05219 L8 R T R R S N P SO T L L
- B 0.3 1600
HoBbii ro obbexta Koay
101 private transient int _payloadLength;
[NCWESEINN xeu: f9f6498380d3b82b0Fe27d137cedff18 oo@ 192
HoBbii SFP Brop W knactep: Hesep! A WCK. 7 : 103 private transient String _payloadString;
104
105 private WebSocketFrame(OpCode opCode, boolean fin) {
106 setOpCade (opCode) ;
107 setFin(fin);
108 }
109
110 public WebSocketFrame(OpCode opCode, boolean fin, byte[] payload) {
111 this(opCode, fin, payload, null);
K € 1/1> 3 losthee, Tif; pRytBeS, )i

I master* Ctpoka 95, cronbey 31 (Beibparo 30) Mpobenos:4 UTF-8 LF Java & 0Q

Pucynox 87 — Mento ommbOO0K B MPOBOJHUKE
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Ipuaoxenue 1. Hacrpoiika cepBepa yepe3 KOHPUTYPAUUOHHBIH (Paiii
DEFAULT.INI

[Ipu HEOOXOIMMOCTH OMepaTop MOXKET H3MEeHUTh HacTpoilku cepBepa «AK-BC 3» uepes
KOHGUrypauuoHHbld Qaitn  «default.ini», pacnonoxennslii B nupektopuu «confign. Jlus 3Toro
HEO0OXO0MMO U3MEHUTh HACTPOIKHU MO YMOTYAHHUIO.

[Tpumep daitna koHUTYpaIK IPEACTABICH HIDKE.

[rest]

#host=127.0.0.1
#port=11000

[analyzer]
#javaopts=-Xmx4g

[https]

#enabled=true
#keystoreFile=/home/user/path/to/keystore/keystore.pl2
#keystorePass=password
#keystoreType=PKCS12
#tkeystoreProvider=SunJSSE
#tkeystoreAlias=tomcat
[mongo]

#login=dbuser
#password=password
#dbName=akvs3
#server=127.0.0.1
#port=27017

[options]
projectDirType=name
#maxAnalyzeTime=10000
#maxUploadChunkTime=60000
#hangUpCheckIntervalMinute=30
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1.1. OnucaHue napameTpoB panna KoHpuUrypauumm cepsepa

I'pynma mapametpoB [rest] onmuchIBaeT mapameTphl padoThl BeO-uHTEepdetica (Tadmma 1.1).

Ta6muma 1.1 — I'pynma mapameTposB [rest]

IMapametp Onucanmne 3HaveHne M0 YMOJTYAHUIO
host Anpec cepBuca 127.0.0.1
port [TopT cepBuca 11000

I'pynna mapamerpoB [analyzer] omuchiBaeT ONIMM BUPTyaJbHOW MalllMHBI Java TIpu 3amycke

aHanmzaropa (tabmuna 1.2).

Tabmuna 1.2 — I'pynna napamerpos [analyzer]

IHapamerp

Onucanue

3HavyeHMe IO YMOJTYAHHIO

javaopts

JlomnosHUTEIbHBIE TAPAMETPEI

OtcyTcTBYyeT

['pynma mapameTpoB [https] ommceiBaeT HacTpoiiku https-mporokosna (Tabmuma 1.3).

Tabmuna 1.3 — I'pynna napamerpos [https]

ITapamerp Onucanue 3HauyeHHe MO0 YMOJIYAHUIO
enabled JlononHuTENbHBIE TApAMETPhI false
keystoreFile AOGCOMIOTHBIN yTh K (ailmy-Kirody OtcyTtcTBYyeT
keystorePass [Taponb OtcyTCTBYET
keystoreType Tun daitna-kiroga OtcyTcTBYyeT
keystoreProvider HaumeHoBanue npoBaiinepa OTtcyTcTBYET
keystoreAlias Anmac cepBepa OTtcyTcTBYET

['pynma nmapameTpoB [mongo| omMChIBaET HACTPONKHU TOCTYIA K 0a3e maHHbIX (Tadnuma 1.4).

Ta6muma 1.4 — Onucanue napamMeTpoB HACTPOUKH JOCTyIa K 0a3e JaHHBIX

ITapamerp Onucanue 3HayeHMe MO0 YMOJIYAHHUIO
Jlorun. Ecnu naHHBIN apaMeTp
login OTCYTCTBYET, TO aBTOPU3aLUs HE OtcyrcTBYeT
UCIIOJIb3YeTCs
password [Tapons OtcyTtcTBYeT
dbName HNmsa 6a3sl maHHBIX akvs3
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IMapameTp Onucanue 3Ha4yeHHe 10 YMOJTYAHUIO
server IP-aapec cepBepa 127.0.0.1
port [TopT cepBepa 27017

['pynmna mpounx napaMmeTpoB [options] npeacTaBieHbl B Tadbaune 1.5.

Ta6muma 1.5 — IIpoune mapameTpbl

ITapamerp

Onucanue

3HaueHMe MO0 YMOJYAHHUIO

projectDirType

dopmaT Ha3BaHUS
JUPEKTOPUHU C IIPOEKTOM.

Bo3MoykHbBIE 3HAYCHUSA —
name wiu id

name

maxAnalyzeTime

MakcumaabHOE BpeMsi
aHanm3a mpoekTa (B mc). 0 —
0e3 orpaHuYCHHIA

maxUploadChunkTime

MakcumanbHOE BpeMst
0XKUJaHUS CIIEIYIOLIECH
4acTy apXuBa MPH €ro

3arpyske (B Mc)

60000

hangUpChecklIntervalMinute

WHTepBai mpoBepKH JIOTOB
aHaJIN3a, BIUSET Ha
qyBCTBUTEIILHOCTb

OOHapy >KEHHS
HPEIIOIOKHUTEITHBHOTO
3aBUCAHUS

30
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Hpunoxenue 2. UHcTpyKIus M0 00HOBJIeHUIO JIMeH3MH

OOHOBINIEHUE JTUIICH3UH MTPOUCXOIUT B JiBa dTana. Ha mepBoM 3tamne popmupyercs 3ampoc daiina

nmunensur. Ha BTopom starne uMnopTHpyeTcst MOoTy4eHHbIH (aiii.

2.1. ObHOBNIEeHMEe JNUUEH3MM B cCpeae noan ynpasJ/ieHUeM

onepauMuoHHOM CUCTEeMbl ceMeuncTBa Linux

Jns ob6HoBnenus nunensun «AK-BC 3» B cpene moj ynpaBiieHUEM ONEPALMOHHON CHUCTEMBbI

cemeiictBa Linux HeoOxoaumo chopmupoBats (aiin 3anpoca. [1jis 3TOro BHIIOTHUTE KOMaHIY:

cmu —--context 102455 --filel.WibuCmRaC
OtnpaBbTe chopMupoBaHHBIH (aiin 1o 1ekTpoHHOoU mouTe B AO «Dmienon TexHomorum.
[Tocne monmyueHus ¢aiiia TUIEH3UH 3arpy3UTe MOJYICHHBIN (Paiiyl ¢ MTOMOIIBIO KOMAH/IbI:
cmu --import -file mma danna

[Tocne 3aBepiuieHus: Bcex EHCTBUI JinleH3Us Oy1eT OOHOBJIEHA.
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NMpuno>xeHue 3. Moay/ab KOHCOJLHOI0 KJIHEHTA

Monynes konconpHOro KimeHTa REST-cepsuca «AK-BC 3» mpeacraBmsier coOoit jar-gaitn u
MO3BOJIIET B KOHCOJIBHOM peXUMe Mmojakiouatees K BeO-cepBucy «AK-BC 3» u npoBoauTh cratndeckuit
W JMHAaMUYEeCKMi aHanu3pl. (OCHOBHBIE BO3MOKHOCTH MOXYJIS: IPOBEJEHUE CTaTUYECKOIO U

JAUHAMHWYCCKOI'0 aHaJIM30B, MMOJIYYCHHC I/IH(I)OpMaI_II/II/I O MMPOCKTAax " JIMLCH3UU.
3.1. PaboTta c mopynem

Jns 3amycka Moysst BBEAUTE B KOMAHIHOM CTPOKE:
java -jar akvs3-rest-client.jar [static|dynamic|project] [OPTIONS]

JlaHHBIH MOTyIJIb IOJIICPXKUBALT 3 peskuMa paboThl: static, dynamic, project.
3.1.1. Pexkum static

B pexxume static mpoM3BOAUTCS CTAaTUYECKH aHANW3. B mupekTopuu BeIBOjA OYIyT NOMEIICHBI
OTYEThl CTATUYECKOIO aHaJN3a, UCXOHbIE KOJBI C JaTYMKaMH, caMH AaT4uku. [1o sxenaHuio MOTyT ObITh

IMOMCIICHBI IAHHBIC ITPOCKTA.

I[J'I}I 3aIllyCKa pCKuma HCO6XO,Z[I/IMO HCIOJIb30BATh KOMaHAY:

java -jar akvs3-rest-client.jar static OIINK
3.1.1.1. Onuuu moay.s, UMelOLIUecs B pe:kuMe static:

- -1 path | --input path — myTb 10 UCXOIHBIX TEKCTOB (IMPEKTOPHS WM tre-daiii, uiu apXxuB B
dopmare ZIP);

- -0 directory | --output directory — myTb 10 AUPEKTOPHHU, Ky1a OyIyT MOMEUICHBI OTYETHI;

- -n project | --name project — HeoOs13aTeIbHBIN MapaMeTp, Ha3BaHUE MPOEKTa (10 YMOITYAHHUIO
«Project»);

- -1 level | --level level — HeoOs3arenbHblii napamerp, ypoBeHb KoHTpons HJIB (mo
YMOJYaHUIO «1»);

- -s server | --server server — HeOOS3aTeNbHBIA HapameTp, aapec cepBepa (M0 yMOIYaHHUIO
«localhost»);

- -p port | --port port — HeoOs3aTeNbHbIN MapamMeTp, mopT (1o ymomyanuo «11000»);

- -u user | --user user — HeoOsA3aTeNbHBIM mapamerp, ums mnons3zoBarensi «AK-BC 3» (mo

yMOJTYaHHUIO «adminy);
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- -p password | --password password — HeoO0s3aTeJIbHBIN MapaMeTp, Iapoib monab3oBares «AK-

BC 3» (mo ymomyanuio «adminy);

- -pr | --insert-probes — HeoOs3aTeIbHBIN MapaMeTp, BCTABIATh JATYUKU IS TUHAMHYECKOTO
aHaJm3a,
- -to timeout | --timeout timeout — HeoOsA3aTeNbHBIN INapamMeTp, TallM-ayT B CeKyHaax (1o

ymomganuio «30»);

- -fma | -- force-mkcha-achkpv — nHeoOs3aTenpubiii mapametp, Bxiounts MKUA u AUKIIB (o
YMOJTYaHUIO BKJIFOYEH U HEM3MEHseM il ypoBHeEH 1 u 2);

- -fc | --insert-code — HeoOs3aTeNbHBIA MMapaMeTp, BCTaBIATH KOJ B OJOK-CXEMBI BMECTO
Ha3BaHUI 0OBEKTOB;

- -¢ | --add-to-existing — HeoOs13aTeIbHbIN MapaMeTp, OObETUHUTD CTAPBIN U 3arpy’KaeMblil KOJI;

- -dd | --download-data — HeoOsi3aTenbHBIN MapamMeTp, 3arpy3uTh UCXOAHHUKH, JTAHHBIE MTPOEKTa
(BKJTIOYAST OTYETHI) U )KYPHAIIBI;

- -rt type | --report_type type — HeoOs13aTeIbHbII mapameTp, BEIOpaTh THUI CKAYUBAEMbIX OTYETOB
(Ws — ¢ ICXOJTHUKaMH, NS — 0€3 UCXOHUKOB, all — Bce, 0 YMOITYaHUIO — WS);

- -v | --verbose — HeoO0s3aTeabHbINA TapaMeTp, MOAPOOHBIN BHIBOJ IPOTrPAMMBI.

[Tpumep KoMaHABI IS 3aITyCKa MOYJIS B pexuMe static:
java -jar akvs3-rest-client.jar static -i d:/my project/src.zip -o

d:/my project/report -1 2 --insert-probes
3.1.2. Pe:xum dynamic

B pexnme dynamic mpomsBoAHMTCS IMHAMHUYECKHH aHanmu3. B mupexTopuio BeBoga OyneT
IOMEIIEH OTYeT O MPOBEAECHUM JAMHAMHUYECKoro aHanusa. J[lng 3amycka pexuMa HeoO0XO0AMMO

HCIIOJIb30BaTh KOMAH/Y:

java -jar akvs3-rest-client.jar dynamic OIINA
3.1.2.1. Onuuu MmoayJst B peskume dynamic:

- -1 path | --input path — myTh 10 J0roB OTpPaOOTKU JATYUKOB (IUPEKTOpHUS UM (aili-ior, uiu

apxuB B (hopmate ZIP);

- -o directory | --output directory — myTb 10 IUPEKTOPUH C OTYETAMHU CTATUIECKOTO aHAIN3a;

- -S server | --server server — HeOoOs3aTeNbHBIA Hapamerp, aapec cepBepa (M0 YMOIYaHHUIO
«localhost»);

- -p port | --port port — HeoOs3aTeNbHBIN mapamMeTp, mopT (1Mo ymordanuio «11000»);
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- -n project | --name project — HeoOs13aTeIbHBIN apaMeTp, Ha3BaHUE MPOEKTa (M0 YMOIYaHHUIO
«Project»);

- -u user | --user user — HeoOsA3aTeNbHBIM mapamerp, uMms mnoib3oBarenst «AK-BC 3» (mo
yMOJTYaHUI0 «adminy);

- -pw password | --password password — HeoOs3aTeIbHBIN MMapaMeTp, MapoJib IOJb30BaATEIIS
«AK-BC 3» (nmo ymonuanuto «adminy);

- -to timeout | --timeout timeout — HeOOsA3aTeNbHBIA MapaMmerp, TalM-ayT B CeKyHAax (1o

yMo4aHuio «30»).

[Tpumep KomMaHABI IS 3aITyCKa MOYJIsA B pexkume dynamic:
Jjava -jar akvs3-rest-client.jar dynamic -1
/home/user/akvs/dyn logs.zip -o /home/user/akvs/report/ --user test --

password test -s http://192.168.0.1

3.1.3. Pexkum project

Pexxum project mo3BoJIsieT MpOCMATpUBaTh MHPOPMAIMIO O MPOEKTax B cucteme. [y 3amycka
pexuMa HeoOX0IMMO HCIIOJIH30BaTh KOMAaHTY:
java —-jar akvs3-rest-client.jar project -a gmewicrue OILUUA

HeiictBue «listy mmm «1» cmykuT I TOKa3za CHcKa MPOEKTOB, AeiictBue «delete» mmm «d»

CILY)KUT IS yIAJIEHUS KOHKPETHOTO IIPOEKTA.
3.1.3.1. Onuuu MoayJisi B pexxume project:

- -s server | --server server — HeoOs3aTeNbHBIA HapaMeTp, aapec cepBepa (M0 YMOIYaHHUIO
«localhost»);

- -p port | --port port — HeoOs3aTeIbHBIN TapameTp, MopT (1Mo ymoadanuio «11000»);

- -u user | --user user — HeoOsA3aTeNbHBIM mapamerp, ums mnoaszoBarensi «AK-BC 3» (mo
yMOTYaHHIO «adminy);

- -pw password | --password password — HeoOs3aTenbHbIHN, maposib nojb3oBaTens «AK-BC 3»
(mo ymosuanuto «adminy);

- -to timeout | --timeout timeout — HeoOsA3aTeNbHBIN, TallM-ayT B ceKyHAaX (110 YMOJIYaHUIO
«30»);

- -n project | --name project — HeoOsA3aTeNbHBIA MapaMeTp, Ha3BaHUE NPOEKTa (M0 YMOITYAHUIO

«Projecty).

[Tpumepsl KOMaH AJIs 3aIyCKa MOJYJIsSl B peKUMe project:
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java —-jar akvs3-rest-clien.jar project -a list

java —-jar akvs3-rest-clien.jar project -a list --user test --password
test -s http://192.168.0.1

java -jar akvs3-rest-clien.jar project -a delete -n 42 -s

http://192.168.0.1
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NEPEYEHbCOKPALLEHUN

Coxkpamenne Pacimmgposka

REST (anrn. Representational State Transfer — «nepegada cOCTOSTHUS
MIPECTABIICHUS» ) — APXUTEKTYPHBIH CTHIIb B3aUMOJICHCTBHUS
KOMIIOHEHTOB PaclpeneaEéHHOr0 IPUIOKEHHUS B CETU

XML (anrn. eXtensible Markup Language) - pacmmpsieMblil I3bIK pa3METKH
AYKIIB AHanu3, 4yBCTBUTENIbHBIN K MMyTSAM BBIIOJIHEHUS

MKYA MexnpouenypHblii KOHTEKCTHO-UYyBCTBUTEIbHBIN aHAIINU3

(0 [IporpamMmmMHOe obecrieueHue

@0 @OyHKIIMOHAIBHBIA 00BEKT

OBM DneKTpoHHAs! BEIYUCIUTEIbHAS MalIiHA (KOMITBIOTED)
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JInct perucrpanumu u3MeHeHUH

Homepa
JINCTOB
(cTpaHuw)
Bcero Bxopawun
JINCTOB Ne Ne
| (cTpaHuy OOKYMEHT | CconpoBOAMT
| )B a . BOKYMeHTa

O0KYM. U naTta
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