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KOPMOPATUBHbIV MEXXCETEBOW DKPAH
USERGATEE

npOI/I3BOAI/ITEJ'IbHOCTb
MeXCEeTEBOIo a3KpaHa

no 3056/c

Ceptudukar ®CTIK Poccum N23905
no TpeboBaHMAM K npodunam
3aLLUTHI MEXCETeBbIX IKPAHOB THMa

A n b 4 Knacca 3awuTbl, cucTeMam
06HapyXeHUA BTOPKeHWIA 4 Knacca
3aLyuThI 1 MO 4 YyPOBHIO fOBEPUA

be3onacHocTb KOpI'IOpaTI/IBHOI‘/JI CeTu AOJI>KHa obecrneurBaTbca Ha 6asze BblCOKOMpon3Boaun-
TeNnbHOW I'IJ'IaT(I)OprI, nmeroLlen 3anac NMPOYHOCTN N BO3MOXHOCTW MO MaCLlJTa6VIDOBaHI/IIO.

UserGate E ABnsaeTcA NONMHOLEHHbIM CETEBbIM CEPBEPHDbIM peLlleHnem, CMOCOOBHbIM pewaTb
3a4a4u Mo 3ajte OT BCEBO3MOKHbIX MHTEPHET-YIrPO3 B CETAX C KOJINYECTBOM MOJIb30OBaTe-

newn go Tbicaun n bonee

KOMITIEKCHAA 3ALLUTA
NHOPACTPYKTYPbI

[nA cpeaHnx 1 KpynHbIX NPeanpusTHin KpariHe BaKHO
MCMOMb30BAHME HAAEXKHbIX 1 MPOU3BOANTENbHbIX
cucTem 6e30MacHoOCTY.

UserGate E 230deKTBHO 3alMLIAET KOPNOPATHUBHYIO CETb
OT COBPEMEHHbIX aTak 1 APYrnx BTOPXKEHUIA, obecne-
YMBaeT aHaNW3 1 GUbTPALMIO TPadKKa MO KOHTEHTY,
KOHTPOJ1b MHTEPHET-MPUNOKEHNI, OIOKMPOBaHWE onac-
HbIX CKPUMTOB 1 MPUNOKEHWI, 3aLLLMTY OT BIUPYCOB U
CNama, a Takxe Apyrue GyHKUMM 6e30MacHOCTH.

MOAENM

MexceTeBom aKpaH cepumn E npeacrasneH aAByms
moaenamm E1000 1 E3000.

UserGate E1000 UserGate E3000

KOHTPOJIb NOJIb3OBATEJIEN
N CETEBOIO TPAOUKA

CpeaHvM 1 KpynHbIM NPEANPUATAIA HeOOXOAMMO
obecrneueHne 6€30MacHOCTU Kak KOpropaTuBHOM
UHGPACTPYKTYPbI, Tak 1 CODMoAeHe KOPNOPaTUBHbIX
nonutuk. UserGate E peanwvsyet 31v 1 apyrue GyHKUWK,
NpenocTaBnaa BCe HeobxoanMmoe ana obecrneyeHus
KOHTPOMA Y MOHUTOPWHIA AENCTBII Kak KOpnopaTuB-

HbIX NOJ/Ib30BaTENEN, TaK U TOCTEBbIX.

Qunempayusa kKoHmenma e UserGate



KopnopamusgHelli mexcemesou 3kpaH UserGate E

OCHOBHbIE OYHKL NI
= MexceteBou 3K[PaH HOBOTO MNMOKONEHNA = KOHTpOﬂb A0CTyMNa B MHTEPHET . I/IJ:LeHTMdJVlKauI/lﬂ nonb3oBaTenen
= Cuctema 0bHapyKeHWA BTOPXKEHNI = KoHTtponsb [punoxeHnin L7 » [lopmepxka KoHLenum BYOD
(IDS/1PS) Brina Your Own Devi
B . 6karine SSL. (Bring Your Own Device)
* [locTyn K BHyTPEHHMM pecypcam Yepes y = BuptyanbHas yacTHad ceTb
e = [ocTeBow noptan
SSL VPN Portal Hesee (VPN)
= b 6 _
= AHanu3 u BbIrPYy3Ka VIH(])OpMaLLI/II/I B et/ BrYTOEH ] yﬂaﬂeHHoe
00 MHUMaeHTax 6e3onacHocTL (SIEM) Hooe S S a[AMUHICTPUPOBaHME
= AHTMBMPYCHaA 3awWwunTa
= ABTOMaTM3aUMA peakLmMm Ha yrpo3bl »  [ogaepxkka ACY Tr (SCADA)
6e3omnacHocTn nHdopmaLmm (SOAR) oo = Advanced Threat Protection
= [logoepxka knactepursaumm
*  O6paTHbIf NpoKCK =  be3onacHOCTb NoYTh 1 BbICOKOW OTKa30yCTONYMBOCTH
USERGATE E1000
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F3 Fé6 R3

dnemeHT OnucaHue dnemeHT OnucaHune

F1 CeeTtoanogHble nHaviKatopsl MutaHne/Crctema/MECTKMIA R1 MecTo NoAKMIOYeHMA 3a3emneHuna
AVCK
R2 [Mopt VGA
F2 KMAKOKPUCTaNANYECKMn AUCNNeN C SneMeHTammn
ynpasneHus R3 BeHTunATopbl oxnaxaeHna
F3 KoHconbHbiit nopT RJ-45 ana nogkniouerna RS-232 KoHconu R4 KHOMKa oTK/MIoUeHUA 3ByKOBOTO CUrHasa OTCyTCTBUA NTaHWA Ha
OIHOM 13 H/IOKOB MUTaHWA
F4 MopTt RJ-45 GbE mopyna yaaneHHoro ynpasnenua [PMI
R5 KHoMKa BKIOUeHA/OTKIOYEHNA NUTaHWA
F5 2 nopta USB 3.0 Type-A
R6 2 6noka nuTaHua
F6 4 cnota ANA yCTaHOBKM MOAYNEN CETeBbIX MHTepdeincos

(NIC) c uHTepdeicom PCle

F7 8 noptoe RJ-45 GbE (10/100/1000) CoBMecTUMble MOAY/IN U CeTEBbIE KapTbl

F8 4 nopta SFP+ 10GbE CeteBan kapTa 8*1[6/c
CeTeBad kapTa 4*1 [6/c
CeteBas kapTta 4*1 [6/c (FO)
CeTeBasd kapTa 4*10 [6/c
CeteBasn kapTa 4*10 I6/c (FO with 2 pair bypass)
Mogaynb ontuyeckuii (10Gb, SM, 10km, 1310nm, LC, DDM)

Mogaynb ontudeckmii (10Gb, 850nm, 500m., LC, DDM)



KopnopamusgHelli mexcemesou 3kpaH UserGate E

CNEUNOUKALNA

Mpoun3BoanTenbHOCTL E1000
MponyckHaA cnocobHOCTb MexceTeBoro skpaHa, UDP (M6ut/c) 25000
OpHoBpemeHHbIx TCP ceccni 16 000 000
HoBbix ceccum B cekyHay 170 000
MHcnekTnposaHue SSL (M6wuT/c) 1000
Crictema o6HapyxeHus BTopxeHui (IPS), (M6uT/c) 23800
Crctema o6HapyxeHus BTopxeHui (IDS), span-nopT, (M6uT/c) 3900
YnpaBneHue npunoxxeHuamu L7, (M6ut/c) 2800
MoTokoBbI aHTMBUPYC, (M6KT/C) 2300
KoHTeHTHas ¢dunbTpauna, (Méut/c) 2300

Pa3mep opraHusayuun

E3000
30000
16 000 000
182000
1300
3900
4800
3900
3300
3300

PekomeH0BaHHOE KONMYECTBO MONb30BaTesNel 1000

Cneuundukauns ob6opyaoBaHus

3000

Moptos 10/100/1000Base-T 8 BCTpOEeHo

24 c ucnonb3oBaHNeMm nnat
pacwmpeHun

MopToB 10GBase SFP+ 12 c ucnonb3oBaHnem nnar

pacwmpeHunin
[nat pacwmpennn 3
YnpasneHue no IPMI Ectb
[Mpoueccop, konuuecTso Aaep 16
Mamatb, [6anT 32

Ownck, F6ant 2x1000, RAID-1

8 BCTpoeHo

24 c ncnosib3oBaHNeMm nnat
pacwmperun

12 c ncnonb3oBaHMem nnat
pacwmpeHunin

3
Ectb
28
32
2x1000, RAID-1

Pasmepbl 060pyaoBaHus

Fa6apuTbl, MM 1U
438x580x44
Bec, kr 16

KpenneHwve B CTONKY Canasknu

1U
438x580x44

16

Canasku

K

JneKkTponntaHue
CeTb NuTaHus, Bonbt 140-220
MoTpebnaeman mowHocTb (Makc), Batt 300

ofJin TenedoH: 8 (800) 500 4032 121205, . MockBa, yn. Hobens, 7, atax 4

"Il‘ KnuenTam: sales@usergate.com
UserGate MapTHepam: partner@usergate.com

630090, r. HoBocnbupck, yn. Hukonaesa, 11, oduc 602

140-220
300

680021, I. XabapoBck, yA. JleHnHrpagckan, 46, oduc 2



