[Ins cpepgHero 6u3Heca, puTenna

A" UserGate

VI KPYMHbIX GrUananos

KOPMOPATUBHbIV MEXXCETEBOW SKPAH
USERGATED

[Mpoun3BoguTeNbHOCTb
MeXKCeTeBOro sKkpaHa

no 20r6/c

Ceptudukar ®CTIK Poccum N23905
no Tpe6oBaHUAM K MPopuaam
3aLUMTbl MEXKCETEBBIX SKPAHOB TUMa

A 1 b 4 Knacca 3awuTbl, cucTemam
0BHapyXeHNA BTOPXKeHWiA 4 Knacca
3almMThl 1 MO 4 YPOBHIO AoBEPUA

Ana 3aWwmTbl KOPNOPATUBHbBIX CETEN HEOOXOAMMO UCMOSIb30BaTb MHOrOMYHKLIMOHANbHOE peLLeHNe,
cnocobHoe obecneunTb KOMMNEKCHY 6€30MacHOCTb CeTeBON MHOPACTPYKTYpPbl 6€3 HEraTMBHOIO
BNUAHMA HAa CKOPOCTb AOCTYMa.

UserGate D aBnaeTcA NnoNHOLEHHbIM CETEBbIM cepBepom, CrnocobHbIM obecneunTb 6e30MacHOCTb
I'Ipep,I'IpI/IFITI/IVI Heb6oNbLOoro n CpeaHEro pasmepa C HECKOJIbKUMU COTHAMM nosnb3oBaTenemn.

KOHTPOJ1b NMOJIb3OBATEJIEA
N CETEBOIO TPAOUKA

3ALUNTA OT UHTEPHET-YIPO3

Jlioban ceTeBan MHPPACTPYKTYPa, OCOOEHHO

NOAKMOYEHHAA K MUHTEPHETY, NOABePKeHa be3sonacHocTb KOPMOpPaTnBHbIX ceTen He MOXeT OblTb

OMaCHbIM BHELIHVIM BO3AENCTBUAM. obecreyeHa 6e3 Haanexallero KOHTPONA 3a JeATeNb-
HOCTbIO MO/b30BAaTENEN, MPU STOM BaKHOCTb 3TOrO
UserGate D obecneunsaeT HaaexHyo 3alluTy

KOHTPOA HAaMPAMYIO 3aBVCHT OT Pa3Mepa CETU.
OT COBPEMEHHbIX aTak, aHanu3 1 GUIbTPaLmio

TpaduKa No KOHTEHTY, KOHTPOSb NHTEP-
HET-NPUIOKEHWI, ONIOKUPOBaHME OMacHbIX
CKPUMTOB Y MPUNOXEHW, 3aLLUKUTY OT BUPY-
COB 1 CMama, a TakxKe Apyrve dyHKUMN
6e30MacHOCTU.

MOJEJIN

MeyxceTeBom aKkpaH cepun D npeactaBneH
asyma mogenammn D200 1 D500.

UserGate D200 UserGate D500

UserGate D obecneunBaeT cobnofeHne KopropaTBHbIX
MOAUTYIK ANA FPYNM NOMb30BaTeNeN, TakKe NpefoCcTaBna-
et 3awmty roctesoro Wi-Fi, faet BO3MOXHOCTb KOHTPONA
MepCcoHasbHbIX YCTPOWCTB, TakWX Kak CMapThOHbI 1 MaaH-
wer (koHuenuwma BYOD - Bring Your Own Device).

Qunempayusa koHmeHnma e UserGate



KopnopamusHeiti mexxcemegol skpaH UserGate D

OCHOBHbIE OYHKL NI
= MexceTeBou 2KPaH HOBOTO MOKONEHNA b KOHTpOﬂb [OCTyMNa B UHTEPHET . I/ILLeHTMdJMKaul/lﬂ nonb3oBaTenen
= Cuctema obHapyKEHUA BTOPMKEHMN = KoHTtponb [punoxeHnin L7 » [lopmepxka KoHLenum BYOD
(IDS/IPS) Brina Your Own Devi
B 0 anue SSL. (Bring Your Own Device)
* [locTyn K BHyTPEHHUM pecypcam Yepes . TocTeBoit nooTan = BuptyanbHas yacTHad ceTb
SSL VPN Portal Hoeee P (VPN)
L] B 6 —
= AHanmsu BbIl'DY3Ka I/IH(bOpMaLI,I/II/I B et/ A BrYTOEH ] yﬂaﬂeHHoe
06 vHUMaeHTax 6e3onacHocTL (SIEM) Hoeoe S S S afMVHWCTPUPOBaHYE
= AHTMBMPYCHaA 3aWuTa
= ABTOMaTV3aUMA peakUmWm Ha Yrpo3bl »  [ogaepxkka ACY Tr (SCADA)
6e3sonacHocTn nHdopmaLmm (SOAR) oo = Advanced Threat Protection
= [logoepxka knactepursaumm
*  ObpatHbIi MpOKCK = be3onacHOCTb MoYTh 1 BbICOKOW OTKa30yCTONYMBOCTH
USERGATE D200
F1 7F2 F3 F4 1F6 F6 R1 R2 1R2 R3 R4

F5 F7. 1F7

USERGATE D500

F1 1F2 F37 1F4 [F6 F6 F8

F5 F7l IF7
F1 CeeToanoaHble nHanKaTops MNutaHne/Crctema/MECTKUI AUCK R1 MopT VGA
F2 PKNpKOKpUCTanIMUeCKnin [ucrneil C sSnemeHTaM1 ynpasneHma R2 BeHTnATOpb OXNaxaeHna
F3 KoHconbHbI nopt RJ-45 ana nogknioderna RS-232 KoHconm R3 KHOMKa BKNOUYEHNA/OTKMIOUEHNA NUTAaHWA
F4 2 nopta USB 3.0 Type-A R4 Bbnok nutanma
F5 MopTt RJ-45 GbE moayns yaaneHHoro ynpasnenua [PMI
F6 5 noptoB. RJ-45 GbE (10/100/1000) ana nepesayn AaHHbIX
F7 2 nopta SFP 1GbE (10/100/1000) Ans nepeaaun AaHHbIX CeTeBas kapTa 8*1 [6/c
F8 1 cnoT AnA ycTaHoOBKM Mogayneit ceteBbix MHTepdercos (NIC) CeteBasd KapTa 4*1 [6/c

c nHtepdeiicom PCle
CeteBas kapTa 4*1 I6/c (FO)

CeteBas kapTa 4*10 I6/c

Ceteas kapTa 4*10 I6/c (FO with 2 pair bypass)

Mogaynb ontuueckmii (10Gb, SM, 10km, 1310nm, LC, DDM)

Mogynb ontuyeckui FT-SFP-Copper-1000 (SFP-Copper, 1G, 100m, RJ-45)

Mogaynb ontuueckmin (10Gb, 850nm, 500m., LC, DDM)



KopnopamusHeiti mexxcemegol skpaH UserGate D

CNELNOUKALNA
MNponssoanTenbHOCTb D200 D500
MponyckHasa cnocobHOCTb MexceTeBoro 3kpaHa, UDP (M6ut/c) 18 000 20000
OpHoBpemeHHbIx TCP ceccuin 8000 000 16 000 000
HoBbix ceccui B cekyHay 145 000 160 000
WHcnektnposaHue SSL (M6uT/c) 400 750
Crctema o6HapyxeHus BTopxeHui (IPS), (M6uT/c) 1600 2000
Cuctema obHapyxeHua BTopxKeHui (IDS), span-nopT, (M6uT/c) 2000 3000
YnpasneHue npunoxeHuamu L7, (M6ut/c) 1700 2100
MoTokoBbIN aHTUBUPYC, (M6UT/C) 1500 2000
KoHTeHTHasa ¢punbrpaumsa, (Méut/c) 1500 2000

Pasmep opraHunsauyun

PekomeHOoBaHHOE KONNMYECTBO MOJb30BaTeNen 300 500

Cneuundunkaums ob6opyaoBaHus

MopTtos 10/100/1000Base-T 510/100/1000Base-T 510/100/1000Base-T
2 SFP 1Gbps 2 SFP 1Gbps
+ 8 c ucnonb3oBaHnem nnat + 8 c ucnonb3oBaHnem nnat
pacwmpeHuni pacwmpeHuni
MopToB 10GBase SFP+ 4 c ucnonb3oBaHMeMm niar 4 c ucnonb3oBaHueMm naar
pacwmpeHunin pacwmpeHunin
Mnat pacwmpeHun 1 1
YnpasneHue no IPMI Ectb Ectb
Mpoueccop, KonuyecTBo Agep 8 8
MamaTb, [6anT 16 32
Ovck, Meant 1x1000 1x1000
[abapuTbl, MM 1U 1U
438x321x44 438x321x44
Bec, kr 7,5 7,5
KpenneHue B cTolky KpoHLuTenHbl KpoHLuTenHbi
CeTb nuTaHusA, Bonbt 140-220 140-220
Motpebnaeman mowHocTb (Makc), Batt 220 220
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