nl 1] U rG [nAa NPOMbILLAEHHBIX 1 TPAHCMOPTHBIX
] |' Se ate OOBEKTOB Ha OTKPLITOM BO3/YXe

MEMCETEBOW 3KPAH —
U S E RG AT E X 1 MesKCeTeBOro SKkpaHa

po 300 M6/c

Ceptndukatr OCTIK Poccum N23905

no Tpe6oBaHUAM K MPOPUIIAM 3aLLUTbl MEXKCETEBbIX SKPAHOB
T1na A n b 4 Knacca 3awmTbl, cUCTeMam OBHapy»KeHUs
BTOPEHWI 4 Knacca 3aunThbl U Mo 4 YPOBHIO 4OBEPUA

B coBpemMeHHOM MUpe K MHTEPHETY 1 Pa3fIMYHbIM CETAM NOAKYEHbI HEe TONbKO OdUCHbIe
KOMMbIOTEPbI, HO M MHOTOYMC/IEHHbIE YCTPONCTBA, YNPaBAoLWMe yIMUYHOW, TPAaHCMOPTHOW,
MPOMBILLIAEHHOW U APYTUMUN MHGPACTPYKTYPaMM.

be3zonacHoCTb Taknx 06beKTOB Kpa|7|He BaXXHa, HO €€ He BCerga MOXHO obecneunTb CTaH-
OapPTHbIMK CpeacTBamMmu B CUJTy SKCTPEMAJTIbHbIX yCJ'IOBI/II\/‘I SKCriyaTtayunun.

PABOTA B SKCTPEMAJIbHbIX YCJTOBUAX KOMITJIEKCHAA BE3OIMNACHOCTb

[MporpammHo-annapatHbin komnnekce UserGate X1, Pabota mopenu UserGate X1 OCHOBaHa Ha TeX e TeXHOsOo-
B OT/INYME OT APYIUX YCTPOWCTB NIMHENKN paccyu- rMsX, YTO UCMOMb3YIOTCA B pelueHnax UserGate ans 3alutsl
TaH Ha PaboTy B CaMblX CypPOBbIX YCNIOBUAX: MPW KoprnopaTtuBHbIX ceTel. C ee MOMOLLbIO MOXHO 0becneunTb
Temnepatypax o1 -40C go +70C 1 OTHOCUTENBbHOWM GYHKUMOHaNBbHOCT MexceTeBOro akpaHa (NGFW — Next
BMaXHOCTN oT 5% A0 95%. Generation Firewall), 3awmnty ot atak (IDPS — Intrusion

Detection and Prevention System), 6nokmnpoBaHvie onac-

HbIX CKPUMTOB 1 MPUNOKEHNI, 3aLLMTY OT BUPYCOB, a Takxe
BE3OINMACHOCTb NMPOMbILWIJTIEHHOTIO

. re GyHKLUMM 6e30nacHOCTU.
WHTEPHETA BELLEV ARy GyHKLY

Boimyck UserGate X1 cBA3aH C KpariHe akTyanbHOW
npobnemolt obecneyeHnsa KubepbezonacHOCTH

MPOMbILT€HHbIX 0OBbEKTOB B YCNOBUAX Pa3BUTNA

®:08000 5

TEXHONOMUI NHAYCTPWANbHOIO NMHTEPHETA Bellen

D 99O DD}

200 0

(lloT = Industrial Internet of Things).

a9

NOJAEPXKA ACY TN (SCADA)

B 06HOBNEHHOW BEPCY ONEPALIMOHHOW CUCTe-

mbl UGOS, ncnonssyemon B mogenu UserGate X1,
MoABWIACh BO3MOXXHOCTb HACTPOVIKIA aBTOMATN3W-
POBAHHOW CUCTEMbI YNPABIEHNA TEXHONOrMYECKIM
npowuseoacteom (ACY TI1, SCADA) n ynpaneHus en.



KopnopamusHbiti mexcemesol skpaH UserGate X

OCHOBHbIE OYHKLNU

= MexceTeBou 2KPaH HOBOTO MOKONEHWA b KOHTpOﬂb [OCTyMNa B UHTEPHET . I/IJ:LeHTMdJVlKauI/lﬂ nonb3oBaTenen
= Cuctema obHapyKEHNA BTOPMKEHMN = KoHTtponb [punoxeHnin L7 » [lopmepxka KoHLUenumm BYOD
(IDS/1PS) Bring Your Own Device
= JlewndposaHme SSL (Bring )
* [locTyn K BHyTPEHHUM pecypcam Yepes y = BuptyanbHas yacTHad ceTb
= [ocTeBow nopran
SSL VPN Portal Hoec (VPN)
= be3onacHas nybnnkauma BHyTpeH-
= AHanmsu BbIl'DY3Ka VIHd)OpMaLI,VIVI y S yip ] yﬂaﬂeHHoe
HVIX PECYPCOB M CEPBUCOB
06 MHUMaeHTax 6e3onacHocTL (SIEM) Hoeoe pecyp P aAMUHICTPUPOBaHME
= AHTMBMPYCHaA 3alWuTa
= ABTOMaTV3aUMA peakLmWm Ha yrpo3bl [ogaepkka ACY Tr (SCADA)
6esonacHocTn nHdopmaLmm (SOAR) oo = Advanced Threat Protection
= [lopoepxka knacrepusaumm
*  O6paTHbIN NpoKCK =  be3onacHOCTb NoYTH 1 BbICOKOW OTKa30yCTONYMBOCTH
USERGATE X

dnemMmeHT OnucaHue
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d
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F1 KoHconbHbii nopt DBY ana nogkniovermna RS-232 KoHconm
F2 2 nopta RJ-45 GbE (10/100/1000) ana nepefayu faHHbIX
n F3 Mopt VGA
. m F4 CBeToanofHbIe MHAVIKATOPbI PeXIMa/akTUBHOCTV MOPTOB
GbE, xécTkoro ancka 1 nuTaHus
) ) F5 2 nopta USB 2.0 Type-A
F6 Pa3bém NuTaHna NOCTOAHHOIO TOKa

Jil"UserGate



KopnopamusHeili mexcemesgol 3kpaH UserGate X

CNEUNOUKALNA

MNponssoanTenbHOCTb X1
MponyckHaA cnocobHOCTb MexceTeBoro 3KkpaHa, UDP (M6ut/c) 800
OpHoBpemeHHbIX TCP ceccni 2000000
HoBbIx ceccnii B ceKyHay 10 000
WHcnektrposaHme SSL (M6uT/c) 10
Crictema o6Hapy»xeHus BTopxeHui (IPS), (M6uT/c) 50
Crictema o6HapyxeHus BTopxeHui (IDS), span-nopT, (M6uT/c) 70
YnpaBneHue npunoxexnuamu L7, (Méut/c) 60
MoToKkoBbIN aHTMBMPYC, (M6UT/C) 15
KoHTeHTHas unbrpauus, (MéuTt/c) 15

Pasmepbl 060pyaoBaHus

Cneuundunkaums obopyaoBaHus

MopTos 10/100/1000Base-T 2 FabapuTbl, MM 57,5x130x127
Mpoueccop, kKonnyecTso Aaep 2 Bec, kr 1

MamaAtb, [6anT 8 KpenneHwne B cTonky MoHTupyemas Ha
Iwnck, M6ant 1x500 DIN-peitky
CeTb nuTaHuA, Bonbt 12-36

Motpebnaemasa mowHocTb (Makc), Batt 10.27

o||un
Illll TenedoH: 8 (800) 500 4032 KnveHTtam: sales@usergate.com [apTHepam: partner@usergate.com
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