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" ViPNet

““ % Coordinator VA

BupTyanbHbIN W03 6€30MacHOCTH
ANA 3aWNTbl KaHAN0B CBA3U



A

[MporpammHbi komnaekc ViPNet Coordinator VA — wiaro3 6e3onacHoCTH
B BUPTYaNbHOM VICMONHEHWN, MPeAHAa3HAYEHHbIM Ang obecnedyeHns
6e30nacHOM nepeaadn AaHHbIX MeXAY 3alLUMLLEHHbIMWU CErMEHTaMM
BUpTYanoHou cetn ViPNet, a Takxe ¢uastpaumm IP-tpadpuka.

BupTyanbHbIN WAKO3 N1ErKO MHTETPUPYETCA B CYLLECTBYHOLLLYHO CETEBYHO
MHOPACTPYKTYPY M OTBEYAET CaMbIM BbICOKMM TPEBOBAHUAM C TOUKM
3peHNs GYHKLMOHANBHOCTH, yA0OCTBa ANA MOAb30BATENS, HAAEXHOCTH
M OTKa30YyCTONYMBOCTY.

ViPNet Coordinator VA obecneunBaet 6€30MacHOCTb NepeAaBaeMbIX
JAHHBIX 11 MHOTOYPOBHEBYHO 3aLUMTY BUPTYaNbHOM W 0HN1aUHOWM
MHPPACTPYKTYPbI Kak ANS YACTHBIX, Tak 1 AnA MyOAnYHbIX 0HNAKOB,

He MEeHAA NPUBBLIYHOTO CNocoba A0CTyNa NOAb30BaTeNen kK BU3HEC-AaHHbIM.

ViPNet Coordinator VA npeactasnaet cobor BMPTYaam3MpoBaHHOE
NporpaMmMHoe obecrneyeHme, NpeaHasHauYeHHoe A4 Pa3BePTbIBAHNA
Ha NonynapHbIX naathopmax suptyanmsaumm (KVM, VMware ESXI,
Microsoft Hyper-V, Oracle VM).

NPEUMYILECTBA

/l Yp06CTBO yrnpaBaeHus N CKOpoCTb ®YHKLMOHaNBHOCTb, COOTBETCTBYHOLLLAS
pa3BepTbiBaHUA annapaTHbIM wato3am ViPNet
Coordinator HW
lmbkoe nnueH3npoBaHme
1 BbICTpOe MaclTabrpoBaHme Eannaa cuctema ynpasneHus
ANA BUPTYyaNbHbIX W annapaTHbIX
OT1cyTCTBME AONONAHUTENBHBIX 3aTpaT w0308 He3omnacHoOCTU
Ha pa3mMeLLeHne U 0bCayKMBaHWeE
obopyaoBaHus OpraHusauma VPN Ha ceteBom (L3)
M KaHanbHOM ypoBHe (L2) B ogHOM
4 Moapep>ka pacnpoCTpaHeHHbIX BUPTYaNbHOM YCTPOWCTBE
cUcTeM BUpPTyanm3sauum

vSwitch vSwitch

dunsnuecknm cepeep

3alymLLeHHbIe KaHanbl

OTKprTbIe KaHanbl




Tun anueHsum VA100 VA500 VA1000 VA2000

Mpou3sBoauTeNnbHOCTL'

MponyckHasa cnocobHocTb L3 VPN, M6ut/c 180 580 1400 4000
MponyckHasa cnocobHocTb M3, M6ut/c 330 940 3500 5500
MakcumanbHoe KonmyectBo ceccuii M3 150 000 500 000 1000 000 3 000 000
PekomeHpgyemoe uncno VPN-kaneHToB? 100 500 1000 2 000
Knactep ropsuero pesepsupoBaHus 4a (c gon. amueH3vewn)

MuHuManbHble CUCTEMHbIE Tpe6OBaHm1

KonunuectBo agep CPU 2 2 4 8
OnepatBHas NamsaTb 276 2T6 4T6 816
TpeboBaHuWA K AUCKOBOW NoacuctemMe 806

CeTeBble NHTEepdENChI 4 x 1 Téwut/c

Moapep>xuBaemMble cpeabl BUpTyanusaumn’

VMware ESXi 6.5, 6.7

VMware Workstation 12.x, 14.x, 15.x Ad
Microsoft Hyper-V Server 2019 aa
KVM, QEMU-KVM wu Libvirt Ja
Oracle VM VirtualBox 6.x 5

Oracle VM Server 3.4

"Ycnosus nsamepenuii: VMware ESX 6.7, CPU Xeon E-2278GE

2KnveHTbl ceTn ViPNet, 415 KOTOPbIX KOOPAVHATOP BbIMOJHAET POJIb TPAHCMOPTHOTO cepBepa (nepesaeT cly>ebHyH
nHopMaLMio o paboTe B 3alMLLEHHON ceTn). Ecam Ha KoopaMHaTope 3aperncTpMpoBaHo YMCIO KJINEHTOB Bbille
OMTUMabHOTO, MOKa3aTeN NMPOU3BOAUTENBHOCTY MOTYT CHU3NTLCA

3Pabota Ha Apyrmnx nnaTd)opmax BUPTYyannsaumm BO3MO>XHa, HO He rapaHTUpoOBaHa
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VPN
VPN-wanto3 ceteBoro yposHsa (L3 VPN)

VPN-LNt03 KaHaNbHOTro YPOBHA
(L2OverlP VPN)

Cepsep IP-agpecos
MapuwpyTtunsatop VPN-naketoB

MackunpoBaHue CTPYKTypbl Tpadurka
3a cyeT nHkancynaumn 8 UDP, TCP

NPOKCW-CEPBEP

MNoaaep>xka npoTtokona HTTP
PaboTa B «Npo3payHOM» pexnme
KswnpoBaHne gaHHbIX

dunbTpauma coaep>xMmMoro Tpaduka

MNpoBepka TpapurKa CTOPOHHUM
aHTusBmpycom no npotokony ICAP

CEPBUCHBIE ®YHKLN
DHCP-cepBep
DHCP-relay

DNS-cepBep
NTP-cepsep

OTKA30YCTONUNBOCTb
N PE3EPBUPOBAHWE

OTKa30yCTONUMBBIN Knactep
ropsiyero pesepBrMpoBaHus
13 ABYX BUPTYaNbHbIX MaLLVH

Pe3epBrpoOBaHue ceTeBbIX
NHTepdencoB Kak Ha ypoBHe
rMnepBun3opa, Tak 1 Ha YpOBHe
OTAE/bHbIX BUPTYaNbHbIX MaLLVH

Jlerkoe BocctaHOBAEHME KOHbUTypaLmm
C NMOMOLLbIO LUTATHbIX CPEACTB
rmnepBmnsopa — pe3epBHbIX KOMUIA

M CHUMKOB (CHamnLwoTOB)

A

MEXCETEBOW DKPAH

MexkceTeBOM 3KpaH C KOHTPONEM
COCTOAIHMA ceccui

PasgenbHas HacTpoika GuabTpaummn aas
OTKpPbITOro v wudpyemoro IP-Tpaduka

NAT/PAT

AHTUCNYOUHT

CETEBbIE ®YHKLWN

Pe3epBupoBaHue 1 banaHcMpoBKa
kaHanoB cea3n: WAN (banaHcnpoBka
n pesepsupoBaHue), VPN (pesepsupoBaHue)

MapLupyTu3aums ceteBoro Tpadurka
Ha OCHOBe:

+ CTaTnyeckon MapLIpyTM3aLmm
* lInHamunyeckor MapLupyTnsaumnm

* MoAnTnK MapLpyTM3aLmum
(Policy based routing)

MoaAep>kka BUPTYasIbHbIX JIOKaNbHbIX
ceten (VLAN IEEE 802.1Q)

ArpernpoBaHue ceTeBbIX UHTEpPHENCOB
(bonding, EtherChannel, LACP)

Moaaep>kka Jumbo-kaapos

MNMopaepxka knaccnpurkaumm
“ npuoputHaumm Tpapuka

(QoS, ToS, DiffServ)

YNPABJIEHNE W MOHUTOPWUHI

LleHTpann3oBaHHOe yrnpaB/ieHue
¢ nomoulbto ViPNet Administrator
n ViPNet Policy Manager

YnaneHHoe ynpaBaeHune ¢ NOMOLLbH
SSH-koHconn n Web-unHtepdeiica

MoHuTopuHr no npotokony SNMP

IKCMOPT CUCTEMHOTO XypHasa
no npotokoy Syslog

JKcnopT XypHana IP-naketos
B ¢opmare CEF



CLEHAPUHN
NCNONIb30BAHNA

[MocTpoeHwme 3alnLLEHHbIX KaHaNO0B 5 PasrpaHunueHve goctyna Kk nHdopmauum
CBA3N Mexay obbekTaMmn opraHmM3aumnm B JIOKA/IbHbIX CETAX, CErMEHTUPOBaHWe
(Site-to-Site n Multi Site-to-Site) NIOKaNbHbIX ceTen (Hanpumep,
BblaenerHue AM3)
3almTa AaHHbIX BHYTPU BUPTYalbHOW
n obnavyHou MHOPaCTPYKTYpbI 3alwuTa MyNbTUCEPBUCHbBIX CETEMN
(Bkntovas IP-tenedonmo
3alMLLEeHHbIN JOCTYN yAaNeHHbIX 1N BUAEOKOHdEepPEHL,CBA3b)
N MOBUNBLHBIX MNOb30BaTesIEN
B3anmogencteue c cetamm ViPNet
3awmTa MarncTpanbHbiX APYr1X opraHm3aumnm
KaHaNOB CBA3U

eHTpasbHbIN oduc aTaLleHT
p ueHTp

CepBepHbIii cerMeHT

L a2

ViPNet Web-

@ Coordinator VA noptan

ViPNet @
r@l E Coordinator VA Eﬁi
ViPNet Cepsep

Coordinator VA NPVAOXEHW

Monb3oBaTenbCKUn cermeHT

33LU,MLU,€HHbIe KaHanbl OTKprTbIe KaHanbl




CEPTUOUKALNSA
N OBCIYXUBAHUE

®CB POCCUN CBUIAETENBCTBA

B npouecce ceptudpukaLm * BkaroueH B EAnHbIN peectp poccuiickoro MO

no Tpebosarmam ®CB Poccun k: » CBMAeTenbCTBO O rocyAapctBeHHon peructpauum ViPNet Coordinator HW 4
* CK3W knacca KC1

* M3 4 knacca 3alWnLLLEeHHOCTH MATEHTbI

* Cnocob CMHXPOHM3aLMK JOCTyNa K pa3gensembiM pecypcam

®CTIK POCCUM BbIUNCAUTENBHON CUCTEMBI M OBHaPYXXEHUA 1 YCTPaHEHUS NOBUCLLNX

610KMPOBOK C MCMOJIb30BaHNEM BI0KMPOBOYUHbIX paiinos (2526282)
* Cnocob napannenbHoli 06paboTku ynopsagoUeHHbIX NOTOKOB

JAaHHbIX (2507569)
* Cnocob ynpaBieHWs COeAUHEHNMM B MEXCETEBOM 3KpaHe (2517411)
* Cnocob LWndpoBaHNs AaHHbIX ANF BbIYNCAUTENBHBIX MAATGOPM

¢ SIMD-apxwutekTypoit (021803)

B npouecce ceptudmrkaumm

no TpebosBaHmam PCTIK Poccmm k:

* M3 tuna b 4 knacca
3awmuweHHoctn (MT.M3.64.113)

* 4 ypoBeHb JOBEPUA CPEACTB
3aLuTbl HPOPMaLMK

TEXHWUECKAA NOLLEPXKA

T APAHTUAHOE N .

OBCﬂy)KMBAHME . CepBVIC TEXHNYECKOU nOAAep)KKI/I ypOBHﬂ «ba3oBbIV» Ha CpOK 1 rog
BXOAUT B CTOMMOCTb

CepBWUC rapaHTUIAHOTO o [lnA nonyyYeHNsa yCayr TeEXHUYECKON NoAAep>KKN YPOBHA «CTaHAaPTHbIN»

06Cny>KVIBaHI/IH B TeyeHue 1 roga n «PaCLIJI/IpEHHbIﬁ» HeO6XOAVIMO 3aK/Ko4aTb OT,D,eanbII7I ,CI,OFOBOp.
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H Coaep>kuMoe JOKyMeHTa HOCUT UCKNKOUUTENbHO UHPOPMALIMOHHbIN XapakTep 1 He ABAAeTCA Ny6AUYHOR opepToit. [lns nonyueHns NOAPOBHOM MHPOPMaLMK 06 ykasaHHbIX B JOKyMeHTe
I E npozyKTax v yciyrax Bbl MoxeTe 06patntbcs B AO «MHPpoTeKC». Bce n3obpaxeHs ABASIOTCA NLIb UANKOCTPALMAMN. Bce TeXHNUYeCKUe XapaKTepUCTVKY, BHELLHUIA BIUA U KOMMIEKTHOCTb
onvcbiBaeMon NpoAyKUN MOTYT MEHATLCA 6es npeasapuTeNbHOro yseAoMaeHus. CumBonbl ™ nnn ® B AOKYMEHTE He UCNO/Ib3YHOTCA, OAHaKO, eC/IN He YKa3aHO MHOTO, BCe TOBApHbIe 3HaKu

Virtual Private Network B JaHHOM /IOKyMEHTe 3alli/LLeHbl COOTBETCTBYOLLMM NPaBOM, KOTOPOE NPUHAANEXNT UX BAaje/bLaM.



