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TEPMWHbI N COKPALLEHNA

B HacTosLwEeM JOKYMEHTEe MCMOb30BaHbI ONpeaeneHuns, NpeacTaBiaeHHble B Tabanye (cMm.

Tabaunua 1).

Tabauuya 1
TepMuHbI U cokpaujeHus

TepMuHBbI K
3HaueHune

COKpaleHus

ACY TN ABTOMaTU3MpPOBaHHanA cucrtema ynpasaeHus
TEXHOJIOTMYECKUM NPOLLeCCOM

NB NHdopmaumoHHas 6e3onacHOCTb

M3 Me>xceTeBOM 3KpaH

M3K MexayHapoaHas 31eKTpoTeXHMYecKas KOMUCCUA

OC OnepaunoHHas cucrema

MK [porpaMMmnpyemMblin 1OTMYECKU KOHTPOEP

Nno MporpammHoe obecneveHve

COB Cnctema 0bHapy>KeHNA BTOPXKEHWIA

APCI Advanced Configuration and Power Interface,

YCOBEPLUEHCTBOBAHHbLIN MHTepdEeNnC ynpaBaeHus

APDU Application Protocol Data Unit, npoTOKONbHbIV 6J0K AaHHbIX
NPWUKAALHOTO YPOBHS

API Application ~ Programming  Interface, = nporpammHbIV
NHTEPDENC MPUIOKEHNS

ARMA |E ARMA Industrial Endpoint

ARMA IF ARMA Industrial Firewall

ARMA MC ARMA Management Console

CIp Common Industrial Protocol, o6wui NPOMBbIWNEHHbIN
NpOTOKOA

DHCP Dynamic  Host  Configuration  Protocol,  npoTtokon

AVHAMNYECKOW HAaCTPOWNKM y3na

GOOSE Generic Object-Oriented Substation Event, ob6uiee 06bekTHO-
OPVEHTUPOBaHHOE CObbITME Ha NOACTAHLNN

FTP File Transfer Protocol, npotokon nepesauv ¢annos no cetu

3 arma.infowatch.ru



https://www.infowatch.ru/products/arma

=) INFOWATCH ARMA

TepMmuHbl 1

coKpalleHus

3HaueHue

HTTPS HyperText Transfer Protocol Secure, paclumpeHHbIN NPOTOKO
HTTP

ICAP Internet Content Adaptation Protocol, npotokon agantauyum
KOHTeHTa IHTepHeTa

IEC International Electrotechnical Commission, MexayHapoaHas
3N1eKTPOTEXHNYECKas KOMUCCUA

ID NpeHTndurkaTop

IOA Information Object Address, agpec o6bekTa MHGopMaLmMm

IP Internet Protocol, mexceTeBon NpoToKon

LDAP Lightweight Directory Access Protocol,
06N1Eer4YéHHbIN NPOTOKO AOCTYNa K KaTajaoram

MMS Manufacturing Message Specification, npotokon nepegauu
AAHHbIX NO TEXHOIOTUN «KJANEHT-CEPBEP»

NAT Network Address Translation, npeobpa3oBaHue ceTeBbix
ajpecos

NTP Network Time Protocol, npotokon ceteBoro BpemeHu

OPC Open Platform Communications, ceMelcTBO TeXHOAOTNM
ynpaBaeHns 06bEKTOB aBTOMaTU3aL MK

OSPF Open Shortest Path First, npotokon AanHamunueckon
MapLipyT13aymm

PAT Port Address Translation, TpaHcasaumsa nopT-agpec

RIP Routing Information Protocol, npotokon MapLpyTHOW
NHopMaLInn

SCADA Supervisory Control And Data Acquisition,  aucneTuepckoe
ynpasaeHune 1 cbop AaHHbIX

SMB Server Message Block, ceteBoM npoTOKON NPUKAAZHOTO
YPOBHA ANs YAANEHHOTO AOCTyna K dannam

SNMP Simple Network Management Protocol, npoctori npoTtokon
CETeBOro yrnpasjeHua

SSH Secure Shell, 6e3onacHas o6os0uka

TCP Transmission Control Protocol, npotokon ynpaBneHus

nepegayen

arma.infowatch.ru
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TepMmuHbl 1

coKpalleHus

3HaueHue

VLAN Virtual Local Area Network, BupTyanbHaa nokanbHas cetb

VPN Virtual Private Network, BupTyanbHas uacTHas ceTb -
0600LIEHHOE  Ha3BaHWe  TEXHOJIOTUK,  MO3BOAOLLNX
obecneunTb OAHO WAM HECKO/NbKO CETEBbIX COEANHEHWNA
NnoBepX APYrov cetu

WAN Wide Area Network — rnobanbHas BbluncivTenbHas ceTb

arma.infowatch.ru
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AHHOTALLMA

Hactosauiee TexHunyeckoe onucaHve npeAHasHayeHO ANA O3HAaKOMJEHUA C CUCTEMOW
3awmTbl nHGopmauun InfoWatch ARMA v onucbiBaeT obLyto cxemy B3aUMOAENCTBUS,

TexHn4Yeckne TpeboBaHma, PyHKLMKW, BapnaHTbl MPUMEHEHWS, a Takke 0bHapy>KBaeMble
aTakw.
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1 INFOWATCH ARMA

InfoWatch ARMA - 370 oTeuyecTBeHHas cuctemMa (cM. PucyHok 1) ana 3awmtbl
MHPOpPMaLMM B aBTOMATU3MPOBAHHOW  CUCTEME  YMpaBiEHUA  TEXHOJIOTUMYECKMM
npoueccom (ACY TIM), BbinoaHAOWana cnegyrowime GyHKLNN:

e 6/IOKMPOBKa aTak Ha CETEBOM YPOBHE M YPOBHE KOHEUHbIX CTaHLMI;

e CO3jaHue 3aMKHyTOW 6e3onacHown cpespbl;

® CHWXXEHMe pecypcoB Ha MOHUTOPWHT;

e 3awuTa OT TapreTnposaHHbIX (APT) aTtak;

e obecneyeHwne BbiNnoaHeHUs npukaszos PCTIK Poccum.

Bce mpoaykTbl WMHTErpMpoBaHbl MeXAy COBOM M MOryT 3KCryaTMpOBaTbCA Kak Mo
OTAENbHOCTY, TaK U B COCTaBe KoMMiekcHon 3awuTbl InfoWatch ARMA.

InfoWatch ARMA Management Console

EAWHBIA LEeHTP yNpaBneHusa CUCTEMOR 3alunTbl
Infowatch ARMA 1 pearvpoBaHug Ha MHUWAEHTbI

InfoWatch ARMA Industrial Endpoint

CpelcTBO 2alnThl padounx cTaHuWid n cepeepoB ACY TT1

]
p

InfoWatch ARMA Industrial Firewall

MpOMBILLNEHHbIA MeXCeTeBO 3KpaH HOBOIO NMOKOMNEHUS
(NGFW)

PucyHok 1 — OmeyecmeeHHas cucmema 3awjumel uHgpopmayuu InfoWatch ARMA
1. InfoWatch ARMA Management Console.

EavHbIn ULeHTp ynpaBneHus peweHnsmyu InfoWatch ARMA un pearvpoBaHus Ha

MHUNAEHTDI.
2. InfoWatch ARMA Industrial Endpoint.

PeweHne no 3awmte paboumx ctaHumn n cepepoB SCADA. ObecneunBaeT 3aMKHYTYHO
3alUMLEHHYIO Ccpedy 3a cyeT obecneyeHWsa KOHTPOAA uenocTtHoctw, 3anycky MO no
6enoMy Cnncky, KOHTPOKO MOAKNHOUEHNA CbEMHBIX HOCUTENEN, aHTUBMPYCHOW 3aLuuTe.

7 arma.infowatch.ru
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3. InfoWatch ARMA Industrial Firewall.

MPOMBILLIEHHBIN MEXCETEBOW 3KPaH HOBOrO MOKOJEHUS C CUCTeMOW ObBHapyXeHus
BTOp>XeHuK (IDS/IPS) n VPN, obecneumBatoLLee NpesoTBpaLLEHME YTPO3 418 KPUTUUECKN
Ba>HbIX MHOPACTPYKTYP M NMPOMBILIEHHbIX CUCTEM ynpaBaeHus. IMeeT BO3MOXHOCTb
3KCcnopta  cobbiITM  MHPopmMaumoHHon  6esomacHoctn  (MB) B SIEM/SOC.
CeptndpunumposaH o PCTIK no NT.M3.44.1M3, NT.COB.CA.IN3, 4¥ /.

4. LLeHTp 3KCcnepTU3bl.

KomaHga 3kcneptoB InfoWatch 6onee 10 net peanvsoBbiBana NpoekTbl Ha CTOPOHE
3aKa34ymMKOB, BEHAOPOB N MHTErPaTOPOB M BNOXWAA CBOW OMbIT B pa3paboTky TEXHOIOTrMM
3awmTbl ACY TT1.

Ha TekyLimii MOMEHT BPEMEHW peann3oBaHbl CeAyoLie MOAYNN:
e InfoWatch ARMA Management Console;
e InfoWatch ARMA Industrial Endpoint;
e InfoWatch ARMA Industrial Firewall;
Obwas cxema npumeHeHmsa InfoWatch ARMA npeactaBneHa Ha pucyHke (cM. PucyHok 2).

HagexHas NpouM3BOAMTENIBHOCTE W MOLLHOE LEHTPasM30BaHHOE  YynpaBieHue
obecneyrBatoT HENPEB3OWAEHHYHO LLEHHOCTb B MPOCTOM, YHMBEPCANbHOM PEeLLEHMM.

ARMA (R InfoWatch ARMA  ARMAfS
R Ingustri i e
ustrial Endpoint
MutepHeT KophopaTueHei InfoWatch -
CErMEHT ARMA
Industrial Firewall
¥poBeHs

SCADA

4R 4 ®)

InfoWatch InfoWatch Kommytatop
ARMA ARMA
Management Industrial
Console Firewall

R

TexHuyecHasn InfeWatch ¥poBeHs
MO SRES, ARMA M
apyree AC Industrial Firewall

PucyHok 2 — Obwaa cxema npumeHeHus InfoWatch ARMA
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2 INFOWATCH ARMA INDUSTRIAL FIREWALL

2.1 TexHuueckue TpeboBaHuA

YcraHoska ARMA IF npounssogmnTca Ha cnegyroLine Tunbl naatGopm:

e annapaTHas;

e BuUpTyanbHasa (rmnepsu3op).
YctaHOBKa Ha annapaTHyro naatdopMy BbINOAHAETCA C ucnoab3oBaHvem USB-
HaKoOMUTEeNs, Ha KOTOPbIM A0KeH bbiTh 3anmcaH obpa3z ARMA IF B popmaTte «*.IMG».

YcTaHOBKa Ha BuMpTyanbHyto nnatdopmy (rMnepBr3op) MPOM3BOAUTCA C MOMOLLbHO
obpa3za B popmate «*.1ISO».

2.1.1 Tpe6oBaHusa k annapaTHoi naatpopme

Mpu yctaHoBke ARMA IF Ha annapaTHyro naatdopmy HeobxoAMMO MCMONb30BaThb
MUKPOMPOLLECCOPHYHO apXUTEKTypy X86 nan x64.

Ans annapaTHou nnatdopmbl, Ha KoTopyto yctaHaBauaetcs ARMA IF pgocratouHo
PYKOBOZACTBOBATLCA MUHUMaNbHbIMU TpeboBaHNAMM K annapaTHOMY obecneyeHmto.

Ana obecneyeHns KOPPEKTHOTO QyHKUMOHMpoBaHMa O n obuwen nponyckHOwu
cnocobHoct ARMA IF 150 M6ut/cekyHay npu paboTte GyHKLMI MEXCETEBOTO 3KpaHa,
cucteMbl  npegotBpalleHus BTtopxeHu (COB) k obopyaoBaHWIO NpeabABAAOTCA
MUHWMMaNbHble TpeboBaHMA, KOTOpble NpeacTaBaeHbl B Tabanye (cm. Tabanua 2).

Tabauya 2
MuHumaneHele mpebosaHus kK 060py008aHUH
HasBaHue o6opyaoBaHusa ‘ Tpe6oBaHus
Mpoueccop 2,0 T, aABYyxBbAAEPHbIV, X86 nan x64
o3y 8Tb

I'Iocnep,OBaTeanaﬂ KOHCONb wnan BUNAEO-

NHTepdeicbl, HeobxoanMble Aans Bbixog (VGA wam DVI) ¢ USB (nan PS/2)

YCTaHOBKM NpOrpaMMHOro obecneveHums nHTepdericamm Ans NOAKNOUEHMNS
KnaBmaTypbl

XKectkmin anck 120 B, SSD

He wMeHee 2 x Ethernet 10/100/1000

CeTeBble nHTepdencsl
po M6éwuT/cek

[Ana xoppekTHOro otobpaxkeHus Beb-mHTepderica Kk Beb-bpaysepam NpesbABAAOTCA
cneayrouine TpeboBaHums:
a. ana OC cemencrtea Windows:

e Chrome, Firefox;
9 arma.infowatch.ru
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b. ana OC cemencraa Linux:
e Chrome ansa Linux, Firefox ans Linux.
2.1.2 Tpe6oBaHusa Kk BUpTyasibHou naatrgpopme

Buptyanmsauma ARMA IF noasepxuBaetca Ana Chefyrolmx BUPTyanabHbIX naatopm
(rMnepBsun30poB):

e HyperV Generation 1;

e VirtualBox Bepcuun 6.0.4 1 BbliLLE;

e VMware ESXi Bepcum 5.5 obHOBNEeHMA 2 1 BbiLe.

ARMA IF wmoxeT ObiTb YCTaHOB/JEH Ha BCe CpeAbl BupTyanauMsauuuv, KoTopble
noasep>xwusatot FreeBSD Bepcun 11.1.

Ana 3anycka ARMA IF npeabsaBaaoTca cnegyrowive MuHMManbHble TpeboBaHMA K
BMPTyaNbHOW cpeje:

e KOJIMYECTBO NpoLeccopos: 1;

e 0bObem onepaTnBHOM NamsaATw: 4 I'b;

e pa3mep BUPTyasbHOro gucka: 25 I'b;

e KOJ/IMYECTBO CETEBbIX MHTEPPENCOB: He MeHee 2.

B Takonm koHourypaumm npowussoautensHoctb ARMA IF obecneunBaer ob6pabotky
Tpaduka He 6onee 30 Mbut/cekyHay npu pabote OYHKUUIN MEXCETEBOrO 3KpaHa W
cuctembl NpeaoTepaLLeHuns sBTopxkeHu (COB). Mpn HeEOH6XOANMOCTM XpaHeHNs 60NbLIOTO
KO/MIMYeCcTBa 3anuceil >ypHanoB, HEOBXOAUMO PYKOBOACTBOBATHCA MWHWMMabHbIMM
TpeboBaHnaMYK K annapaTHon naatbopme B pasgene 2.1.1.

[na koppekTHOro otobpaxkeHus Beb-mHTepderica K Beb-bpayzepam NpesbABAAOTCA
cnepyrowme TpeboBaHus:
c. ans OC cemenictea Windows:
e Chrome, Firefox;
d. ans OC cemencTia Linux:

e Chrome ansa Linux, Firefox ans Linux.
2.2 ODyHKUnM
®yHkumm ARMA IF npueegeHbl B Tabanue (cm. Tabanua 3).

Tabauya 3
@yHkyuu ARMA IF

Ne
®dyHKUMOHanN KommeHTapui

Me>xceTeBoM 3KpaH

1. KoHTponb poctyna nosb3oBaTenen K
ceTeBbIM pecypcaMm, ykasaHue cpoka
AencTBmA y4eTHOM 3anucum
nonb3osartena ([optan aBTopu3saumm)

10
arma.infowatch.ru
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®dyHKUMOHaN

KommeHTapui

KoHTponb gocTyna nosib3oBaTtesiei
NOKaNbHOM ceTn K pecypcam Internet
(URL-dmnbTpaumn)

®unbTpauma ceteBoro Tpaduka ¢
y4yeToM napameTpoB MakeTa Ha
CETEBOM W TPAHCMOPTHOM YPOBHSAX

TouHas naeHTndmKaums,
knaccudukauma 1 npesoTBpaLLeHne
NPOHUKHOBEHMSA BPEAOHOCHOIO
Tpadvka, BKAKOYAA YepBEW, BUPYCOB,
ceTeBbIX aTaK 1 T.M.

CokpbiTne APXUTEKTYPbI n
KOHOUrypaLmm 3amiiaeMom CMCTeMb
n TpaHcnauma agpecos (NAT n PAT)

Bo3MOXHOCTb 3aaHmA pacnmncaHms
cpabaTbiBaHVA NpaBua

Cucrema obHapy>keHU BTOpPXKeHUM

Cpa6aTbIBaHI/Iﬂ npasun

7. ObHapyxxeHve W npeaoTBpalleHne
KOMMbIOTEPHbIX aTak Ha CeTeBOM M
NPUKAaZHOM YPOBHE

8 O6HoBIeHMe 6a3bl peLuatoLLnX NpaBu JlokanbHo, UeHTpansosaHHo, no

npoTtokonam: FTP, SMB

9. Bo3Mo>xHOCTb pa3paboTkm ®opmat npasua — Snort CoBMeCTUMbIN
nosab3oBartenbcknx npasua COB

10. | BO3MOXHOCTb 3a@aHNA pacnucaHma

CeteBble pyHKLMM

11. | BoaMOXHOCTb paboTbl B  pexume
NPO3payYHOro MocTa
12. Moaaepxka CTaTUUeCKowM
MapLipyT13aLmm
13. | Nopaep>kka NPOTOKO/IOB MNopaep>xnBaemMble NPOTOKOIbI
AVMHaMUYeCKON MapLUpyTU3aLmnm mapuwpyTtumsaumm: RIP, OSPF
14. | Npokcn cepsep
15. | Noaaep>xka VLAN IEEE 802.1q
16. | DHCP cepsep
17. | ®yHkumm QoS (Traffic Shaping)
18. | Bo3amoxHOCTb 3epKaanpoBaHma
ceTeBOro Tpaduka Ha OTAe/IbHbIV NopT
19. | ®yHkumoHunposaHune DNS knveHTa
20. | Kswnpyrowmin DNS cepsep
21. MoppepKKa NPOTOKON0B
TyHHennposaHusa GIF, GRE
22. MNopaepxka IPv4, IPve

11
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®dyHKLMOHan KommeHTapum
23. | Moapep>xka obbeanHeHns
dur3nyeckmx nHTepdencos B
nornyeckme
24. | MpocmoTp Tabanubl aKTMBHbIX
COeAMHEHUN
dyHKUMM c6opa ¥ aHanu3sa cobbiTuin
25. Bbibop npasua, no koTopbiM ByayT
Bbibop COBOKYMHOCTU HanpaBAATbCA NPeaynpexXaeHnsa u
PerncTpmpyembix cobbITU ans PErucTpupyemMbIx CObbITUIA Ha
aHann3a no pas/inyHbIM KPUTEPUAM OCHOBE WUCTOYHMKA U APYTUX
napameTpoB
26. | YBepomneHus o cobbITMAX
6e3onacHOCTM B MHTEpdeice
27. MoHuTopuWHr coctoaHma no SNMP v.1,
2,3
28. | 3kcnopt CcOBbLITUA MO  MPOTOKONY
SYSLOG  (uHTerpauma ¢ SIEM-
cnctemamm), SYSLOG B popmate CEF
29. | BoamoxHocTb cbopa w  3KkcnopTa
JamnoB Tpaduka
30. | NHterpauma no ICAP ¢ BHewHUMHK
cmcTemamm
31. | C6op v akcnopt ctatnctnkm NetFlow
32. | MOHWUTOPWHI 3arpyskn W COCTOSHMUA
ceTeBbIX UHTepderncos, CPU, namatm n
NPOrpaMMHbIX MOAYen
33. | ViHBeHTapu3auma ceTeBbIX pecypcos (B
BuAe Tabaunubl)
®DyHKL MM ynpaBaeHNA
34. | JocTyn K NpoAykTy n ynpas/ieHue Ha
pONEeBON OCHOBE, rMbkas HacTpomka
npas JocTyna
35. | BoamoxHocTb ayTeHTudmKaumm
nosib3oBatenen Yepes Active Directory
36. . C nomoLLbrO MHTErpaumm ¢
oaaepxka PyHkLmM InfoWatch ARMA Management
LeHTPas30BaHHOrO ynpaB/ieHna
Console
37. | Bo3amoxHOCTb Mepegaun cobbiTnii B
ARMA Management Console
38. | 3afaHne 1 CMHXPOHM3aLMKU BPEMEHMU
no nportokoay NTP
39. | lMoapep>xka ynpasaeHus no SSH
40. | Nopaepxka yrpasJjieHns yepes
KOHCOJIbHbIN NOPT

12
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®dyHKUMOHaN

KommeHTapum

41. | BO3MOXHOCTb 3KCNoOpTa M MMMopTa
KOHbUrypaumm
42. | BOo3MOXHOCTb 3KCNOpTa M MMMopTa Mo npotokony FTP, SMB, nokanbHO
6a3 peluarowmx Npasmn
43. | MNnaHnpoBLWWK 3a4a4 Ha ocHoBe cepBuca «cron»
44. | Bo3MOXHOCTb
OTKFOYEHWNA/BKNOYEH WS
Hencnoib3yemblx CEPBUCOB
45. | XypHanbl CUCTEMHBIX COBBITUN
46. | XypHanbl cobbITMI 6€30MacHOCTH
47. | XypHanbl cobbitni NAT
48. | XypHanbl cCepBUCHbIX COBBITUN
49. | ®unbTpauma No BpeMeHU B KaXXA0M 13
XypHanos
50. | Bbirpyska >xypHanos
51. | Bo3amoxHocTb
yAa/JeHHOro/nokasibHOro ob6HoBIeHMA
52. | Bo3mMOXHOCTb odnariH OB6HOBAEHMS:
npasun  Suricate, curHatyp  IPS,
CUrHaTyp aHaAM3a MpPUIOXKEHUA W
aHTMBMPYCHbIX 6a3
53. | Bo3amoxHocTb aBTOMaTMYeCKon He TpebyeT fononHuTEeNbHbBIX
ycraHoBkn ARMA IF Ha obopyaoBaHue AEeNCTBUI CO CTOPOHDI
npn nogkaroyeHun Kk Hemy USB- noJib3oBaTess
HocuTena C nporpaMmon
YCTaHOBLLMKOM
@®YHKLUM OTKa30yCTOMUMBOCTH, NMOBbILEHNA HaAEeXXHOCTU, pe3epBMpPOBaHUA
54. | Nopaep>kka OTKa30yCTONUMNBOM
KOHUrypauum active-passive
55. | Loop Protection. TexHonorun STP, [octyneH ana pexuvmMa ceteBoro
RSTP MOCTa
56. | CoxpaHeHue pe3epBHbIX KOnwui
KOHUrypaumm Ha BblAeneHHbln FTP-
cepsep
57. | BosamoxHocTb HacTpouTb
CUHXPOHM3aLMIO  YCTPOWCTB  Mpw
paboTe M3 B pexume
0TKa30yCTONYMBOrO Knacrepa
58. | BO3MOXHOCTb paclMpeHHoro orkaTta
KOHdUrypaumm
59. | Bo3amoxHoOCTb cbpoca HacTpoek
60. | WndpoBaHne  pesepBHOW  KOMUK
KOHQUrypaumum
3awura gocryna
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®dyHKUMOHaN

KommeHTapum

61. | ObecneuyeHne 3alIULIEHHOrO KaHana
aAMUHUCTPUPOBAHNA CUCTEMBI 3@ CYET
ynpasaeHua no npotokonam HTTPS,
SSH
62. | KoHdurypaums naposbHOM NOANTUKM 3afaHre «CNOXHOCTU» Napoas
63. | BoamoxHoctb ayTeHTudbmkauum no
pa3nyHbiM 6a3am: nokanbHas 6asa
noJib3oBarenen, KaTtanor Active
Directory (LDAP), RADIUS-cepBep
64. | KoHTponb LLeSI0CTHOCTH
NPOrpPaMMHOro obecneyeHus
YCTPOMCTBA 3aLUUThI
65. | KoHTponb LLeNI0CTHOCTH
KOHdUrypaLmoHHoro danna
66. | brokmposka nonb3oBatens npu 5
NonbITKax HeyAa4yHoro Bxoja
AHTUBUNpYC
67. | NOTOKOBbLIN aHTUBMPYC B peXunMe
NPOKCH
68. | Bo3aMOXHOCTb KoH®Urypauymm
MOTOKOBOrO aHTMBUPYCa, B TOM uncne
TalM ayToB
69. | BO3MOXHOCTb MPOCMOTPEThL TEKYLLYHO
BEPCUIO aHTMBMPYCA N CUTHATYpbI
70. | Bo3MOXHOCTb 3arpysku HOBbIX
cUrHaTyp
71. | lNMpocmoTp, CKaumBaHMe U OUUCTKA
XYypHana cobbITUin aHTUBMpPYCa
72. | BO3MOXHOCTb obHoBNEHNMA
aHTUBMPYCHbIX 6a3
C-ICAP
73. | BkaroueHwune/oTknroueHme cepsucos C- [MponssoguTb AHTUBUPYCHYIO
ICAP NpoBepKy JAaHHblX, 6a0KMpoBaTbh
cnam,  3anpewartb  goctyn K
nepcoHaNbHbIM pecypcam
74. | Hactponka pabotbl cepsucos C-ICAP
75. | OcywecTBneHre CKaHMPOBaHMA Ha Pabotaet npu BKAHOYEHHOM
aHTUBMPYCbl C MOMOLLbIO CEPBUCOB aHTUBMpYyCe
npotokona C-ICAP
76. | lMpocmOTp, CKauvMBaHWe W oO4YUCTKA
XypHana cepsucos C-ICAP
VPN
77. | Bo3MOXHOCTb MOCTPOEHMA VPN IPSEC, OpenVPN, OpenVPN-
KpunTorpapuyeckoro TOHHens roct

14
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®dyHKUMOHaN KommeHTapuii

78. Site-to-site VPN

2.3 nOAAep)KVIBaeMbIe npomMbiLllJiIEHHbIE NMPOTOKOJbl

ARMA IF BbInosHAET aHanM3 naketoB MO pPasfiMyHbIM MNOJAAM W napameTpam
NPOMbILLJIEHHbIX MPOTOKOJIOB, NopTaM, |IP-agpecam oTnpasuTtens/nosyyarens.

Moasep>kvBaemble MPOTOKO/bI OTPaxeHbl B Tabanue (cMm. Tabavua 4).

Tabauya 4
[Toddep>xkusaembie NPOMOKOIbI

06 7
Bo3MOXXHOCTb punabTpauumn HapY>KEHUE BTOPMERNA U

MOHUTOPUHT (6e3 punbTpaunm)

Modbus TCP Modbus TCP
IEC 60870-5-104 IEC 60870-5-104
S7 Communication S7 Communication
OPC UA OPC UA
OPC DA OPC DA
Modbus TCP x90 func. code (UMAS) Modbus TCP x90 func. code (UMAS)
IEC 61850-8-1 MMS IEC 61850-8-1 MMS
IEC 61850-8-1 GOOSE IEC 61850-8-1 GOOSE
KRUG KRUG
Profinet
S7 Communication plus
DNP3

[na nNpoOTOKONOB, MO KOTOPbIM BO3MOXHAa QUAbTpauMsa, ykasaHa noazepxkka (cMm.

Tabauuya 5).

Tabauya 5
[Toddep>xusaemble NPOMOKOJIbI C yKazaHueM cmeneHu ux pasbopa

Mpotokon Cranpapt CreneHb pasbopa

Modbus TCP MODBUS Application | Ans coobweHnin no npotokony Modbus
Protocol Specification | TCP Mmo>xHO 3agaTb NnpaBunao obHapy>XeHWns
V1.1b3 Ha OCHOBE Npu3HaKka CoBNajeHus:
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MpoTokon CraHaapr CreneHb pasbopa

e CBOMCTBO  GyHKUMM  (KOA4 — wan
KaTteropusa GyHKLNK);

e TWM AOCTyNa K AaHHbIM (TN AoCTyna
N OCHOBHAas MOZAeNb AAHHbIX);

e amanazoH &yHkuum (BBOA Koza
byHKUMM, agpeca W 3HaYeHus
NepemMeHHON BPYUHYHO).

MNpn obHapy>XeHMM MO CBOWCTBY YHKLUN
BO3MO>HO 3aaTb AOMOJHNTE/IbHbIE OMLUN:

® 1CMOJIb3yeMyto byHKUMIO,
noAdYHKLMIO;
e Kateropuu kofoB QyHKLMNN.

KaTteropusa kog0B QpyHKUMM:

e (Ha3sHaueHHas  (kogbl  OYHKUMK,
KoTopble onpeaeneHbl B Modbus
cneuumdukaumm);

e He Has3HaueHHas, obuiesocTynHas
(CTaHAapTHblIE M OpraHM3aLUMOHHble
KOAbI);

e ronb3oBaTenbckaa (ABa Awnana3oHa
KOAOB, A4NA4 KOTOPbLIX MOJib30OBaTe/b
MOXET Ha3Ha4nTb TMPOUN3BOJIbHYHO
PyHKUMIO);

e 3ape3epBMpPOBaHHas (koAb
bYHKUMIW, KOTOpble He ABASAIOTCS
CTaHAAPTHbIMW);

e BCe KaTeropuw.

Mpw Knaccndurkaumm No OCTyny K AaHHbIM
BO3MOXHO 3agatb cnegytolime
AOMNONHUTENbHbIE OMLUMK:

e TUMN AOCTyNa K AaHHbIM — 3anuncaTtb
NI CUYNTAaTb.

Mogenb faHHbIX:
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Mpotokon

CraHaapr

CreneHb pasbopa

e «Peructpel  ¢naros  (Coils)» -
buTtoBble AaHHble, AocTyn
yTeHne/3anunco;

e «Peructpbl  xpaHeHua  (Holding
Registers)» — 16 6uTOBblE AaHHbIE,
AOCTYN YTeHne/3anuce;

o «[lnckpetHble  Bxoabl  (Discrete
Inputs)» — 6UTOBbLIE AaHHbIE, AOCTYM
yTeHue;

e «Peructpbl BBOga (Input Registers)»
— 16 O6uTOBble AaHHblE, AOCTYN

yTeHwue.
IEC  60870-5- | TOCT P M3K 60870-5- | CoobueHunsa no npotokoay IEC 60870-5-104
104 104-2004 MOryT BbITb OnpeaeneHbl MO TNy nakera:

e nosHbI — APDU;

e [NA UeNel ynpaBAeHUA — TOJIbKO
nonsa APCI.

Mpwn knaccudpukauymm no tuny naketa APCI
BO3MOXeH BblIbop popmaTa nakerta:

o Jt0b0ou;

e «U-format (unnumbered control
functions)» — GyHkUMKM ynpaBneHus
6e3 Hymepauuy;

e «S-format (numbered supervisory
functions)» — ®yHKUMM KOHTpOAS C
Hymepaumen.

Mpwn knaccupukaumm no tuny nakera ASDU
BO3MOXHO 3ajjaHue:

e /Mana3oHa paspeLUeHHbIX BXOAALLNX
naketoB (RX);

e /ManasoHa pa3peLleHHbIX
nexopawmx naketos (TX);

e Tnna ASDU;

e npuuunHbl nepegaun (ASDU cause of
transfer)»;
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Mpotokon

CraHaapr

CreneHb pasbopa

e uyucnooro 3HauveHnsa ASDU agpeca;

e aapeca obbekta uWHOOpMaUUM B
dbopmate ananasoHa;

e < 3HayeHusa IOA.

S7
Communication

CraHgapT npoTokosa
CBA3M
KOMMYHMKaLNOHHbIX
MoAynen cepwum
Siemens SIMATIC S7-
300/400

CoobuweHunsa no npoTokony
S7Communication pa3genaroTca no
byHKUMM:

e CPUSERVICE;

e SETUPCOMM;

e READVAR,;

e WRITEVAR;

e REQUESTDOWNLOAD;
e DOWNLOADBLOCK;
e DOWNLOADENDED;
e STARTUPLOAD,;

e UPLOAD;

e ENDUPLOAD;

e PLCCONTROL;

e PLCSTOP.

Mpu BbibOpe B None «PyHKLNA» QYHKL MM
«READVAR» Heobxogumo BbibpaTb TuvM
obnactm uyTeHMA W MoNA BBOAA WIMEHMU
obnactu, TMNa JaHHbIX, KOMYECTBA AaHHbIX
N CMeLLeHNA JaHHbIX.

MNpw BbIGOpE B None «®@YyHKLMUA» GyHKLUN
«WRITEVAR» Heobxoammo BbibpaTb Tvn
obnactm uTeHMA W Mons BBOAA WMEHMU
obnactu, TMNa JaHHbIX, KONYECTBA AaHHbIX
N CMeLLeHNs JaHHbIX, TUNa nepeAaBaemMoro
3HaYeHna, KONMYEeCTBO  MNepejaBaeMbixX
AAHHbIX, CMTUCOK 3HAaUYEHNIN JaHHbIX.

Mpw BbIGOpE B None «®YyHKLUUA» GyHKLUN
«REQUESTDOWNLOAD>» nosBssaTca noJie
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MpoTokon CraHaapr CreneHb pasbopa

Boibopa TuMma 6s10ka, HOmepa 6noka w
ueneBou GansoBOM CUCTEMBI.

Mpw BbIbOpE B NoNe «®YyHKLMUA» GyHKLUN
«DOWNLOADBLOCK» nossatca noJse
Boibopa Tunma 6s10ka, HOmepa 6noka w
ueneBou GansoBOM CUCTEMBI.

Mpw BbIbOpE B NoNe «®YyHKLMUA» GyHKLUN
«STARTUPLOAD» nossaTca nosie Bbibopa
TMna 6noka, Homepa 6noka W LeneBow
barinoBon cMCTEMBI.

Mpw BbIbOpE B NoNe «®YyHKLMUA» GyHKLUN
«PLCCONTROL» nosBsatca none Bblbopa
dyHKUMK ynpasaenus MNJIK:

e «INSE (AKTmBauma  CKa4yeHHOro
6710Kka, NapaMeTpoM BbICTyNaeT MMsA

610Ka)»;

e «DELE (YpaneHwne 610Ka,
napaMeTpoMm BbICTyrnaeT nmsa
610Ka)»;

e «PPROGRAM (3anyck nporpammbl,
napameTpom BbICTynaeT nma
nporpamMmbl)»;

o «GARB (Cxatne namatu)»;

e «MODU (KonuposaHne RAM B ROM,

napameTp COZEePXUT
naeHTndunkatop bansioBou CUCTEMbI
A/E/P)»;

o «OFF (BbikntoueHme MNAK)»;
e «ON (Bkntouenme MK)».

OPC UA IEC 62541 CoobuweHna no npotokony OPC UA
pa3aenAroTCca No TMn coobuieHms:

e HELLO (mapkep Hauana nepegauu
AAHHBIX  MeXAy  KIMEHTOM U
cepBepom);

e ACKNOWLEDGE (oTBET Ha
coobuleHme Tnna HELLO);
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Mpotokon

CraHaapr

CreneHb pasbopa

e OPEN (OoTKpbiTMe KaHana nepesauyu
AAHHbIX C NPeasoXeHHbIM METOAOM
WndpPOBaHNA JaHHBIX);

e MESSAGE (nepegaBaemoe
cooblLeHue);

e (CLOSE (koHeu ceccun).

Mpn Bbibope «OPEN» nosaBaTca none
BblbOpa nosmnTrka 6e3onacHoCTu.

Mpw Bibope «MESSAGE>» B none nossAarca
none Bblbopa TMNa 3anpoca.

MNpwn Bbibope «BROWSE» B none «Tun
3anpoca» MnofABATCA MoJie BBOAA AnarnasoH
3anpoca.

Mpn BbiIbOpe «READ» B none «Tun
3anpoca» MNofBATCA NoJie BBOAA AMana3oH
3anpoca.

MNpn Bbibope «WRITE» B nose «Tun
3anpoca» MnofABATCA MoJie BBOAA AnarnasoH
3anpoca.

Mpn BbIbOpe «CALL» B none «Tun
3anpoca» noasATca none BBOZa
naeHTMOUKaTopa  y3na,  coaep Kalumi
BbI3bIBaEMYIO MpoLueaypy W noje BBOAA

naeHTndunKaTopa y3na BbI3bIBAEMOW
npoueaypsl.
OPC DA OLE  for  Process | CoobweHuns no npotokony OPC DA
Control Data Access | pasgenstorca no Tmny coobLeHus:
Automation Interface e REQUEST:
Standard v.2.0
e PING;
e RESPONSE;
e FAULT;
e WORKING;
e NOCALL
e REJECT,
20
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MpoTokon CraHaapr

CreneHb pasbopa

e ACK;

o CI_CANCEL;

e FACK;

e CANCEL_ACK;
e BIND;

e BIND_ACK;

e BIND_NACK;

e ALTER_CONTEXT;
e ALTER_CONTEXT_RESP;

e SHUTDOWN;
e AUTHS;

e CO_CANCEL
e ORPHANED.

Mpwn BoiI6ope «<REQUEST» B nose nosBATCs
nose BBOZAA naeHtnoumkartopa
BbI3bIBaEMOro oObbekTa W Mojae BBOAA
HOMepa Bbi3biBaeMOU QYHKLMM 06beKTa.

AN HACTPOWKM

Schneider-Electric.

UMAS OcHoBaH
npoTokone Xway
Unite. MpoTtokon

Umas NCNosab3yeTcA

MOHUTOpPWHra MK

Coobuwenna no  npotokony  UMAS
pa3fenaroTca No PyHKUNAM:

e umHuumanmlauma UMAS ceccup;
e uyTeHue HGopMaLnKM O NPOEKTE;

e yTeHMe BHYTPeHHen wHdOopMaLUn
MnaK;

e Ha3HaueHwue lJIK Bnagenbua;

* VHULMaAM3aLna 3arpysku
(konnpoBaHue ¢ uHxeHepHoro [1K
Ha NJ1K);

* 3aBeplleHue 3arpysku
(konupoBaHua ¢ MHxXeHepHoro [1K
Ha NJ1K);

21
arma.infowatch.ru



https://www.infowatch.ru/products/arma

=) INFOWATCH ARMA

Mpotokon

CraHaapr

CreneHb pasbopa

* MHUUMaNM3aumns CKauMBaHMA
(konnposaHue C MaK Ha
nHxXeHepHbIn MK);

e KOHel, CKauyMBaHMWA (KOMMPOBaHUA C
MNAK Ha nHxeHepHbin T1K);

e BKutoueHue MNJK;

e BblkaoueHue MNJK.

MMS

IEC 61850-8-1

CoobLueHus no npotokony  MMS
pa3aenaroTca No TMny coobLleHums.

Ons TMna coobLeHunn
«CONFIRMED_REQUEST>» BO3MOXEH
BbIGOP TMMa cayx6.

Ana cnyx6bel «READ» BO3MOXEH BBOJ
MMEHWN NepeMeHHON N agpeca NepeMeHHOM
ANA QYHKUNM YTeHumA.

Ana cnyxbbl «WRITE» BO3MOXEH BBOZ
MMEHWN NepeMeHHOM ANa QYHKLIMKN 3anuncu.

GOOSE

IEC 61850-8-1

CoobuweHna no  npotokony  GOOSE
pasgenatTca no:

e UAEHTUPUKATOPY MPUNOXKEHUS;
e 3HaueHuto nons «datset»;

e 3HauyeHuro nons «gocbref»;

® 3HayeHuto nona «goid»;

e 3HAUeHWH nong «t».

KRUG

Kpyr lNK-koHTponep

Coobuwenna no  npotokony  KRUG
pasgenaroTca no:

e 3HaueHuto nong «<COMMAND»;
e 3HaueHuto nonsa «CMD»;,

e 3HaueHuto nonsa «PORT»;

e 3HaueHuto nonsa «ACCESS»;

e 3HaueHuto nona «MODE»,

e 3HayeHutro nona «<ERRCODE»
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2.3.1 BapwmaHTbl MCNO/Ib30BaHNA PYHKLMA OrpaHUYEeHUNA
Bo3MOXHbI cneayroLLme BapraHTbl MCMOAb30BaHUA QYHKLMA OrpaHNYEeHNS:

1. KoHTposnb penctBMMA nonb3oBaTenss no cetn (orpaHW4YeHWe Mo  YynpaBAeHUHO
KOHKPETHbIMU BDYHKLMAMN).

2. OrpaHuueHuve Tpaduka mexay Heckonbkumu ACY Tl (BO3MOXHOCTb paboTbl no
NPOMBbILLNEHHBIM MPOTOKOaM UM OrpaHMYeHne Takon paboThbl).

3. 3anpeT 3aBeA0OMO HeaoMNyCTUMbIX onepaumi (06HoBAeHWe npoLumekm MJIK).
4. KoHTpob 3HaueHna nepemMeHHbIx B ACY TT1.
2.4 BapwnaHTbl npuMeHeHuUs

ARMA IF moxeT BbITb pacnono>eH Ha HECKO/IbKMX Y4acTKax CeTu:
e Ha rpaHuue ¢ KopnopaTtuBHbLIM CETMEHTOM,;
e 3aluMTa KaHala TEXHNYECKOWN NOAAEPKKY;
e 3awmTta cmexHbix ACY TIT;
e  MOHUTOPUHT BHYTpW ACY TI1.

2.4.1 Ha rpaHuue c KOpnopaTUBHbIM CErMeHTOM

Ha rpaHvue ¢ KOpnopatuBHbIM CErMEHTOM BO3MOXEH JOCTYyMn 3/10yMbIWIEHHMKA K
cermeHTy cetn «YpoBeHb SCADA» B COOTBETCTBUMN CO cxeMOW (CM. PucyHok 3).

C6op

TenemeTpum 2. WHgpopmaums 06 OC (B uactHocTn Windows)
P & |
{ |
—Q g |
I WHtepHet KopnopatuneHbilii YpoeeHb
CermeHTt SCADA
1. IHghopmaLmoHHbIe Bo3ae/icTeus J/

YposeHb MK

PucyHok 3 — Y2po3el Ha epaHuye ¢ KopnopamusHbIM Ce2MeHMoM

Ha cxeme, npeacraBieHHON Ha pucyHke (CM. PucyHok 4), nokasaH BapuaHT NpUMeHEeHNA
ARMA IF Ha rpaHuLe ¢ KOpropaTUBHbIM CEFMEHTOM.
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WHTepHet KopnopaTueHblii InfoWatch ARMA KommyTatop Cepeepbl
cermeHT Industrial Firewall ACY TN

o g | =® | O

SYSLOG
SIEM CepBep AaHHbIX InfoWatch ARMA APM SCADA

Industrial Firewall

MAK

PucyHok 4 — lNpumeHeHue Ha epaHuye ¢ KopnopamueHbsIM Ce2MeHMOoM
2.4.2 CBA3b C TeXHUUECKOW NOAAEPIKKOU

Uepe3 cBA3b C TEXHUYECKOW MOAAEP>KKOWN BO3MOXEH JOCTYMN 3/0yMbILLIEHHMKA K
cermeHTy cetn «YpoBeHb SCADA» B COOTBETCTBUMN CO cxeMOW (CM. PucyHok 5).

= @ = O

TexHnyeckas MHTepHet KopnopatueHbiii YposeHb SCADA
noaaepxka cermMeHT y
Hanpasnerve vHphOpMaLUMOHHBIX BO3AEACTBII
CA o \
— ]
TexHnyeckas nogaepxka YposeHb MJ1IK

PucyHok 5 — Cesa3b ¢ mexHuyeckol noddepxxkol. Yepo3el

Ha cxeme, npeacraBieHHON Ha pUCyHKe (CM. PucyHok 6), nokasaH BapuaHT NpUMeEHEeHNA
ARMA IF ans obecneveHuns 6e3onacHOM CBA3N C TEXHMYECKOW NOAAEPIKKOWN.
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WHTepHer KopnopatueHbiii InfoWatch ARMA KommyTatop Cepgepbl
cermeHT Industrial Firewall ACY T

A - =

SYSLOG
SIEM CepBep aaHHbIX APM SCADA

@?J ""1#@ —| K

TexHuueckas InfoWatch ARMA Sawmaemas ACY TT1 YpoBeHs
nogaepxka Industrial Firewall

PucyHok 6 — MpumeHeHue 015 obecneyeHus 6e3onacHoU c8A3U ¢ MexHU4Yeckol
noddepxkkou

2.4.3 CBsa3b co cmeXxxHbimu ACY TIN

Yepes cBa3b co cMexHbIMM ACY TI1 BO3MOXXEH AOCTYN 3/10yMbILLIEHHMKA K CETMEHTY CeTH
«YpoBeHb SCADA» B COOTBETCTBMM CO CXEMOM (CM. PucyHoK 7).

KopnopaTuBHbIi cermeHT

e} ] =

— —
Hanpasnexne YpoeHb SCADA YpoeeHb SCADA
MHGPOPMALMOHHBIX
BO37e/ACTBIIA
¥YposeHb /1K YposeHb MJIK

A a i)

PucyHok 7 — CgAa3b co cmexHeiMu ACY TI1. Yepo3el

Ha cxeme, npeactaBneHHON Ha pucyHke (cMm. PucyHok 8), mokasaH BapuaHT NpUMeHeHUs
ARMA IF gna obecneyeHms 6e3onacHou CBA3M co cMeXXHbIMu ACY Tr1.
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O

WHTepHet KopnopatueHeblii
cermeHT

] 4R ]

—// —/

YpoeeHb SCADA InfoWatch ARMA YpoeeHb SCADA
Industrial Firewall

YpoeeHb /1K YpoeeHb /1K

PucyHok 8 — lNpumeHeHue 015 obecneyeHus 6ezonacHou cesa3u co cmexHsimu ACY TI1
2.4.4 MoHuTtopuHr Baytpu ACY TN

Ha cxeme, npeacTtaBneHHON Ha pucyHke (cM. PucyHok 9), nokasaH BapuaHT NPUMEHEHUS
ARMA IF ans ocywecTBAeHNA MOHUTOPUHIa BHYTpu ACY Tr1.

ARMA(‘ =
=T
® = ]
KopnopatneHbiit InfoWatch ARMA CepBepbl APM
CerMeHt Industrial Firewall ACY TN SCADA
/T \\
CeteBoe
o6opynoeanme ACY Tr1 SPAN
) Co6bitus Ib —
ARMA )
IF@
SIEM InfoWatch ARMA LLikachbi
Industrial Firewall aBTOMaTM3auUMM

PucyHok 9 — lpumeHeHue 015 MoHUMopuHaa sHympu ACY TI1
2.5 OG6HapyxuBaemble aTaku
ARMA IF o6HapyxuBaeT ciegyroLme aTaku:

® CKaHnpoBaHWMe ceTy;
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e MOMbITKM 3Kcnayataumm ysssumocten O 1 nporpamMmMupyemMbix J0rMYeckmx
KoHTposnepos ([JIK);

® 1CMNOJ/Ib30BaHMe 3anpeLLeHHbIX GYHKLUA NPOMBbILLNEHHbIX MPOTOKOOB;

e nosABJieHWe 3anpeLleHHbIX MHPOPMaLMOHHbIX MOTOKOB;

® 0403pUTeNIbHbIE KOMaHAbI;

e [leNCTBUS BPEAOHOCHOrO NPOrpaMMHOro obecrneyeHus;

® HecaHKUMOHMpoBaHHasa nepenpotumska MNJK;

® U3MeHeHunsa yctaHoBok [J1K;

® MNOAKIHOYEHME YCTPOUCTB B TEXHONOTMYECKYHO CETh;

® oOJMeHa CeTeBOro ajpeca;

e HeCaHKUMOHMpOBaHHOe noakatoueHne kK ACY Tl 13 BHelHen ceTw.

2.6 OnwucaHue annapaTHbIX KOHPUTypaLumn

Bo3moxkHbl cneaytrowme BapmaHTtbl noctaskv ARMA IF:
1. Ana noctaBku B cTOMKy 19"

® B CEPBEPHOM UCMONHEHNN;
e B MNPOMbILJIEHHOM WCMOJHEHUN B cooTBeTcTBMM TpebosaHuam FOCT P M3K
61850-3, TOCT P 52931, TOCT IEC 60950-1.
2. Ona kpennenus Ha DIN pewiky:
® B MPOMbILLIIEHHOM UCMOJHEHUN.

B Tabanue Hwxe (cM. Tabanua 6) NnpuBeseHbl OCHOBHbIE TEXHNYECKME XapaKTEPUCTUKM
pa3nnyHbIX annapaTtHbix KoHPuUrypaumi ARMA IF.

Tabauya 6
AnnapamHele KoHpuzypayuu ARMA IF

ARMA IF- ARMA IF-

n ARMA IF-BOX  ARMA IF-DIN
apamerp 19RACK ELECTRO

N3o6parkeHne A Caareessr = W Q

1 Unit
. WCMNONHEeHWe Ans
1 Unit
MOHTa>a B HactonbHOe
NCMOJIHEHME NS . MpoMblILWNeHHOE
CTOWKY. VCMNOJIHEeHME,
MOHTaXa B MCMNOJIHEeHne, be3
NcnonHeHue . MpPOMbILLNIEHHO bes3
CTOVIKY. ABVKYLLXCA
€ VCMOoJIHEHWE, ABVKYLLNXCA .
CepBepHoe . yacreu
6e3 yacTem
VCMNOJIHEeHME
ABUKYLLNXCA
yacTem
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ARMA IF-

ARMA IF-

n ARMA IF-BOX ARMA IF-DIN
apamerp ELECTRO
Intel Celeron
Intel Xeon E3- Intel Core i7- Intel Atom N3350,
Mpoueccop 1220v6, 3 1Tu, 8 | 7600V, 2.8 I'ry, C3558,2.2 Ty, | NPOMbIWAEHHBIN,
M6 k3w 4M6 Kaw 8 Mb k3w naccmBHoe
oxnaxzeHve
OT16T76 16 T6 16 T6 816
o3y onepaTnBHON onepaTMBHOWN onepaTnBHOWN onepaTnBHON
namaTu namaTu namaTn namsaTu
OT240T6 240 T6 256 6 256 6
dKecTKuU ANCK | TBEPAOTENbHbIA | TBEPAOTE/bHbIN | TBEPAOTENbHbLIN | TBEPAOTE/bHbIN
HaKonuTesb HaKoMnuTeNb HaKonuTeb HaKonuTeb
KoHdpurypaumm:
1. Ethernet -8
noptoB 1 6/c
_ Eth -
2. Ethernet - 6 Ethernet - 5 thernet - 6 Ethernet - 4

CeTeBble NOpPThI

noptoB 1 6/c +
2 nopta 10 T6/c

3. Ethernet -4
nopta 176/c + 4
nopta 10 6/c

nopta 16/c

noptoB 1 6/c +
2 nopta 10 I6/c

nopta 116/c

MaccuBHOE
Het [Ja Het Ja
oxsaXkaeHue
C
TeneHb 3aLMUTbl ] P-20 i IP-30
Kopnyca
Temnepatypa
Mnepatyp 0..40°C 120°C...+70°C 0..40°C 120 ... +70°C
aKcnyaTauum
5.95% (6 5.95% (6 5.95% (6
Bna)xHocTb 5.9 % 6 (bes 6 (bes 6 (bes
KOHAeHcaTa) KOHAeHcaTa) KOHZAeHcaTa)
BozaericTBui
CTaLMOHapHOM
CHyconaanbHO 2G, 10..150 Ty,
Bubpauus - W B1bpaLmm: - amnaumtyga 0.35
- C amnnTyaomn MM
nepemMetlexms 3
MM Mpu YacToTe
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ARMA IF-

ARMA IF-

ARMA IF-BOX

ARMA IF-DIN

MapameTp

T9RACK

ELECTRO
BMbpauum (0,5-
9) Iy,

- C amnnTygomn
yckopeHus 10
m/c2

npu yactote

BMbpauun (9-

200) Ty n 15
m/c2

npw yacToTe -
(200-500) I'y"

Bosgencreui
yAapos
ONNTENbHOCTbIO
2-22 mc 256,
Yaap ] (NonoBMHa i NoNyCMHYyCconaa,
CUHYyCcOMAbI) C NPOAOC/IKNTENbHO
NMUKOBbIM ctb 11 Mc
yckopeHnem 100
m/c2
CootBetcTBYyeT
BknroueH B| TpeboBaHMAM
peectp rOCT P M3K
AononkurensHo MuHnpomTOopr 61850-3, TOCT P ) )
Poccumn (TOPIT) 52931, TOCT IEC
60950-1.
MutaHune - 2x450 MuTtanwe - Mutanme - 1224
BT, C 12..24 B, .
MutaHune 2x220 Br. . B, BHewHMM 60K
BO3MOXHOCTbHO BHeLWHMN 610K
. nuTaHus
ropsiyen 3aMeHbl nuTaHus
Obwasn 6 I6/c 4T6/c 2T6/c 1T6/c
nponycKHas
Cnoco6bHOCTb
BCEro (oueHka Ha (oueHka Ha (oueHka Ha (oueHka Ha
ycTpoiicTBa C OCHOBe OCHOBe OCHOBe OCHOBe
BIUTFOUEHHbIM XapaKTepPUCTUK | XapaKTEPUCTUK | XapaKTepPUCTUK XapaKkTepucTuk
moaynem M3 obopypoBaHus) | obopyaoBaHua) | obopyaoBaHua) | obopyaoBaHMA)
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ARMA IF- ARMA IF-

Mapamertp ELECTRO ARMA IF-BOX ARMA IF-DIN

O6bwan
nponyckHas
cnocobHocTb
Beero 750 M6/c 500 M6/c 180 M6/c 80 M6/c
yCTpoWcTBa c
BK/1IOYU€HHbIMUA
moayaamu M3 m

COB n DPI

Me>xceTeBoi
3KpaH,
nakeToB/c 2 700 000 1 800 000 330 000 120 000
(oueHouHoe
3HaueHue)

Me>kceTeBoi
3KpaH,
KOJINUecTBoO
OAHOBPEMEHHbI
X CcoeAVHeHuW
(ceccuin)

9 200 000 2 000 000 700 000 250 000

FabapuTHble
pa3mepbl 444x615x44 (1U) | 483x163x44 (1U) 197x231x44 155x110x79
(LLIxxB)

Bec 11 kr. 4 kr 1.7 kr. 1.15 «r.

lapaHTUs Ha obopyaoBaHue — 1 rog,
2.7 JnueHsnpoBaHue

B ARMA IF npegycmoTpeHbl cneayrolumne BUabl JTNLEH3NN:
e Enterprise COB (cnctema o6Hapy>XeHus BTOPXKEHUI);
e Enterprise M3 (mexceTeBou 3kpaH (M3));
e Enterprise M3 + COB (MexceTeBOM 3KpaH «caeaytolero nokoneHus» (NGFW)).

NnueHsuna Enterprise  COB  MOXHO pacWumMpuTtb COBMECTHbIM  WAW  pa3fesibHbiM
NpuobpeTeHnemM NnLLEH3NN:

e Enterprise MpoMblIwneHHbIE MPOTOKObI;

e Enterprise OPCDA.
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B Tabanue Hmxe (cm. Tabanua 7) nepeuncaensl ¢yHkumm ARMA IF pns kaxaoro Buaa
JNINLLEH3NN.

Tabauya 7
PyHkyuu ARMA IF 0na kax0o2o euda uyeH3uu

®yHKUMOHaN coB M3 M3 + COB

Me>xceTeBoM 3KpaH

1. KoHTponb poctyma nonb3oBaTenent K
CeTeBbIM pecypcaM, yKasaHue cpoka - + +
AencTemsa yYeTHOW 3anucu
nosab3osatesa ([oprtan asTopunsaumm)

2. KoHTponb fgocTyna nosb3oBaTesnei
JIOKaNbHOM ceTu K pecypcam Internet - + +
(URL-dmnbTpaumsa)

3. ®dunbTpauma ceteBoro Tpaduka ¢
y4yeToM napameTpoB naketa Ha - + +
CETEBOM M TPAHCMOPTHOM YPOBHAX

4. TouHas naeHTnduKaums,
knaccudukauma wn npegoTBpalleHme
NPOHWKHOBEHMA BPeAOHOCHOTO - + +
TpadvKa, BKAKOYAA 4YepBen, BMPYCOB,
CeTeBbIX aTak M T.N.

5. CokpbiTne APXUTEKTYPbI 7
KOHPUrypaumm 3aLmLLaeMomn CUCTEMBI - + +
n TpaHcnauma agpecos (NAT n PAT)

6. Bo3MO>XHOCTb 3aaH1A pacnucaHms - + +
cpabaTbiBaHNA NpaBu

Cucrema obHapy>keHU BTOpPXKeHU

7. O6HapyxeHve W npegoTBpaLleHne
KOMMbIOTEPHbIX aTak Ha CEeTEBOM MU + - +
NPUKNAAHOM YPOBHE

8. O6HOBAEeHMe 6a3bl peLlatoLLIMX NPaBmA + - +

9. Bo3mMOXXHOCTb pa3paboTkum
nonb3oBaTtenbckmx npasmn COB

10. Bo3mMo>xHOCTb 3agaHuma pacnucaHns
cpabaTblBaHWSA NpaBu

CeteBble pyHKLMM

11. Bo3MoxHOCTb paboTbl B pexume
Npo3payHOro MocTa

12. MNMoaaep>kka CTaTUYECKOM
MapLpyT13aumnm

13. MNMoaaep>kka NPOTOKONOB
AVHAMWYeCKOW MapLupyTu3aLmm +

14. MNpokcu cepeep _ + +
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Ne
®dyHKUMOHanN
15. Moagepsxka VLAN IEEE 802.1q
16. DHCP cepBep
17. ®yHkumm QoS (Traffic Shaping)
18. Bo3moxxHoCTb 3epKannpoBaHns
CeTeBOro Tpaduka Ha OTAeNbHbIV NOpPT
19. ®yHKkumMoHnpoBaHne DNS knneHTa
20. Kawwmpyrowmin DNS cepsep
21. MNoaapepka NPOTOKO/IOB
TyHHenuposaHua GIF, GRE
22. MNopaep>xka IPv4, IPv6
23. MNopaep>xka obbeaAnHeHs
dur3nyeckmx NHTepdercos B
nornyeckme
24. MpocmoTp Tabanupl aKTUBHbIX
COeAVHEHUN
®yHkuumn cbopa n aHanusa cobbiTnin
25. Bbibop COBOKYMHOCTY
perncTpmpyembix cobbITUiA Ans
aHann3a Nno pasinNYHbIM KpUTEPUAM
26. YBegomneHus o] cobbITUAX
6e3onacHOCTM B MHTepdence
27. MoHuTopuHr coctoaHna no SNMP v.1,
2,3
28. Jkcnopt cobbITMA MO MpPOTOKOAYy
SYSLOG  (uHTerpauma ¢ SIEM-
cncrtemamm), SYSLOG B popmate CEF
29. Bo3moxHocTb cbopa u 3kcrnopTta
AaMnoB Tpaduka
30. WHterpauma no ICAP ¢ BHewHUMM
cncTemMamm
31. C6op n 3kcnopt ctatnuctnkn NetFlow
32. MOHWTOPWHI 3arpy3km N COCTOAHUA
ceTeBbIX MHTepdercos, CPU,namatn n
NPOrpamMMmHbIX MOAyneWn
33. HBeHTapu3aLma ceTeBbIX pecypcos (B
BMAe TabavLbl)
®yHKUUM ynpaBieHus
34. [locTyn K NpoayKkTy v ynpaBiaeHne Ha
pPONEBON OCHOBe, rMbkas HacTpoWka
npas AocTyna
35. Bo3smoxxHOCTb ayTeHTUpurKaLmm
nosb3oBaTesien Yepes Active Directory
36. MNoasep>xka byHKUMIA
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®dyHKUMOHanN
LEeHTPa/N30BaHHOrO yrnpaBieHus
37. Bo3MoXHOCTb nepesaun cobblTvii B
InfoWatch ARMA Management + + +
Console
38. 3ajaHne N CUHXPOHM3AUMM BPEMEHN N N N
no npotokoay NTP
39. MNoaaep>xka ynpasneHnsa no SSH + + +
40. I'Iop,,u,ep>|<|<av ynpaBaeHns yepes N N N
KOHCOJIbHbIN NOpT
41. Bo3moxHoCTb 3kcnopta v ummnopTa N N N
KOHbUrypaymm
42. Bo3moxxHOCTb 3kcnopta m ummMmnopTa N ) N
6a3 pelaroLmx NpaBm
43. MnaHNMpOBLLMK 3aja4 + + +
44. Bo3moxxHOCTb
OTKJ/IFOYEHNA/BKAHOYEHNA + + +
Hencnoab3yembIX CEPBUCOB
45. XKypHanbl CUCTEMHBIX COBbITUM + +
46. XKypHanbl cobbiTnin 6e3onacHOCTH + +
47. XKypHanbl cobbitnii NAT - + +
48. XKypHanbl cepBUCHbIX COOLITUI + + +
49. dunbTpauma NO BpeMeEHU B KaXKA0M U3 N N N
>XypHanos
50. Beirpyska xypHanos + + +
51. Bo3moxxHOCTb
yAaNeHHOro/N0KalbHOro 06HOBAEHNA i i i
52. Bo3moxHOCTb odnaviH 0O6HOBAEHUS:
npasun  Suricate, curHatyp  IPS, N N N
CUrHaTYp aHanusa MpuUIOXKeHUN W
aHTMBMPYCHbIX 6a3
53. Bo3amoxHOCTb aBTOMaTNYeCKOM
yctaHoBkn ARMA IF Ha obopygoBaHue
npu nogkatoveHun Kk Hemy USB- + + +
HocuTens C nporpaMmMmon
YCTaHOBLUVKOM
®YHKLUM OTKa30yCTOMUMBOCTH, NMOBbILWEHNA HaAeXXHOCTU, pe3epBMpPOBaHUNA
54, MNopaep>xka OTKa30yCTONYMBOM i . .
KoHbUrypauum active-passive
55. Loop Protection. TexHonorunm STP, i . .
RSTP
56. CoxpaHeHue pe3epBHbIX Konwui
KOHPUrypaumm Ha BblaeneHHbln FTP- + + +
cepsep
57. Bo3moxHOCTb HaCTpPOUTb - + +
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N¢

®dyHKUMOHanN

CUHXPOHM3aLMIO  YCTPOWCTB  MpM
pabote M3 B pexunme
OTKa30yCTOMYMBOro Knactepa

58. Bo3mMoxHOCTb paclimpeHHoro otkaTa
KOHUrypauun
59. Bo3moxxHOCTb cbpoca HacTpoek
60. WndpoBaHne  pe3epBHOM  KOMUM
KOHbUrypaymm
3awura gocrtyna
61. ObecneyeHne 3alUULLEHHOIO KaHana
aAMVHUCTPUPOBAHMA CUCTEMDI 3@ CYeT
ynpaeaexva no npotokosam HTTPS,
SSH
62. KoHdurypaums napoabHOW NOAUTUKM
63. Bo3moXxHOCTb  ayTeHTUdUKauMM o
pa3anyHbiM 6a3am: nokasnbHas 6asa
rnosib3oBarenein, KaTasor Active
Directory (LDAP), RADIUS-cepBep
64. KoHTposb LEeN0CTHOCTH
nporpaMMHoro obecneyeHus
YCTPOWCTBA 3aLUUThI
65. KoHTposb LEeNOCTHOCTH
KOHUrypaumnmoHHoro danna
66. bnokunposka nonb3oBatena npu 5
NonbITKaxX HeyAa4yHOro BXoAa
AHTUBUpYC
67. MMOTOKOBbLIN AHTMBUPYC B pexume
NpoKcH
68. Bo3moxxHOCTb KOHUrypaumm
NMOTOKOBOrO aHTMBMPYCa, B TOM uncne
TalM ayToB
69. BO3MOXHOCTb NPOCMOTPETL TeKYLLYH
BEPCUIO aHTUBMPYCa U CUTHATYpbI
70. Bo3moxHocTb 3arpysku HOBbIX
CUrHaTyp
71. [NpocMOTp, CKauMBaHME U OYMUCTKA
XXypHasia cobbITUI aHTMBMpPYCa
72. Bo3moxxHOCTb obHoBAEHUA
aHTMBMPYCHbIX 6a3
C-ICAP
73. BkaroueHne/otkntoveHve cepsmcos C-
ICAP
74. Hactpovika pabotbl cepencos C-ICAP
75. OcyujectBneHne CKaHMpOBaHMA Ha
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N¢

®dyHKUMOHanN

aHTMBMPYCbl C MOMOLLBIO CEPBMNCOB
npotokona C-ICAP
76. MpocMoTp, CKaumBaHMe U OYUCTKA ) N N
XypHana cepsuncos C-ICAP
VPN
77. Bo3amoxxHocTb NOCTpOeHuA ) N N
KpunTorpapunyeckoro TOHHeNs
78. Site-to-site VPN (OpenVPN-IOCT) - + +
35
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3 INFOWATCH ARMA MANAGEMENT CONSOLE

3.1 TexHunueckue TpeboBaHusA

YcraHoska ARMA MC npoussoanTca Ha chegyroLme tunbl naathopm:

e annapaTHas;

e BuUpTyanbHasa (rmnepsu3op).
YctaHOBKa Ha annapaTHyro naatdopmMy BbINOAHAETCA C umcnoab3oBaHvem USB-
HakoMUTEeNs, Ha KOTOPbIM A0KEH 6biTh 3anvcaH obpa3z ARMA MC B popmate «*.1SO».

YcTaHOBKa Ha BuMpTyanbHyto niatdopmy (rMnepen3op) NPOU3BOAMTCA C MOMOLLBIO
obpa3za B popmate «*.1ISO».

3.1.1 Tpeb6oBaHua K annapaTtHoi naatrpopme

Mpu yctaHoBke ARMA MC Ha annapatHyto naatpopmy HeobxoAMMO MCMoib30BaTb
MWKPOMPOLILECCOPHYIO apxutekTypy x64 van barikan-M (ARMvS).

Ans annapaTHou naatdopmebl, Ha KoTopyto yctaHaBameaetcs ARMA MC pocratouHo
PYKOBOZACTBOBATLCA MUHMMAaNbHbIMKU TpeboBaHMAMM K annapaTHOMY obecneyeHuno (CMm.
Tabaunuya 8).

Tabauya 8
MuHumaneHele mpebosaHus K annapamyomy obecneyeHuro
HasBaHue o6opyaoBaHus ‘ Tpe6oBaHus
2,0 [Ty, yeTbipexbagepHbi, X64 nan bankan-
n
poteccop M (ARMv8)
o3y 16 I'b
MocnesoBatenbHas KOHCO/Mb WAW  BUAEO-
NHTepdeincbl, HeobxoamMmble ans Bbixog (VGA wam DVI) ¢ USB (nan PS/2)
YCTaHOBKW MPOrpaMMHOro obecnevyeHus nHTepdericamm Ans NoAKAHOYEH S
KnaBMaTypbl
XKectkuin anck 512 I'b, SSD
CeTeBble nHTEPdENChI He meHee 1 x Ethernet 100/1000 M6wuTt/cex

3.1.2 Tpe6oBaHus Kk BUpTyanbHOW nnatpopme

Buptyanusauna ARMA MC nogaepxunBaetca s Caefyromnx BUPTyanbHbIX naathopm
(rvnepBun30poB):

e HyperV Generation 1;

e VirtualBox Bepcum 6.0.4 n BbiLweE;

e VMware ESXi Bepcumn 5.5 o6HOBNEHMA 2 1 BbILLe.
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Ansa 3anycka ARMA MC npeabsBaatotca cnegyrowine MuHUMaabHble TpeboBaHMA K
BUPTyanbHou cpege (cM. Tabanua 9).

Tabauya 9
MuHumanebHele mpebosaHusa K 8upmyansHoU cpede

Ha3BaHue o6opyaoBaHusA ‘ Tpe6oBaHus
MNMpoueccop 4 aapa
O6bem onepaTMBHOW NamMATH 16 b
Pa3mep BMpTyanbHOro gncka 512Tb
CeTeBble UHTEpPENCHI He meHee 1

[Ana KoppekTHOro otobpaxkeHus Beb-mHTepderica K Beb-bpayzepam MpesbABAAOTCA
cneayroune TpeboBaHums:

a. ana OC cemencrtea Windows:
e Chrome, Firefox;
b. ans OC cemelnicta Linux:

e Chrome ansa Linux, Firefox ans Linux.
3.2 ®yHKuun
®yHkummn ARMA MC npusegeHbl B Tabanue (cm. Tabanua 10).

Tabauya 10
®yHkyuu ARMA MC
N2 n/n ®dyHKUMOHan KommeHTapuin
O6bwue
1. AyTeHTndMKaLMA 1 naeHTUPUKaL M nosb3oBaTenemn
2. HacTtpoiika noantukm ayteHTMdMKaLmm (1es1o noMbITok 1 Bpems
610KMPOBKN)
3 AocTyn K GyHKLMOHaNy B COOTBETCTBUN C
) NPUOBPETEHHOM NLLEH3NEN
4 AocTyn K GyHKLIMOHaNy B COOTBETCTBUM C POSIEBOA
NOJNTNKOWN
5 YnpaBneHuve nonb3oBaTenaMu, BKatoYas
' pa3ba0KMPOBKY 3abNOKMPOBAHHbIX NONb30BaTENEN
Mounck 1 duabTpaLma No BCem >XKypHanam u CrMcKoMm
6. KOHCOM
7. LLndposaHme ana nogxatoveHna K web-nHtepdeicy (TLS)
8 NHdopmaumsa o paboTte cuctembl Ha 0630pHOM
naHesnx nosb3oBaTens
9. Potauusa xypHasoB
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10.

JocTtyn Ko BceM ckavaHHbIM 13 ARMA Management
Console gaHHbIM Nonb3oBaTeNs

MoakntoueHne NCTOUHNKOB CObbITUMN

11.

MoakntoueHne NCTOYHMKOB COBbITUI

no IP n nopty

LleHTpannsoBaHHOe ynpaBieHue cucTeMamMu 3aluTbl

ARMA Industrial Firewall

2 | Denos | sepsermoos e | o sy
13 Joctyn Kk Beb-uHTepdeincy InfoWatch ARMA
Industrial Firewall
14, Nmnopt/akcnopt koHdurypaumm InfoWatch ARMA 2KCnopT KoHdUrypaumm Ha
Industrial Firewall OAHO/HECKONBKO YCTPOUCTB
15, Mmnopt/3kcnopt 6a3 pewatowmx npasma InfoWatch ns:::ijTa ifi;:fiitﬁo

yCTPOMCTB

LlenTpannsoBaHHoe ynpasaeHne ARMA Industrial Endpoint

Industrial Firewall

16. MNopkntoueHne ARMA Industrial Endpoint
KoHTponb uenoctHocTy,
3anyck MO 6enomy cnucky,
o , B
NHpunenayansHaa Hactponka ARMA Industrial ynpaaneHme us
17. . yCcTpouncTBamy,
Endpoint no napamertpam
aHTVBMPYCHaA 3alLmTa,
HacTpolika poTauum
XypHana cobbITUN.
18. KnonunposaHne ARMA Industrial Endpoint Bkatouas Bce HaCTpoOMKmM
19 Nmnopt/akcnopt koHdurypaumm InfoWatch ARMA JKCMopT KOHPUrypaumm Ha

OfJHO/HEeCKO/IbKO YCTPOMNCTB

C6o0p 1 aHanu3 AaHHbIX ayAuTa

LleHTpann3oBaHHbIV COOP COObITUI C MOAKAHOUYEHHbIX

20. InfoWatch ARMA Industrial Firewall
51 LleHTpann3oBaHHbIN cbop NHUMAEHTOB C
’ noakntoueHHbix InfoWatch ARMA Industrial Endpoint
29 MNpocMoTp AeTanbHOW WMHGOPMaLUM MO KaXAOMY
] cobbITUIO
BO3MOXHOCTbL NpoBepuUThL
Haau4dre cobbITUi,
23. Koppenaumsa cobbitnn COOTBETCTBYHOLLMX

napameTpam npaBua

Koppensumsa B MHLMAEHTBI
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[lobasneHve
aBTOMaTM3MPOBAHHOTO
JencTBuS:

- Co3gaHue n oTnpaska
npaeun Ha InfoWatch ARMA
Industrial Firewall

- 3anyck Bush ckpunTa

- 3anycK NCNoAHAEMOoro
davina

- HTTPS

- Otnpaeka no Syslog

- Co3paHne HOBOro akTuea

JobaBneHne
peKkoMeHAaums ans
yCTpaHeHWsa MHUMAEHTA

[lobaBneHne nocneacTBuin

24, MakeTbl BCTPOEHHbIX MPaBua KOPPEeNsaLmnm
25, BO3MOXHOCTb HanncaHma NOAb30BaTENbCKMX MPaBUA
Koppenaumm
26. 3arpy3ka 06HOBIEHWU NpPaBUA KOppenaLnm
27 MNpeaocTaBneHve feTanbHOrO OT4yeTa MO KaXAOMY
NHUNAEHTY
28. YBegomaeHe nonb3oBaTtens 06 HUMAEHTax
29. YnpaBneHve nHunAeHTamm
30, Otnpaska nHumaeHToB B [0cCOMNKA no peweHuo
nosib30BaTeNs
31 B3anmogenctaume c cotpygHukamm HKLIKW B online
pexume
32. OTnpaBka MHUWAEHTOB B ApPYyrve CUCTEMbI Syslog, OPC UA
OTo6parkeHne aKTUBOB CETU
33. Cnuncok akTMBOB CeTU
34, [etanbHaa wvHPOpMauMAa O KaXAOM aKTuBe, C
BO3MOXXHOCTbHO AOMONHEHNSA
OtobpaxeHne Apyrim
LBETOM aKTUBbl, KOTOpble
nmeroT HepeLlleHHble
NHUWAEHTDI
35. OtobpaxkeHne KapTbl CETU OtobpaxeHne noapobHoM

nHdopmaummn ob akTuBe;

BO3MOXHOCTb 3ajaHuA
cBA3er MexXay aKTMBammu
cetu;
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Bo3mMoxxHoCTb
nepeTtackMBaHuA  aKTUBOB
no KapTe ceTu.

Bo3moxHocTb  p06aBnsaTh
doHOoBOE n3obpaxkeHne ana
dvKcaunmn akTMBOB Ha HeWn

BO3MOXHOCTb CcO3/aHus
HEOrpaHW4YeHHOro  4mcna
KapT cetu

OTtobpaxkeHne BCex akTMBOB
cetm

OTtobpaxkeHne NpPOTOKONOB
B3aMMOAENCTBUA

OtobpaxeHne noapobHon
36. OTobpakeHne KapTbl CETEBbIX B3aUMOAENCTBUN MHbOPMaLM 06 aKTUBE;

Bo3moxxHOCTb  puabTpaymm
no:

- BpemeHu
- NpoTOKONY
-NO KOHKPETHbIM aKTVBam

37. Bo3MOXHOCTb rpPynnmMpoBKN akKTUBOB CE€TU Ha KapTax

3.3 BapwuaHTbl npuMeHeHunsA

Ha cxeme nokasaH BapuaHT npumeHeHns ARMA MC c apyrumun npogyktamun InfoWatch
ARMA (cm. PucyHok 10).
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HMurepHer KopnopatueHsii InfoWatch -
CEFMEHT ARMA
Industrial Firewsall
¥YpoBeHe
SCADA
KOnHA
Tpaghska
HRR) HR) —
InfoWatch InfoWatch Kommytarop
ARMA ARMA
Management Imdustrial
Console Firewall

=) ) =

TexHWYeCKan InfoWatch YpoBeHs
MROPLEDE PR, ARMA

Mg
apyrue AC Industrial Firewall ACYTIT

PucyHok 10 — lNpumeHeHue ARMA MC

Cxema aBTOMaTnyeckon 610KMPOBKM Yrpo3bl U ee UCTovHMKa ¢ nomolsto ARMA MC
(cMm. PucyHok 11).

“4®) Q) “®)
MpoMbIWNeHHbIA
MeXceTeBoW 3KpaH

MpombiwneHHbIn
MeXCeTeBOMW 3KpaH

MpoMbIWNEeHHbIR
MeXCceTeBOW 3KpaH

IMpasnno GOKUPOBKY 45 NPEAOTBOTLUEHNS OTAKM

LleHnTp ynpaBnenus
CUCTEMOW 3auThbl

KuGeparaka Coobujexue
HOACY T 0 KUbeparake

MHCTRYKUMA 110 PDELLeHWIO UHLIMACHTT Vinghopmuposarne

00 uHUngeHTe

EX ER ER

Cneuunanuct UB ACY TN AamuHncTparop cetn ACY TIM Onepartop SIEM-cucremsl

PucyHok 11— baokuposka y2po3
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3.4 JlnueHsupoBaHue

B ARMA MC npegycMoTpeHbl cieayrowe BUAbl NTNLIEH3NN:
e Enterprise C6op u arperaums cobbiTnin 6e3onacHoCTy;
e Enterprise MoakntoueHre nctouHmka cobbITU;
e Enterprise YnpaBneHve nHungeHTamu.
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4 INFOWATCH ARMA INDUSTRIAL ENDPOINT

4.1 TexHuueckme TpeboBaHus
YcraHoBka ARMA IE npon3BOANTCA C MOMOLLbIO YCTaHOBLLMKA C PaCLUMPEHNEM «.mSi».

Ans annapatHon naatdopmbl, Ha KoTopyto yctaHasavBaetca ARMA IE, poctatouHo
PYKOBOACTBOBATLCA MUHUMAaNbHbIMW TPeboBaHMAMMN K annapaTHOMY obecneyeHumo (Cm.
Tabavua 11, Tabanua 12).

Tabauya 11
MuHumaneHele mpebosaHus K annapamyomy obecneyeHuro

HasBaHune o6opypoBaHus ‘ TpeboBaHus

Mpoueccop 2 [T, ogHOAAEPHBIN, X86 nan x64
XKectkni gnck 200 M6 cBob60AHOM NAaMATN Ha AUCKe
o3y 100 M6 cBObOAHOM NamMATH

Windows 10/ Windows 10 LTSC/LTSB

OnepauunoHHas cuctema .
patl /Windows 7 (BepCcuM yTOUHAIOTCS)

Mporpammuas naatdopma .NET Framework

3aBUCUMOCTM
Bepcua 3.5

Tabauya 12
MuHumansHele mpebosaHus k annapamyomMy obecneyeHuro ¢ nuyeHsuet ENTERPRISE
6aszoeas + aHMuBUpycHAs 3auuma

HazBaHue o6opyaoBaHus ‘ Tpe6boBaHus

Mpoueccop 2 [Tu, ogHOAAEPHbIN
XXectkmn anck 6 b cBOBOAHOM NaMATU Ha AUCKe
o3y 3 I'b cBOB6OAHOM NamMATH

Windows 10/ Windows 10 LTSC/LTSB

OnepaumroHHas cuctema .
pati /Windows 7 (Bepcumn yTOUHAROTCSA)

4.2 ®OyHKUUMN
®yHkummn ARMA IE npuBeseHbl B Tabanye (cm. Tabanua 12).

Tabauya 12
@yHkyuu ARMA IE
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O6wue
1 JlocTyn K pyHKLMOHaNy B COOTBETCTBUM C
) NPUOBPETEHHOM NLLEH3NEN
5 [locTyn K pyHKLUMOHaNY B COOTBETCTBUN C POJIEBON Tonbko ans
) NONNTNKOMN AzMuHUCTpaTOopa

KoHTponb ncnosb3oBaHuA CbeMHbIX HocuTenein nHpopmauum

3.

3anpert uteHune u 3anucb USB

4.

3anpert uteHune u 3anuce CD/DVD

YnpaBnenue 3anyckom MO (whitelisting)

5. BkntoueHune/oTkatoueHme 6en10ro cnmcka nporpamm
6. OrpaHnyeHne nepeyHs MCNOJHAEMbIX MPOrpamMm
7 Pexxum obyueHuns ans onpegenenuna cnmcka 1O, K

KOTOPOMY MOJib30BaTe o HeO6XO/J,I/IM A0CTyn

KoHTponb uenocrHoctu ¢paiinos u MO pabouunx craHuuii n cepsepos ACY Tl

8. BkntoueHne/oTkNtOUEHME KOHTPOIb LIeIOCTHOCTH
9. Bbibop KOHTpOAMpPYeMbIX ANPEKTOPUIA
10. MpoBepka KOHTPObHbIX CyMM dainos no Hase

11.

O6HOBNEHME 3TaNOHHbIX 06pa30B

AHTMBMpYCHaA 3awmTa

12. BkntoueHmne/oTkI0UEHME aHTUBMPYC
13. Bbibop KOHTpOAMpPYEMbIX ANPEKTOPUIA
Bbi6o eakumn Ha obHapyXeHHble BpeAOHOCHbIe
P peaki Py PeA Ypanntb/mHdopmmpoBsaTb
14, nporpammbl
15. O6HoBNEHME aHTUBUPYCHBIX 6a3
o KoHTponnpyembix
3anyck aHTUBUPYCHOW NPOBEPKMU o
16. ANpeKTopun/Bcero xocTa
lMpocMoTp o4vepean KOMaHA, CTOALWMX B oyepean Ha
17. aHTUBUPYCHOE CKaHWPOBaHWA
18. BO3MOXHOCTb OCTaHOBWTL 3anyLLEHHYHO NPOBEPKY

)XypHan cobbiTuit 6e3onacHocTH

OTtobpaxeHne cnmucka cobbiTmn 6He3onacHOCT B
19. nHtepderice ARMA Industrial Endpoint
20. Mounck n puabTpaumsa no XypHany
21. PoTauwmsa >xxypHana cobbitnm Mo BpemMeHwn/no pasmepy

CuHxponusauma c ARMA Management Console

22.

OtnpaBka  cobbiTmii  6e3onacHoctv B ARMA

Management Console

Syslog
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YnpaeneHune Hactpoinkamu ARMA Industrial Endpoint
23. n3 nitepdpenica ARMA Management Console

4.3 BapwaHTbl NpUMeHeHusA

Ha cxeme nokasaH BapuaHT npumeHeHns ARMA IE ¢ gpyrummn npoayktamu InfoWatch
ARMA (cm. PucyHok 12).

ARMA InfoWWatch ARMA  ARMA
'FG Industri Eﬁ
ial Endpolnt
HumepHer KopnopatieHei InfoWatch s
CETMEHT ARMA
Industrial Firewall
¥poBeHs
SCADA
KoE
ARMA ARMA
“®) R
InfeWWatch InfoWatch Kommytatop
ARMA ARMA
Management Industrial
Console Firewall
ARM A
TexHwYeCHan InfoWatch YpoBeHs
MOLASpEE, ARMA MNNK

apyrwe AC Industrial Firewall

PucyHok 12 — lNpumeHeHue ARMA IE

4.4 JlnueH3snpoBaHue

B ARMA IE npegycmoTpeHbl cheayrowime Buabl TULEH3NN:
e Enterprise ba3oBas nnLeH3ns 6e3 aHTUBUPYCHOM 3aLUUThI;
e Enterprise AHTMBMpYCHas 3awwmTa.

Cpok anueH3un — 1 roa.
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