CUCTEMA 3ALLUTHI
MHO®OPMALIUA

Dallas Lock 8.0-K

(Bepcus 8.0.689.0)

OnuncaHne npuMeHeHnd



AHHOTALNWA

[aHHbI JoKyMeHT BbinonHeH B cootBetcTBuM ¢ TOCT 19.502-78 n pacnpocTpaHsieTcss Ha usgenve
«Cuctema 3awutbl  uMHGOPMaUMM  OT  HecaHKUMOHMpoBaHHoro pgocTtyna  «Dallas Lock 8.0-K»
RU.48957919.501410-01 (manee no TeKCTy — usaenve).

B HacTosem [oKyMeHTe cofepkaTcs obLimMe CBefeHWst O HasHavyeHuM u3genust U NporpaMMHOro
obecneveHna usgenusa (ganee no tekcty — MO mn3genuna wnn C3U HC[), ycnoBusix npuMeHeHus,
onucaHue 3agadun, nepeveHb BXOOHbIX U BbIXOAHbIX AaHHbIX.
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1 HA3HAYEHMUE

1.1. M3penue npegHasHayeHo ANA nNpefoTBpalleHusd nosyyeHusd  3alimuiaemMon  MHdopmauum
3aMHTEPECOBaHHbIMU NULAMM C HapyLleHMEM YCTaHOBMEHHbIX MpaBuN pasrpaHu4yeHust octyna K
3almaemMon nHpopmaLmm N OCyLLEeCTBNEHNA KOHTPONSA 3a NoToKamMu MHgopmauun, nocTynawwmmm B
aBTOMATU3MPOBAHHYIO CUCTEMY U BbIXOOSALWMMM 32 €€ npefernbl, obecnevyeHns 3awmTbl nHopmaummn B
AC nocpegctBom e€ cunbTpauun. MoxeT  UCnonb3oBaTbCA B MHOrOMOMb30BaTENbCKUX
aBTOMaTU3MpoBaHHbIX cuctemax (AC), MHPOPMALUMOHHBLIX cucTemax nepcoHanbHblX AaHHbIX (UCTOH),
rocyaapCTBEHHbIX MHMOPMaLMOHHbIX cuctemax (MMC), aBTOMaTM3MPOBAHHLIX CUCTEMAaX YyrnpaBreHus
NPOM3BOACTBEHHBIMU N TeXHonornyecknumm npouveccamu (ACY TIM) v npu 3awmute 3Ha4YMMbIX 0O6HLEKTOB
KpuTnyeckon nHdopmaumoHHon HdpacTpykTypbl (KUW).

1.2. Msgenve npegHasHadeHo AN MCMONb30BaHUSA Ha TexHudeckmx cpegctBax (TC), Takvx Kak
nepcoHasnbHbIE KOMMbIOTEPbI, MOPTaTUBHbIE KOMMbIOTEPLI (HOYTOYKWM, MnaHweTbl), cepeepa n TC ¢
noadepkkon BUpTyanbHblX cped u TexHonorun Windows To Go. MoxeT (yHKUMOHMPOBAaTL Kak Ha
aBTOHOMHbIX [1K, Tak 1 Ha KOMNblOTEpPax B cCOCTaBe NoKanbHON BbluMcnMTeNnsHon cetn (nanee — JIBC), B
TOM Yucne nog ynpasneHuem KOHTponnepa goMeHa.



2 ycnosusda nPUMEHEHUA

2.1 C3M HCO moxeT 6biTb MCMONb30BaHO Ha TexHuyeckux cpepctax (TC), paboTatowmx nog
yrnpaBneHMem onepaumoHHblX cuctem cemenctaa Windows:

e Windows Vista (SP 2) (Ultimate, Enterprise, Business, Home Premium, Home Basic, Starter);
e Windows Server 2008 (SP 2) (Standard, Enterprise, Datacenter, Web Server 2008, Storage
Server 2008);
e Windows 7 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic, Starter)
(cm. ®opmynsap RU.48957919.501410-01 30 n. 3.3.4);
e Windows Server 2008 R2 (SP 1) (Foundation, Standard, Web, Enterprise, Datacenter)
(cm. ®opmynsp RU.48957919.501410-01 30 n. 3.3.4);
Windows 8 (Core, Pro, Enterprise);
Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);
Windows 8.1 (Core, Pro, Enterprise);
Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);
Windows 10 (Enterprise, Education, Pro, Home);
Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);
e Windows Server 2019 (Standard, Datacenter, Essentials).
2.2, C3U HCL nopaepxmBaeT kak 32-6utHble Bepcun OC, apxutekTypbl Intel x86, Tak 1 64-6utHble,
apxutekTypbl AMDG64 (apxutektypa |IA64 (Itanium) He nogaepxmBaeTcs).
2.3. Ona pasmewenns cdannos C3WN HC[ tpebyetcs He meHee 1 B npocTpaHcTBa Ha CUCTEMHOM
pasgene XecTKoro gucka.

2.4, MwuHumanbsHas koHdpurypaums TC onpegensetcsa TpeboBaHnsMu kK cooTseTcTByowwen OC.
2.5, C3U1N HCL moxeT hyHKUMOHMPOBaTb kak Ha aBTOHOMHbIX TC, Tak n Ha TC B cocTtase JIBC.

2.6. C3MN HCL moxeT ObiTb MCMofb3oBaHa Kak B CETAX C AOMEHHOW OpraHus3aumen, Tak u B
OO HOPAHIOBbIX CETSIX.
2.7. [na ncnonb3oBaHusa annapaTHbIX MOEHTUPUKATOPOB HEODXOAMMO HanM4Me B annapaTtHoOM YacTu

TC USB-nopta nnn COM-noprta.

2.8. C3MN HC[L cooTtBeTcTBYeT TpebOOBaHUSAM pPYKOBOASLIMX W METOAUYECKMX [OKYMEHTOB
(TpeboBaHus 6esonacHocTn uHpopmauun CTIK Poccum):

o «Cpefncrea BbIMUCMIMTENBHOM TEXHUKM. 3awmta OT HeCaHKUMOHMPOBAHHOMO JdocTtyna K
uHdopmaumm. [MokasaTenn  3alWULEHHOCTM OT  HECaHKUMOHMPOBaHHOrO goctyna kK
nHpopmauun» (MNoctexkommucenss Poccun, 1992) — no 5 knaccy 3alnweHHOCTH;

o «TpeboBaHusa kK cuctemam OOHapyXeHUs1 BTOPXKEHUIA» (QOKYMEHT yTBepxaeH npukazom ®CTOK
Poccun Ne 638 ot 6 gekabpsa 2011 r.) — no 4 knaccy 3awmThl;

o «[pochunb 3aWwmTbl CUCTEM OBHApPYXEHMS BTOPXKEHMN YPOBHA yara 4YeTBEepToro knacca
3awutbi» AT.COB.Y4.MM3;

o «TpeboBaHua K cpeacTBaM KOHTPOMS CbEMHbIX MALUMHHBIX HOCUTENnen WHgopMaummy»
(mokymeHT yTBepxaeH npukasom PCTOK Poccum Ne 87 ot 28 mona 2014 r.) — no 4 knaccy
3aLnThI;

o «[pochunb 3awuTbl CpPeacTB KOHTPONSA MOAKMOYEHUA CbEMHbIX MAaLUUHHBIX HOCUTEnen
nMHopmauum yeteepToro knacca s3awutbi» NT.CKH.M4.M13;

o «[Mpochunb 3aWmUTbl CPEACTB KOHTPOMS OTYYXAEeHUs (nepeHoca) MHOopMauUMM CO CbEMHbIX
MaLUWHHBIX HOocUTenen nHdopmanmmn YetTeepTtoro knacca 3awmtbiy T.CKH.H4.MM3;

o «TpeboBaHusa K MEXCETEBBIM 3KpaHam» (QOKyMeHT yTeepxaeH npukaszom O®CTIK Poccmm Ne 9
oT 9 deBpans 2016 r.) — no 4 knaccy 3awWunThi;

o «[pochunb 3awWwnUTbl MEXceTeBbIX 3KpaHOB Tuna «B» 4eTBepToro knacca 3awuTbi»
UT.M3.B4.1M3;

o «TpeboBaHua no 6GesonacHOCTM WHdOPMaUWUW, YyCTaHaBMNMBalOLWIME YPOBHU OOBEPUS K
cpencTtBaM TEXHUYECKOW 3aluTbl MHOpMauMn u cpeactBam obecneveHuss 6e3onacHocTv
MHGOPMALIMOHHBIX TeXHonorun» (yTeepxaeH npukasom GCTOK Poccumn Ne 76 ot 2 mnioHa 2020
r.) —no 4 ypoBH0 JOBEPUS.

2.9. Mpu ycnoBum coGnofeHUs OrpaHUYEHU, ykasaHHbIX B pasgene 3 copmynspa Ha paHHoe
nsgenve (RU.48957919.501410-01 30), C3M HCI moxeT 6bITb MCnonb3oBaHa:

. npn co3gaHnn 3alulleHHbIX aBTOMaTtu3npoBaHHbIX CUCTEM OO Kriacca 3alUlEeHHOCTU T



BKNtounTenbHO (PyKoBOAALWMI OOKYMEHT «ABTOMATU3MpPOBaHHblE CUCTeMbl. 3alimta oT
HeCcaHKUMOHUPOBaHHOIO focTtyna K wuHdopmaumi. Knaccudukaums aBToOMaTU3NMPOBaHHbIX
cucTeM 1 TpeboBaHus no 3awmute nHdopmaummy (Foctexkommncens Poccum, 1992));

B WHGOPMALMOHHBIX CUCTEMaxX MepcoHanbHbIX AaHHbIX A0 1 YpPOBHA 3alULLEHHOCTU
BkrtounTensHo (Mpukaz OCTIK Poccum ot 18 cdepana 2013 r. Ne 21 «O6 yTBepxaeHun
CoctaBa 1 cogepxaHus OpraHn3aumMoHHbIX U TEXHUYECKNX Mep no obecneyeHuto 6e3onacHocTn
nepcoHasnbHbIX AaHHbIX Mpu Mx obpaboTke B WHMOPMALUMOHHBIX CUCTEMax MepCcoHanbHbIX
OaHHbIX»);

B roCyapCTBEHHbIX MHPOPMALMOHHBIX cucTemax oo 1 knacca 3awuEéHHOCTU BKIMIOYUTENBHO
(Mpukas ®CTIK Poccumn ot 11 dbespansa 2013 r. Ne 17 «O6 ytBepxaeHun TpebGoBaHun O
3almte MHgopMauun, He COCTaBnfalWen roCyfapCTBEHHY TalHy, cogepxalienca B
rocygapCTBeHHbIX MHPOPMaLUOHHLIX CUCTEMAX»);

npv Cco3gaHMM 3allMLLEHHbIX aBTOMaTU3MPOBAHHLIX CUCTEM YMpaBreHUs NponsBoACTBEHHbLIMU
N TEXHOMOMMYECKUMM NPOLLECCaMM Ha KPUTUYECKU BaXHbIX 0ObEKTaxX, MOTEHLMANbHO OMAaCHbIX
obbekTax, a Takke OObekTax, NPEeACTaBMSIOLNX MOBLILEHHYI0 OMacHOCTb AN XU3HW U
340pOBbsl NOAENM W ANS OKpyXawlen npupogHon cpedbl A0 1 Knacca 3awMLeHHOCTU
BkntountensHo (Mpukas ®CTIK Poccum ot 14 mapta 2014 r. Ne 31 «O6 yTBepxaeHuu
TpeboBaHuin Kk obecrneveHuto 3almTbl MHOpMaUMM B aBTOMATU3MPOBAHHbLIX CUCTEMaXx
yrnpaBneHns npousBOACTBEHHbIMU W TEXHOMOMMYECKMMN NPOLIECCaMMN Ha KPUTUYECKU BaXHbIX
obbekTax, MnoTeHUManbHO OnacHbIXx OObekTax, a Tawke obbekTax, npeacTaBnsIoOLIMX
MOBbLILLEHHYKD ONAacHOCTb AMNS XM3HW W 340pPOBbA NIOOEN U ONA OKpyXarwlwehn npupoaHON
cpeabl»);

npy 3awure 3Ha4YMMbIX OOBEKTOB KPUTMYECKOW MHMOPMAUMOHHOM WHGpacTpyKTypbl Ao 1
KaTteropuun aHa4dmmocTu BknountensHo (MNpukas ®CTOK Poccun ot 25 gekabpa 2017 r. Ne 239
«O6 yTtBepxaeHun TpeboBaHMn no obecnedeHnto 6Ge3onacHOCTU 3HaAYMMbIX OOBEKTOB
KpuTnyeckon nHopmaumoHHoM MHpacTpykTypbl Poccunckon ®egepauuny»).



3 OINUCAHUE 3AOAYU

3.1. W3pgenune paspabotaHoO B COOTBETCTBUM C TpebOBaHMAMMW, OMUCAHHBIMW B [OKYMEHTE
«TexHu4yeckune ycnosusa» RU.48957919.501410-01 91 (TY).
3.2. Magenne  C3M HC[O Dallas Lock 8.0-K  Bknoyaet B cebsa  cneaywwme  OCHOBHble

PYHKUMOHaNbHbLIE MOAYMN:
e cucTema 3awuTbl MHOPMaLUU OT HECAHKLMOHUPOBAHHOIO JOCTYNa;
e  CpPedcTBO KOHTPOMS NOAKYEHNSA CbeMHbIX MalUUHHBLIX HocuTenen nigopmaumm (CKH-M);
e  CpPedcCTBO KOHTPONSA OTYYXAEHUS (nepeHoca) MHGOopMauuM CbEMHbLIX MAaLUMHHBIX HOCUTENEN
nHcopmauum (CKH-H);
e MepcoHanbHbIN MexceTeBon akpaH (MJ);
e cuctema obHapyxeHus BTopxeHuii (COB).

3.3. Cucrtema 3awmTbl MH(hOpPMaLIMK OT HECAaHKLIMOHUPOBAHHOroO AoCcTyna
3.3.1. MNopcucrtema ynpaBneHUs AOCTYNOM

3.3.1.1. N3penve ocyLecTBnsieT KOHTPOMNb JOCTyna cybbLEeKTOB K 3alluLL@aeMbIiM pecypcam B
COOTBETCTBUM C MaTpuLen JocTyna.
3.3.1.2. W3genune koHTponupyeT AOCTYN HaMMEHOBaHHbIX CYObLEKTOB (nonb3oBarenemn) K

HaMMeHoBaHHbIM obbekTam (chamnam, nporpammam, Tomam). [Onsg kaxgon napbl (Cy6bekT — 06bekT)
OOMKHO BbITb 3a0aHO SBHOE W HEeABYCMbICITIEHHOE NnepeyncrieHne AonycTUMbIX TUNOB JocTyna (YTeHwve,
3anncb), T. e. Tex TUNOB OOCTyMNa, KOTOpble SABMSATCA CaHKUMOHWPOBAHHbIMKM ANS AaHHOro cybbekra
(MHomBMAa vnu rpynnbel MHOUMBMAOB) kK AaHHoMy pecypcy CBT (obbekty). KoHTponb goctyna npyMeHum K
KaxxgoMy oBbeKTy 1 KaxaoMy CyObekTy (MHAUBMAOY UK rpynne paBHONPaBHbIX MHOMBUAOB).

3.3.1.3. Nspenve cogepXkut  MexaHu3Mm, peanusylowun  OUCKPEUMOHHbIE  NpaBuna
pasrpaHM4yeHns 4octyna. Takon MexaHu3m NpMMEHUM Kak ANns SiBHbIX 4eNCTBMI Nonb3oBaTens, Tak 1 Ans
CKpbITbIX, 0becneynBas Tem cambiM 3awmTty obwektoB ot HC[ (T. e. oT gocTyna, He JOMNYyCTUMOrO C TOYKU
3peHusa  3aganHoro [1PL). [llog «sABHbIMMY» MNo4pa3yMeBalOTCA [OENCTBUS,, OCYLLECTBSIEMble C
NCMOMb30BaHMEM CUCTEMHbIX CPEeOCTB CUCTEMHbBIX MaKpOKOMaHL, UHCTPYKLUMA A3bIKOB BbICOKOrO YPOBHS,
a nog «CKPbITbIMU» WHblEe OENCTBUSA, B TOM YnChe C UCMONb30BaHNEM COBCTBEHHbIX NporpamMmm paboThbl ¢
YCTpPONCTBaMM.

3.3.1.4. B nspgenun npegycMoTpeHa BO3MOXHOCTb CaHKLIMOHUMPOBAHHOMO M3MEHEHWST MpaBus
pasrpaHM4yeHnss [ocTyna, B TOM YMCre BO3MOXHOCTb CaHKLMOHMPOBAHHOIO W3MEHEHMs1 Chucka
nonb3oBatenen CBT n cnucka 3alm,aemMbix 00bEKTOB.

3.3.15. W3genve npegocTtaBnsdeT npaBa WU3MEHEHUs NpaBun pasrpaHMdeHus Joctyna Ans
BblAENEHHbIX CYyObEKTOB (aaMUHUCTPaLun, cnyxb 6esonacHocTw).

3.3.1.6. B wusgenum peanusoBaHO pasgerneHve MorHoOMouYMn  (ponen) nonb3oBaTenen,
a4MWHNCTPATOPOB 1 N, obecnevnBatoLLmnx PyHKLUMOHNPOBaAHNE MHOPMALIMIOHHON CUCTEMBI.

3.3.1.7. B wusgenun ectb BO3MOXHOCTb OFpaHWYEHMs1 4ucra napannenbHbiX CeaHCcoB
[OCTyna Ansl Kaxgon y4eTHom 3anuncu nonb3oarensi TC.

3.3.1.8. WN3genvne obecneunBaeT NogaepKKy U coxpaHeHne atpmbytoB 6e3onacHoCTU (METOK
6e3onacHoOCTH), CBA3aHHbIX C MHpOPMaLMen B NpoLecce ee XpaHeHus n obpaboTku.

3.3.1.9. B wmsgenun BO3MOXHO OnokMpoBaHWe ceaHca [OCTyna Mocre YCTaHOBIEHHOMO

BpemMeHn Ge3fencTBus Monb3oBaTens Wnu no ero 3anpocy 4epe3 Cpeactsa LEHTPann3oBaHHOMO M
yaaneHHoro agmuHuctpypoBaHua C3UM HCO. CobbitTme W3MEHEHUA YCTaHOBIIEHHOMO BpEMEHU
6e3nencTema OUKCUPYETCHA B KypHamne U3MEHEHUs MonuTuMK. B 3HauYeHusX yCTaHOBMEHHOro BpeMeHU
6e3nencTemsa NpUCYTCTBYIOT UHTEPBarbl B 5 1 15 MUHYT.

3.3.1.10. M3genue coOoepXuUT MexaHu3Mbl KOHTPOMNS COCTaBa TEXHWMYECKMX CpeacTs,
nporpaMMHOro obecnevyeH1s n cpeacTs 3alWmTbl HGHOPMaL K.
3.3.1.11. Mspenve npegoctaBnsieT BO3MOXHOCTb — YNpaBrieHUs  YYeTHbIMU  3arnucsMu

nonb3oBartenen (gobaeneHue, yganenue, ONOKMPOBaHWE, pedakTMpoBaHWe aTtpubytoB) B T. M.
nokanbHbIX, JOMEHHbIX, CETEBLIX, a TakKe BO3MOXHOCTb 3aflaHusi TUMNa YY4ETHOW 3anmcu Nonb30oBaTens:
BHYTPEHHSS;

BHELLUHSAS;

CUCTEMHas;

NPUNOXEHUE;



. rocreBas,
° BpeMeHHadA.

3.3.1.12. Mspnenve ocylwlecTBnsieT pernameHTaumMilo M KOHTPOSlb  UCMOMb30BaHUS B
NMHGOPMAaLIMOHHOM cUCTEME TEXHOMNOMMIN BecnpoBOgHOMO AOCTyNa.

3.3.1.13. Nsgenve ocyllecTBnsieT perfameHTaumilo M KOHTPOSlb  MCMOMb30BaHUS B
NHGOPMaLIMOHHOM cUCTEME MOBUMBHBIX TEXHUYECKMUX YCTPOWCTB.

3.3.1.14. B wusgenun peanunsoBaHa BO3MOXHOCTb HAcCTPOMKM M OpraHu3auun 3amMKHYTOM
nporpaMmHon cpeabl.

3.3.1.15. B wusgenum peanusoBaHa BO3MOXHOCTb OMOKMPOBKM goctyna Kk cannam no
pacLuMpeHuIo.

3.3.1.16. B nsgenum peanusoBaHa BO3MOXHOCTb pasrpaHnyeHnst gocTtyna k oycdepy obmeHa.
3.3.1.17. B wu3genum peanmsoBaHa (byHKUMS  3anpeTta  aBTOMaTMYecKoro  3anycka
NOAKIMIOYEHHbIX YCTPONCTB.

3.3.1.18. B wnspgenunm peanu3oBaHa yHKUMS aBTOMAaTM4eckoro OGroKMpOBaHWsi HEaKTUBHbIX

YYeTHbIX 3anucer nonb3oBaTenel nocre nepuoga BpemMeHn Heucnonb3oBaHus 6onee 45 oHen n bonee
90 gHen.

3.3.2. MNoacuctema npeobpasoBaHuAa MHhopmaLuum

3.3.2.1. I/|3,1:|,env1e nveetr MexaHu3mMmbl UCKNHYEeHUA BO3MOXHOCTU HeCaHKUMOHMPOBAHHOIO

O3HakoMIeHuna C¢ coaepXXaHnem nepcoHasribHbIX AaHHbIX, XpaHAWNXCA Ha MALUUHHBIX HOCUTENAX, U (I/IJ'II/I)
NCMNOMb30BaHUSA CbEMHbIX MaLLUMHHbLIX HOCUTENEen I/IH(*)OpMaLLVII/I B UHbIX I/IH(*)OpMaLLI/IOHHbIX cucrtemax.

3.3.2.2. W3genve npenoctaBnseT BO3MOXHOCTb CO3faHWs npeobpas3oBaHHbIX (hann-aMckos
N hann-kOHTENHEPOB 41151 HAAEXHOrO XpaHeHUs 3aLmLLaemMon nHopmMmaumm.
3.3.2.3. Nspnenve npepoctaBnseT BO3MOXHOCTb MNPeobpasoBaHUA CbEMHbIX MAaLLMHHbIX

HocuTenewn nHopmMaLmn.
3.3.3. MNopcucrtema rapaHTMPOBAHHOMN 3a4YMCTKU MHM OpMaLUn

3.3.3.1 N3penue npegoctaBnsieT BO3MOXHOCTb rapaHTUPOBAHHOIO YHUHMTOXEHMWS (CTUPaHWS)
N KOHTPONS YHUYTOXEHNS MHCpOPMALIMK NPY NMOIMHOM 3a4MCTKE NTOrMYECKOro aucka.
3.3.3.2. B nsgenum OCYLLIECTBNSETCS ovncTKa (o6HyneHwe, obesnununBaHue)

ocBoboxagaembix obnacten onepatuBHoM namstm TC M BHEWHWX HakonuTenen. QOuucTtka
OCYLLECTBMSIETCA OfHOKPATHOW MPOM3BOMBbHON 3anucbio UMM OBYKPATHOW MPOU3BOSIbHOW 3anucbio B
ocBoboXaaemyto obnactb NamMsaTV, paHee WCMOMb30BaHHYKD ANS1 XPaHEHMS 3alivLiaeMblX [AaHHbIX
(cbarnos). OuncTka OCyLLECTBNSAETCA NyTEM 3anMCU Mackmpytowen nHgopmMarmm npm eé€ ocBoboXgeHun
(nepepacnpegeneHun).

3.3.4. MNoacuctema naeHTUdnKaumm m ayteHTupmkaumm

3.3.4.1. B mnspgenun peanvsoBaHa BO3MOXHOCTb 3aaHUsl OSfIMHBLI MApOns Norb3oBaTtens npu
BXO[€E B CUCTEMY.
3.3.4.2. Napnenve ocywlecTBnseT uaeHTUMKauuo 1 NPoBEPKY MNOASIMHHOCTM CyObEKTOB

[OCTyna npu BXoge B cuUcTemy no maeHtndumkatopy (Kogy) u naposto yCrioBHO-NOCTOAHHOMO OENCTBUS,
MUHMMarbHas AfivHa KOTOPOro Has3HavYaeTcs agMUHUCTPaTOPOM.

3.3.4.3. N3genne TpebyeT oT monb3oBatenen naeHtudumumpoBatb cebd npy 3anpocax Ha
OOCTyn 1 nogBepraeT NpoBepKe NOASIMHHOCTb NpeabsABNeHHOro cybbekToM nageHTndmkaropa. B nsgenvm
peanv3oBaHO MpensTcTBME JOCTyna K 3awuwaemMbiM  pecypcaMm  HemgeHTUULMPOBAHHBLIX
nonb3oBartenen WM norb3oBaTernen, NOASIMHHOCTL WAEHTUMUKAUMM KOTOPbIX MpU ayTeHTuduKaumm He
noaTeepaunacs.

3.3.4.4. B wusgenun ocyuwectBnsdetca maeHTndmkauma tepmuHanos, TC, yanos cetn TC,
BHELWHMX ycTponcTB TC No Normyecknm nmeHam 1 no pmsmyeckum agpecam (Homepam).

3.3.4.5. B usgenuu ocyuwlectenserca maeHTUdukauma nporpamm, kKaranoros, ¢annos, no
MMeHam.

3.3.4.6. B wusgenun ocywlecTtBnsetca uaeHTudukauma  yCTpoOMCTB, B TOM  4ucne
CTaUMOHapHbIX, MOBOUITbHBIX 1 MOPTATUBHbIX.

3.34.7. B wnsgenun peanusoBaHa BO3MOXHOCTb ynpaBneHus wuaeHtudukatopamn, B TOM
yucne cosfgaHue, NPUCBOEHNE N YHUYTOXEHUE UOEHTUPUKATOPOB.

3.3.4.8. B n3genuu peanunsoBaHo ynpaerneHve cpeacTBamMu ayTeHTudumkaumm, B TOM 4ucne

XpaHeHve, BblAava, VHULManusauus, OnokMpoBaHWe CPefcTB ayTeHTUMMKaUMM U MPUHATUE Mep B
cnyyae yTpatbl U (MNn) KOMAPOMETaLMN CPEACTB ayTeHTUUKALUN.



3.3.4.9. B n3genuun peanun3oBaHa BO3MOXHOCTb orpaHn4eHud Konu4yecTtBa
nocnenoBaTenbHbIX HeyAaqHbIX MOMNbITOK BBOAA Napons (Hanpumep, oT 3 o 5).

3.3.4.10. B n3genuu peannsoBaHa 3almuta o6paTHOM CBA3N Npy BBOAE ayTEHTUUKALMOHHON
WHopmauun.

3.3.4.11. B nsgenun peanusoBaHa BO3MOXHOCTb ayTEHTU(UKALMKU MPU MOMOLLW annapaTHbIX
naeHTUUKaTopPoB.

3.3.4.12. B wusgenuu peanu3oBaHa BO3MOXHOCTb 3anuUCU aBTOPWU3ALMOHHLIX [daHHbIX B
annapaTHbIi naeHTuduKaTop.

3.3.4.13. B wu3genun peanu3oBaHa  BO3MOXHOCTb  OMpedeneHns  NpuHagnexHoCTu
annapaTtHoro naeHTugukaTopa KOHKPETHOMY NOMb30BaTeNto.

3.3.4.14. B mnsgenun peannsoBaHa Bo3MOXHOCTb Bxoga B OC no ceptudukaty cmapT-KapTbl,
BblJaHHOMY yaocToBepsownm LeHTpom Windows.

3.3.4.15. B wusgenun peanusoBaHa YHKUMA 3anpeTa MOBTOPHOMO  MUCMONb30BaHUSA

M,El.eHTMd.)MKaTOpa nonb3oBaTend B Te4eHune:

. He MeHee OQHOro roga;
° He MeHee TpexX NeT,
° BCero nepuopa akcnnyartauuum MHdJOpMaLI,MOHHOI;I CUCTEMbI.

3.3.5. MNoacucrtema peructpauum m yyeTta

3.3.5.1. Nspenve obecnevmBaeT MOHUTOPUHT (MPOCMOTP, aHanu3) pesynsTaTtoB perucrpawmm
coBbITMIN BE30NacCHOCTM U pearnpoBaHue Ha HUX.
3.3.5.2. W3genvne cogepXuT MexaHu3Mbl MPOCMOTPa M aHanu3a gaHHbIX perncrpauum,

NHdOopMaLMM O AENCTBUSX OTAENbHbIX Nofb3oBaTenen B MHPOPMaLNOHHON cuctTeme, UMeeT MEXaHU3MbI
GunsTpaumm No 3agaHHoMy Habopy napameTpos.

3.3.5.3. N3genne obecneuvBaeT 3aliMTy AaHHbIX PerucTpaumm OT WX YHUUYTOXEHWUS Wnu
MoandMKaLMN HapyLunTenem.
3.3.5.4. Nspnenve ocyuwiecTBnsetr peructpaumio Bxoda (Bbixoda) cyObekToB [ocTtyna B

cuctemy (M3 cuctembl), MMBO permcTpauuio 3arpyskm M MHUMLManmM3aumMm onepalyMoHHON CUCTEMbI U ee
nporpamMmmHOro octaHoBa. Pernctpaums Bbixoga M3 CUCTEMbI UM OCTAHOBA HE NMPOBOAUTCS B MOMEHTHI
annapatypHoro oTkntoveHns AC. B napameTpax perncrpaumm ykasbliBatoTCs:

e [aTa M BpeMsa Bxoda (Bbixoda) cybbekta gocTtyna B CUCTEMY (M3 CUCTEMbI) UM 3arpy3ku
(ocTaHoBa) cuCTEMBI;

e pesynbTar NoMbITKN BX0OAA: YCNELUHbIA MW HEYCMNELLHbIN — HECAHKLMOHUPOBaHHbI;

e uyaeHTMduKaTop (kog nnun dammnus) cyobekTa, npeabaBeHHbIN Npy NOMNbITKE 4OCTYNa;

e  KOA WNV Naporb, NPeAbSBNEHHBIV NPU HEYCMNELLHONM MOMbITKE.

3.3.5.5. M3penuve ocywlecTensieT permctpauuio N3MeHeHWI NormHOMOYNA CyObekToB JocTyna
N crtatyca obbekTtoB gocTyna. B XypHane peructpaumm cobbiTWI, KOTOPbIA BEAETCA B 3NEKTPOHHOM
BMAE, yKasblBaloTCS CrneayoLlmne napameTphbi:

e [JaTa v BpeMsi UBMEHEHUS;

e cogepXaHue U3MeHEeHWs C ykasaHneM naeHTudukatopa cybbekta gocTyna, YbM NOMIHOMOYNS
NoaBEpPrinCb  WU3MEHEHWIO, WKW JIOTMYECKOTO WMEHM  3alimaemMoro  MHOPMaLMOHHOIO
pecypca, Yen cTaTyC U3MeHWCs;

e paeHTMdUMKaATOpP agMUHUCTPaTopa WHGOPMAaUMOHHOW  ©e30MacHOCTH,  OCYLLECTBUBLLETO
N3MEHEHNE;

e  YCMELLHO NN OCYLLECTBUMNOCH COBbITME (0BCIYXEeH 3anpoc Ha SOCTYN UMK HeT).

3.3.5.6. W3genne ocywecTBnseTr peructpaumio  BblgadM  nevartHbiX  (rpadouyeckux)
OOKYMEHTOB Ha «TBepaAylo» konuo. B napameTpax perMctpaunm ykasbiBatoTcs:

JaTta n Bpems Bbigaym (obpalleHnst K nogcmcTeme BbiBOAA);

crneyundmrKaumsa ycTponcTBa Bbidayn [lornyeckoe MmMms (Homep) BHELLHEro yCTPOMCTBA];

KpaTkoe cofepXaHue (HaMMeHoBaHue, BUA, Wndp, Koa) JOKYMEHTa;

naeHTugukaTop cybbekTa 4oCTyna, 3anpoOCMBLLETO JOKYMEHT.

Mpn Bbigaye NPUCYTCTBYET BO3MOXHOCTb aBTOMAaTUYECKOW MAPKMPOBKU KaKOOro nucra (cTpaHuubl)

OOKyMEHTa ero nocrnefoBaTefibHbiM HOMEPOM M YYETHbIMKU pekBusutammn AC ¢ ykazaHWeM Ha nocregHem
nncTe JOKyMeHTa obLLero Konm4yecTaa NUCToB (CTpaHuL).

3.3.5.7. [lononHuTensHO perMcTpuUpyrTCs BCE MOMbITKM AOCTYrNa, BCe AeCTBMS onepartopa U
Bbl€NeHHbIX norb3oBaTenei (agMUHUCTPaTOPOB 3alUMThI U T. .).



3.3.5.8. B wusgenuu ocyllecTBNsieTCA pernctpaumus cosfaHnss U YHUUMTOXEHUS obbekTa.
Peructpupyetcs cnegytolias MHgopmaums:

e [aTa v Bpems;

e  CyOBLEKT, OCYLLECTBNSAOLWMNA PETUCTPUPYEMOE OENCTBUE;

e  TWUMN coObITUS;

e  YCMELLHO N OCYLLECTBUIOCL CODbITHE.
3.3.5.9. B nsgenuu ocylectBnaeTca permctpanmsa nonbIToK AoCTyna nporpaMmMHbIX cpeacTB
K crnegyowmM AOMNofHUTENbHBIM 3allmaeMbiM 0ObekTam goctyna: TepmuHanam, TC, yanam cetw,
BHeLWHUM ycTponctBam TC, nporpammam, ToMam, katanoram, gannam. B napameTtpax pernctpauum
yKasblBaloTCS:

e [faTa M Bpems MOMbITKM OOCTyna K 3awumuiaemMoMy OOBLEeKTy C ykasaHMeM ee pesynbrara:
ycrewHas, HeycnewHas — HeCaHKLMOHMPOBaHHas;
e uaeHTMduKaTop cybbekTa [ocTyna;
e creundukaums 3alimuiaemMoro oobekTa [normyeckoe nmsa (Homep)].
3.3.5.10. B wuspgenum peanusoBaHa BO3MOXHOCTb oOnpegerneHns cobbiTuin 6e3onacHoCcTy,
noanexawmx peructpaumm (KypHanbl perMctpaumm cobbiTUin UMEKT (OUKCUPOBAaHHLIN pasMep U He
WUMEIT OrpaHMYEHUIA NO CPOKaM XpaHEHUS).

3.3.5.11. B wusgenuu ocywlectBnsieTca CcuUrHanmsauus nonbITOK HapyLlleHWs 3awuTbl Ha
TepMuHanax agMUHUCTpaTopa U HapyLlmTens.
3.3.5.12. B n3genum ocyllecTBnseTcsa perncrpaums genHctannauum (He 3anycka) gpavisepa

M3 npun akTMBHOM KOMIMOHEHTE, a TakKe pearim3oBaHa (*)yHKLLVIFl BbIMOJTHEHNA 3aLLTbl B COOTBETCTBUN C
YCTaHOBJTEHHbIMW MONMUTUKaMW.

3.3.5.13. [na KNUMEHTCKOM 4YacTu wusgenuss peanu3oBaHa QYHKUMS  aBTOMaTU4eCKOMn
apxmBaLMn >XypHana peructpaumm cobbiTU MO WCTEYEeHWW YCTaAHOBMEHHOTO WHTepBana BpPEeMEHW.
paH1Lbl BOSMOXHOMO BPEMEHHOIO MHTEpBana BapbupyloTcs oT 1 Yaca oo 1 roga. EguHuubl nsmepeHus
BblBUpaloTCA Mcxogsa U3 BeNUUMHbI 3HaYeHUs MHTepBana — Yyachl, 4HW, MecsiLbl, rof.

3.3.6. MNMoacuctema agMMHUCTPUPOBAHUSA

3.3.6.1. B nsgenun peanusoBaHbl cpeacTtea ynpaeneHus, orpaHuyusatoLne
pacnpocTpaHeHue npaB Ha A4OCTyn.
3.3.6.2. Nspnenve npenoctaBnseT BO3MOXHOCTb Ha3Ha4YeHUs MUHUMAanbHO HeobXxoguMmbixX

npas W MNpvBWNErM  nonb3oBaTensaMm, agMuHuUcTpatopam M nuuam,  obecneynBaroLLmm
PYHKLMOHNPOBaHNE NHPOPMALIMOHHOW CUCTEMBI.

3.3.6.3. Nspnenve codepXut MexaHu3Mbl, MNO3BOMSAOLIME MPOBOAUTL Mepuoguveckoe
TectupoBaHue gyHkumn C3M HC Dallas Lock 8.0-K. Tectupytotcs:

e peanusauua TPL (nepexBaT $£BHbIX W CKPbITbIX 3anpocoB Ha AOCTyM, npaBuIibHOE
pacno3HaBaHWe CaHKLUMOHUPOBAHHbIX M HECAHKLMOHMPOBAHHbIX 3aMpoCcoB, CpeacTBa 3almThbl
MexaHn3ma pasrpaHn4yeHns 4oCcTyna, CaHKLMOHMpPOBaHHbIe uameHeHus MNPL);

e YCMELWHOe OCYLIEeCTBMEHNE unAEHTUDUKALUMM U ayTeHTUdMKaUMM, a Takke WuX CcpeacTea
3aWMUThI;

e O4MCTKa NaMATY;

e perucTpauusi cobbITUi, cpeacTBa 3aluWUTbl PErUCTPALMOHHON MHGOPMaLMM U BO3MOXHOCTb
CaHKUMOHUPOBAHHOIO O3HAKOMIIEHUS C HEW;

e paboTa MexaHu3Ma, OCYLLECTBISIOLWErO KOHTPOSb 3a LeNOCTHOCTBLIO N3genus.

3.3.6.4. B wu3genun peanusoBaHa BO3MOXHOCTb LIEHTpPanM30OBaHHOIO  yrnpasneHus
sawmwaembiMn pabounmmn ctaHumamu. OcCyLLecTBRSETCA LEeHTpanu3oBaHHOE YMpaBrneHne yYeTHbIMM
3anncsaMn Mnornb3oBaTenen, NonuTMKamu, npaBamMy Morb3oBaTenen, npeobpas3oBaHHbIMA ChbEMHbLIMU
HOCUTENAMW  MHOPMAaLMK, KOHTPONeM  uenocTHocTu obbektoB PC, cuctemHoro peectpa.
MopaepxuBaeTca MHOroypoBHeBas nepapxus rpynn TC 1 HacnegoBaHWe yCTaHOBMEHHbBIX NapaMeTpoB.

3.3.6.5. B wuspenum  peanm3oBaHa  BO3MOXHOCTb  OMOBELLUEHUS  afMUHUCTpaTopa

6e30nNacHOCTN O CUTyaUMsIX HECAHKUMOHMPOBAHHOIO AOCTyNa Ha KIMEHTCKMX paboumx CTaHUMsIX Npu
Crieayrowux cryvasix:

e  HapyLleHWe KOHTPOSS LeNOCTHOCTU OObEKTA;

nonbITka paboTbl Nocrne GOKMPOBKY NMPU HaPYLLIEHWUWN LIeNTOCTHOCTY;

nonbITka BX0oAa Ha KIMEHTCKY0 pabGoyyto CTaHUMIO C HeMpaBuIibHbIM NaposieM;

GnoK1poBKa Nosb3oBaTersi Nocrie MHOTOKPaTHOTrO BBOAA HEMPaBUITbHOIO Naporis;

C3M HCO Ha knueHTe He oTBevyaeT (BO3MOXHas MpuUYMHA — HEeCaHKUMOHMPOBaHHas



JeakTuBaLus CUCTEMbI 3aLLUTbI);
e  KIMEHT HeJOoCTyrNeH Aonroe Bpems (C BO3MOXHOCTbLIO 3adaHus nepvoaa BpeMeHN);
e  MOMbITKM MOHTUPOBAHMSA U MONBLITKU paboTkl C 3anpelleHHbIMU ANA Nonb3oBaTteneil Ha KnueHTe

YCTPOMCTBaMMW.
3.3.6.6. B uspenuu peanunsoBaHa BO3MOXHOCTb CO3[aHUA OTYETa NO Ha3Ha4YeHHbIM NpaBam,
COCTaBy MPOrpaMMHOrO 1 annapaTHoro obecne4eHus.
3.3.6.7. B wu3genumn peanu3oBaHa BO3MOXHOCTb yAarleHHOW YCTaHOBKM W OOHOBMEHUS
nsgenus.
3.3.6.8. B nsgenumn peanmsoBaHa BO3MOXHOCTb Ha3Ha4YeHUs agMUHUCTpaTopa 6e3onacHoCTH
npw yaaneHHoW yCTaHOBKe U3fenus.
3.3.6.9. B n3genun peannsoBaHa BO3MOXHOCTb BU3yanu3sauumn cety 3awuwiaemsix TC.
3.3.6.10. B n3genuu peannsoBaHa BO3MOXHOCTb COXPaHEHUs U NPUMEHEHNST KOHUrypaumm
C31 HCO.
3.3.6.11. B nsgenuun peanusoBaHa (hyHKUMs, NO3BONAIOLLAS OOQHOBPEMEHHO MOLKMYATLCSA K
Cepeepy 6e3onacHoct C3U HC[, Heckonbkum koHconsm CepBepa 6e3onacHoCTy.
3.3.6.12. B usgenun peanusoBaHa (PyHKUMS OrpaHUYEHUST KONMMYECTBA HEYCMNELUHbIX NOMbITOK

BXoOa wu 6J'IOKI/1pOBaHMe TC, ¢ KOTOpPOro npeanpuHMMarTCcA MonbITKM O0CTyna, C BO3MOXHOCTbHO
pa36ﬂOKMpOBaHM$| TONbKO aAMWUHUCTPATOPOM.

3.3.7. MNopcmuctema KOHTPONS LIENIOCTHOCTH

3.3.7.1. B nsgenuun peanunsoBaHa 3aljmTa apxXuBHbIX hannos, NnapaMmeTpoB HacTponkn C3U
HC[, nporpammHOro obecnevyeHns M WHbIX AaHHbIX, HEe MoAfeXalwux W3MEeHEeHW B mnpouecce
hyHKUMoHMpoBaHus NC.

3.3.7.2. B usgenum peanusoBaHa BO3MOXHOCTb BOCCTAHOBIEHMA obbekTa goctyna (avina,
BETKM peecTpa) B criydae obHapy>KeHUs1 HapyLLeHUs ero LenocTHOCTH.

3.3.8. MNMoacuctema BoccTaHOBrEeHUs1 nocrne co6oeB

3.3.8.1. C3W1 HC[ npegycmaTpmBaeT npoLenypbl BOCCTaHOBMEHMS nocrie cO0eB 1 OTKa3oB
obopyaoBaHusi, KOTopble obecneynBaroT NOMHOE 1 onepaTuBHOE BoccTaHoBneHne ceoncte C3UM HCU.
3.3.8.2. PeanunsoBaHa BO3MOXHOCTb BO3BpalieHuss Bcex HacTpoek C3WN HC[L k mncxogHbiM

(ycTaHOBKa napameTpoB MO YMOMYaHUIO), YTO paBHOCUITbHO nepeyctaHoBke C3M HCL.
3.3.9. MNoacuctema pe3epBHOro KONMpPoBaHUA

3.3.9.1. B nsgenun peanusoBaHa BO3MOXHOCTb aBTOMAaTU3NPOBAHHOIO CO34aHMs Pe3epPBHbIX
KOMWUM MpPOM3BOSIbHLIX OOBLEKTOB (hanroBOM CUCTEMbI W  LIEHTpPAnM3oBaHHOE YNpaBfieHUe TaKow
BO3MOXHOCTbIO Ha ypoBHe Cepepa 06e3onacHoctM «Dallas Lock 8.0». lpu atom B wmsgenuu
peanu3oBaHa BO3MOXHOCTb:

onpeaeneHns pasmeLLeHNsi CoXxpaHeHUs pe3epBHON KOMuu;
onpegeneHns NnepmognM4yHOCTU 1 pacnucaHne co3gaHns pe3epBHbIX KOMWK;
onpeaeneHns KonmyecTsa CoxpaHseMbIX pe3epBHbIX KOMUN;
e  BOCCTa@HOBMEHUS 3alLMLLaeMbIX OOBHEKTOB U3 pe3epBHON KOMUN.
3.3.9.2. B wm3genun peanunsoBaHa BO3MOXHOCTb COXpaHEHWA dawnna pe3epBHON KOMUKU U
davina koHdurypaumm Cepeepa 6e30MacHOCTV B CETEBYHO OMPEKTOPUIO.

3.4. CpencrtBO KOHTPONA MNOAKIMHOYEHUA CBHEMHbIX MaLWUHHbLIX HOCUTenewn
nHcpopmauun. CpeacrtBo KOHTpoOns OTYyXaeHua (nepeHoca) uHdopmauum co
CbeMHbIX MaLUMHHbIX HOCUTENnen nHcopmaumm

3.4.1. WNapenue npegocTaenseT BO3MOXHOCTb ynpaeneHns NCMNonb30BaHNEM
MOAKIMIOYAEMbIX MPOU3BOSIbHBIX CbEMHbBIX MALUWHHBLIX HOCUTENen WHGOopMauuM Ha OCHOBE aHanm3a
paspeLLeHnii Ha NOAKITYEHNE K KOHKPETHBIM MHTEepdericam BBoAa (BbIBOAA) CPEACTB BbIYUCIIUTENBHOM

TEXHWKW, TUMOB MOOKMIOYAEMbIX BHELUHWX MPOrpaMMHO-annapaTHbIX YCTPONCTB, KOHKPETHBIX CbEMHbIX
MaLLMHHbIX HOCUTENEen Hpopmaumn.

3.4.2. N3penue KOHTponMpyeT ucnonb3oBaHne MHTEPdENCOB BBOAA (BbiBOAA) MHCpopMaLmn
(B T. Y. Ha CbEMHbIE MALUWHHBIE HOCUTENW MHpopMaLMK).
3.4.3. N3penne obecneuymBaeT KOHTPOSib TUMOB MOAKMIOYAEMbIX BHELUHUX MPOrpaMMHO-

annapaTHbIX YCTPOMCTB, a TakkKe KOHKPETHbIX CbeMHbIX MalUMHHBLIX HocUTenel nicpopmanmu.



3.4.4. B wu3pgenun obecnedyeHa BO3MOXHOCTb MOEHTUMMKALUMM W ayTeHTMdMKaumm
agMuHucTpaTtopa C3U HC[ Dallas Lock 8.0-K no npegoctaBneHuss eMy BO3MOXHOCTM MO YNPaBMEHWIO,
NpocMoTpy ayauTa 6€30MacHOCTU U BbIMOSTHEHMIO UHBIX AENCTBUI N0 agMUHUCTPUPOBAHNIO.

3.4.5. B wum3genum  ocywecTBNSTbCS  MOEHTU(MKAUMS  YCTPOWCTB, B TOM  4ucne
CTaLMOHapHbIX, MOBUMBHBIX U MOPTaTUBHLIX, MAEHTUdUKALUA HaKonuTenen nHdopMaLmu.
3.4.6. B n3genuu peanusoBaHbl Hagnexaliue MexaHu3aMbl perucTpaumn v npegynpexaeHms

(curHanusaumm) o cobbITUAX, OTHOCSILLMXCSH K BO3MOXHbLIM HapyleHusiM GesonacHocT. MexaHuambl
perucTpaumMn npenocTaBnsiioT — YMONMHOMOYEHHBIM Ha  3TO  JlMuaM  BO3MOXHOCTb  BbIGOPOYHOO
03HaKOMIEHUs C MHd)OpMaLMeN 0 NPOU3OLLEALINX COBLITUSIX.

3.4.7. N3penve cogepXnUT MexaHW3Mbl reHepaLnn BpEMEHHbBIX METOK, U (Mnu) NpoUCXoauT
CUHXPOHM3aLMsi CUCTEMHOMO BpEMEHU B MHGpOPMALIMOHHON cucTeme.
3.4.8. B n3genuu ocyuiecTensieTcs pasrpaHuyeHne goctyna k ynpasneHunio CKH v pexxumom

BbIMONHEHUs1 (pyHKUMI ©e3onacHOCTU (KOHTPOMsS HakonuTenen) Ha OCHOBE pOoNen YYeTHbIX 3anucen
nonb3oBaTenen.

3.4.9. B mn3genuu ocyuwectensieTcs npeobpa3oBaHne CMEHHbIX HakonuTenen, OCHOBaHHOE
Ha npaBax MCMNOMb30BaHMS CbEMHBLIX MAaLUUHHBIX HOCUTENen uHGOpMauMK, NpuU 3adaHun KOTOPbIX
NCNonb3ylTca criegytoLime Tvnbl AaHHbIX CKH:

*  NOEHTUMUKALMOHHEA MHOPMALMS CbEMHbIX MALUMHHBIX HOCUTENeNn NHpopMaLmu;
*  MAEeHTUMUKALMOHHasA MHOPMaLNA CPeACTB BblYUCIUTENIBHON TEXHUKN.

3.4.10. N3penune npenocTtaBnsieT BO3MOXHOCTb HACTPOMKU MpaB UCMOSb30BaHUS CbLEMHOMO
MaLUNHHOro HocuTenst MHOpPMaLMM C YCTAHOBIIEHHbIM CreLmManbHbIM NPorpaMMHbIM obecrneyeHnem (Ha
KOHKPETHbIX CpeacTBax BblYNCIIUTENBHOM TEXHUKN).

3.4.11. N3genue GnokvpyeT MH(pOpMaLUOHHbIE pecypcChl Crneumanu3npoBaHHOrO CbEMHOro
MaLLUMHHOrO HOCUTENSA MHOopMaLun NS YTEeHWs (3anvcu) MHopMauum npu nomnbiTKe MOAKMOYEHNUS
crneunanmnsmpoBaHHONO CHLEMHOIMO MaLUMHHOMO HOCUTENs MHGOPMauUuM K CPEeACTBY BbIMMCIIUTENBHOW
TEXHUKM, Ha KOTOPOM HE YCTaHOBIIEHbl KOMMOHEHTbl CpPeacTBa KOHTPOMNA CbEeMHbIX MalUHHBIX
HocuTenen nHdopmaumm (nporpaMmHoe obecrnevyeHne B3anMoLencTaus).

3.4.12. N3penve npoBepsieT npaBa MWCMNOMb30BaHUS CNeuManu3npoBaHHOIO CbeMHOro
MalLUMHHOrO HocuTens WHdopMauuM MpU MOMbITKE MOOKMIOYEHNUsT Cheunann3MpoBaHHOrO CbEMHOro
MaLLMHHOIo HocUTEeNns MHopMauun K CPeACTBY BbIYUCIUTENBHON TEXHWUKM, HA KOTOPOM YCTaHOBIEHbI
KOMMOHEHTbI CPEeACTBa KOHTPOMS CbEMHbIX MalUVMHHBIX HocuTenen wuHdopmaumm (nNporpaMmmHoe
obecneyeHne B3anMoaencTaus).

3.4.13. N3penve npegocTtaBnsieT 4OCTyn K MHOpMaumm Ha crneumann3mpoBaHHOM CbEMHOM
MalUMHHOM HOocuTene WHdopmauum (ecnu npoeepka MNpaB fana MofoXUTENbHLIN pe3ynbTaTt) unu
obecneunBaeT HegoOCTYNHOCTb (OnokumpoBaHue) uMHGOPMaUMM Ha cneunanu3vpoBaHHOM CbEMHOM
MalUMHHOM HocuTene mMHopMauuMnM Anst YTeHus (3anucu) nHdopmauum (ecnu npoeepka npasB gdana
oTpuUaTenbHbIN pesdynbTar).

3.4.14. Nspenune peructpupyeT cobbitua 6e30MacHOCTW, CBSI3aHHble C  BbIMOSIHEHUEM
CPEACTBOM KOHTPOMSA CbEMHbIX MaLUMHHBLIX HocuTenen uHdopmauun yHKUMA Ge3onacHoCTn, U
3anuckiBaeT MHdopmaLmio ayanta 6e3onacHocTu.

3.5. [epcoHanbHbIN MeXceTeBOW 3KpaH

3.5.1. Wsgenue npepoctaBnAeT BO3MOXHOCTb OCYLWECTBNATL  PUMbTpaUnMlo  CeTeBOro
Tpadhuka ansg otnpasutenen nHdopmMaumm, nonydarenen MHopmaumm 1 BCex onepauun nepemeLLeHus
KOHTponupyemon M3 nHdopmaumm K yanam MHPOPMaLNOHHON CUCTEMBI U OT HUX.

3.5.2. N3penne obecneunBaeTr pacnpocTpaHeHMe unbTpauum Ha BCe onepauuu
nepemelleHmns yepes M3 nHdopmaumm K yanam MHPOPMaLMOHHON CUCTEMBI.
3.5.3. N3penue ocywecTBnaeT unbTpaumio, OCHOBaHHYIO Ha Criegylowmux Tunax atpnbyTos

6Ge3onacHoCT CyOBbEKTOB:

e CeTeBOV adpec yana OTnpaBuTENs;
e  CeTeBOV adpec yana rnonydarens.

3.5.4. N3penue ocywecTBnseT unbTpaumio, OCHOBaHHYO Ha Cregylwmnx Tunax atpnbyTos
©e3onacHOCTU UHpopMaL;

e  CeTeBOW NPOTOKOM, KOTOPLIN UCNONb3yeTca ANs B3aMMOAENCTBUS;

e  TPaHCMOPTHbIA MPOTOKOJI, KOTOPbIN MCMONb3yeTCs AN B3aMMOOENCTBUS, NMOPTbl UCTOYHMKA U
nony4aTens B paMkax ceaHca (Ceccum);

e  paspeLlleHHble (3anpeLLeHHbIE) KOMaHAbl, Pa3peLLEeHHbIN (3anpeLLeHHbIV) MOBUMBbHbBIN KO,



e paspelleHHble (3anpeLLeHHbIE) MPOTOKOSbI NPUKITA4HOMO YPOBHS;
e paspelueHHoe/3anpeLLeHHoe npuknagHoe MO (npunoxenus).

3.5.5. N3pgenve npepocTaBnseT BO3MOXHOCTb SIBHO paspellatb MM SBHO 3anpelyaTtb
MHPOPMaLMOHHBIA MOTOK, Gasnpysicb Ha ycTaHaBMUBaeMbIX aaMuHUCTpaTopoM MO HaGope npaBun
hunbTpaLmmn, OCHOBaHHOM Ha MAEHTUMLMPOBAHHBIX aTpMbyTax.

3.5.6. N3nenue npenocTtaBnseT BO3MOXHOCTb OCYLLECTBNATb NONUTUKY (OUMbTPaLUM NakeToB
C YYeToM YNpaBnsAoLLIMX KOMaHa OT B3auMoZencTByoLmMX ¢ MO cpeacTs 3almThl MHAOpPMaLIMKU OPYrUX
BUOOB.

3.5.7. B nsgenunn Bo3amMoxHo OCYLUEeCTBNATb NPOBEPKY KaXXA0ro naketa no Tabnuue cocTosHWUI
ana onpeneneHnda Toro, He NpoTUBOPEYNT N COCTOAHUE (CTaTyC, TI/II'I) nakeTa oXXngaemMmomy COCTOAHUIO.
3.5.8. B wusgenun peann3oBaHa BO3MOXHOCTb OCYLUECTBIATbE MPOBEPKY WUCNONb30BaHUA

CETEBbIX PECYPCOB, codepKallnx MOOUNbHLIA Kog, NS KOTOPOro agMuUHUCTpaTtopoM MO ycTaHOBMEHbI
paspelunTenibHble UNKU  3anpeTutenbHble aTtpubyTel 6e3onacHocTu. [ormkHa ObiTb BO3MOXHOCTb
KOHTpONMpoBaTh (paspeluaTtb/3anpeLaTb) UCNOSMb30BaHWE CETEBbIX pecypcoB, coaepxawmx PDF wn
cneaytowme Buabl MobunbHoro koga: ActiveX, Flash, JScript, VBScript, PostScript, Java.

3.5.9. B wu3genMm BO3MOXHO OCYLLECTBNATL MPOBEPKY MCMNONb30BaHUSA MOSb30BaTENsiMU
OTOEenbHbIX  KOMaHZ, AN KOTOpbIX  aAMWHUCTPATOPOM  MEXCETEBOrO 3KpaHa YCTaHOBIIEHbI
paspelunTernibHble  UNu - 3anpeTuTenbHble  aTpubyTbl 6e3onacHocTM. Bo3MOXHO KOHTpONMpoBaTb
(paspeluaTtb/3anpeLaTb) MCMOMNb30BaHWE cnegylowmx komadg: arp; ipconfig; getmac; nbtstat; netsh;
netstat; net; nslookup; pathping; ping; route; telnet; tracert.

3.5.10. B wusgenum BO3MOXHO paspelwatb WM 3anpewatb WHGOOPMALMOHHbBIA  NOTOK,
OCHOBbIBasICb Ha pe3ynbTaTtax NPoBepoK B COOTBETCTBMM C Nn. 3.5.7.

3.5.11. B nsgenun peannsoBaHa BO3MOXHOCTb OCYLLECTBNATb PUMbTPALNIO NAKETOB C Y4ETOM
YyNpaBnsiioWmnX KOMaHg OT B3aMmogdencTtsylowmux ¢ M3 cpeacTts 3awmTtbl UHpopMauum Opyrmx BUAOB,
OCHOBaHHYH Ha aTpubyTax, ykasblBaloLMX Ha NPU3HaKU HapyleHuss 6esonacHoCcTM B WHGOpMaLmn
ceTeBoro Tpaduka.

3.5.12. Nsgenue paspewaer WMHGOPMAUMOHHBLIM  MOTOK, €CNU  3HavyeHuss aTpubyToB
6€e30MacHOCTM, YCTaHOBIEHHbIE B3aMMOLEWCTBYIOLMMM CPEeACTBaMM  3alWTbl  MHGOpMauuM ans
KOHTPOSNIMPYEMOIrO CeTeBOro Tpaduka, ykasblBalOT Ha OTCYTCTBME HapylleHun ©6e3onacHocTu
NMHpopmaumn.

3.5.13. Nsgenue 3anpewaeT WHGOPMAUMOHHBLIA  MOTOK, €CNU  3HavyeHuss aTpubyToB
6e30MacHOCTM, YCTaHOBIEHHbIE B3aMMOLEWCTBYIOLMMM CPEACTBAMM  3alUWTbl  UMHGOpMauun Ans
KOHTPOSIMPYEMOIO CETEBOrO Tpaduka, yKasblBaOT Ha HanMyune HapyLueHmn 6e3onacHoCTn nHopMaLumn.

3.5.14. B wu3genum peanu3oBaHa BO3MOXHOCTb  BblOOpa  COBOKYMHOCTM  COObITUA,

NOABEpPraoLLMXca ayanTy, N3 COBOKYNMHOCTU COObITUI, B OTHOLLIEHNM KOTOPbIX BO3MOXHO OCYLLECTBIIEHUE
ayauta. N3bupaTtenbHOCTb ayauTa 6asnpyeTcs Ha crieqyowmx BO3MOXHbIX aTpubyTax:

noeHTndnkaTop 06beEKTa;
naeHTudmKaTop norb3oBarens;
noeHTudukaTop cyobekTa;

TMN cobbITUS;

unu gpyrue aTpubyThbl.

Bo3moxHO BbIbpaTh kakue Tunbl cobbitun MO ByayT permcTpmpoBaThCs:
o obHapyxeHne mobunbHoro koga (ActiveX, Flash, JScript, VBScript, PostScript, Java);
o obOHapyxeHue 3anpeLLeHHbIX BIOXEHUIA (aHann3mMpyeTcsa NpuCcyTCTBUE U3BECTHbBIX MPOTOKOSOB,
peknambl, Meana-koHTeHTa, PDF);
®  BbINOMHEHNE KOMAHA.

3.5.15. B nsgenun peanvsoBaHa perncrpauus 1 yyeT cnegyowmx cobbiTui:

e 3anyck U 3aBepLUEHNE BbINOSTHEHUS PYHKUMIA ayanuTa;
e  pesynbTaTbl BLINOMHEHNS NPOBEPOK MHGPOPMaLMK CETEBOTO TpaduKa;
e  3annCb HOBOIO 3HaYeHus No6oIN 3MeHseMoii NoNUTUKU/ NapamMeTpa.

3.5.16. B nsgenun BosamoxHa nogaepkka onpedeneHHbIX pornen no ynpaenenno M3.

3.5.17. B nsgenuu peanu3oBaHa BO3MOXHOCTb CO CTOPOHbI aaMuHMUCTpaTopoB M3 ynpaenaTb
PEXMMOM BbINOSTHEHMS YHKUMIA Be3onacHocTn MO.

3.5.18. Ona agMuHncTpatopa MO peanmsoBaHa BO3MOXHOCTb MOAMMUMPOBATh, yOandaTb

paspewnTenbHble W (UNK) 3anpeTuTenbHble aTpubyTbl 6e30MacHOCTU  UCMOMb30BaHUSI CETEBbIX
pecypcoB, codepXKallux oTAeNbHble TUMbl MOGUIMBHOIO Koda, Ans ocywecterneHms MO dunbTpaumu.



3.5.19. Ona agMmuHucTpaTopa M3 peanv3oBaHa BO3MOXHOCTb HaszHayaTb MoaUMULMPOBATD,
yAansaTb paspeluTenbHble M (UNW) 3anpeTutenbHble aTpubyTbl GesonacHocTU ANA NPUKNagHoro
nporpaMmMHoro obecneyeHunst (MPUNOXEHWIA) C Lienbio NocreayoLLero ocyLecTBneHVs unbTpaLmi.

3.5.20. Ona agmuuHucTpatopa MO peanusoBaHa BO3MOXHOCTb MOAMUMULMPOBATb, yAansTb
paspewnTenbHble U (UnNK)  3anpeTuTenbHble  aTpubyTbl 6e3onacHocTU  AnA  UCMOMNb3yeMblX
nornb3oBaTenaMu OTAEMNbHbIX KOMaHA.

3.5.21. B nsgenun ectb BO3MOXHOCTb BeeHUS A8 KaXaoro Tmna MecT pacnonoXeHus yana c
ycTaHoBneHHbIM M3 oTaenbHbIX Npoduneit npoBepok.
3.5.22. B nsgenun ectb BO3MOXHOCTb M3MEHEHMS 0O6NacTu 3HaYeHUn nHpopmaLMn COCTOAHNS

coegUHEeHnA CO CTOPOHbl agMUHUCTPATOPOB MEXCETEBOro 3KpaHa. Y agMUHUCTPaTopa AOJKHa ObITb
BO3MOXHOCTb 3aBepLllaTb ceTeBble COeqUHEHNA U3 Tabnuubl COEANHEHWNA.

3.5.23. B wusgenun ectb BO3MOXHOCTb MPUCBOEHUS NPohunsam nNpoBEPOK [ONYCTUMbIX
3HaAYEeHUI, TakUX Kak npodusib NPOBEPOK AMSA UCMNONb30BaHUA BHYTPU WMHEMOPMALMOHHON CUCTEMBI,
npocoune NPOBEPOK AN UCNONb30BaHWA 3a npefenamm MHAOPMALMOHHOM CUCTEMbI W OpYrux
[0onyCTUMbIX Npodunen NnpoBepok. PeanusoBaHbi:

e BO3MOXHOCTb CO34aHusi npodunen, Bbibopa 1 Ha3HavYeHNs Npounsa HacTpoeK onpeaeneHHbIM
(HaoeHHbIM) ceTaM, B TOM YuMCrie Npu oGHapy>KeHUN HOBOW CETH;
e  BO3MOXHOCTb pedakTUpoBaHUA Npodunen HacTpoex;
e ayauT c6oeB B MCMOMb30BaHUM MeXaHU3Ma BEAEHWUSI OTAENbHbIX Npodunen NpoBepok (npumep
cbos: Nnpounb He HanaeH U NPUMEHEH NPOMUNb NO YMOMYaHWUIO).
Mpodmnn BbIBUpatoTcs kak MuHUMYM no IP-agpecy Tekywero agantepa. Konuyectso npodounen,
paBHOe 8, MOXHO cuyuTaTb AocTatouHbiM. [Mpodwmnu (kpome npochund MO YMOMYaHui) MoryT
nepenmeHoBbIBaTLCA.
3.5.24, B wusgenunm ectb BO3MOXHOCTb MNPUCBOEHUS WHOPMALMK COCTOSHUSA COeANHEHUS
OOMyCTUMbIX 3HayeHuMn. B kayecTBe OCHOBHbIX COCTOSIHMM AN  CETeBOro Tpaduka AOMKHbI
ncnonb3oBaTbCs criegyoLme:

e YCTaHOBJieHMe CoeaNHEHUS,;
. ncnofib3oBaHne coeanHeHUd;
e 3aBeplleHne coeanHeHusa.

Mpn 3TOM KaxablA HOBbIA MAKeT MPOBEPSIETCS MEXCETEBbIM 3KpaHOM MO Tabnuue COCTOsHUM Ans
onpeneneHus Toro, He NPOTMBOPEYNT JIN COCTOSTHNE NaKeTa OXUAAEMOMY COCTOSIHUIO.

3.5.25. PeanunsoaHa BO3MOXHOCTb peructpauum cboeB B WCMNOMb30OBaHWM MexaHu3Ma
BeaeHus Tabnuubl COCTOAHUINA.
3.5.26. [na kaxgoro coeguHeHus obecnevnBaeTcs BegeHne Tabnuubl COCTOSAHUIA, OCHOBaHHOW

Ha WHOPMaUMN COCTOSIHUSI COEOMHEHUss W UCMOMNb3yeMOM Mpu  BbINOSTHEHWM MPOBEPOK AMS
06Hapy)XeHUsi aHOMarlbHbIX MaKeTOB, HE COOTBETCTBYHOLLMX TEKYLLIEMY COCTOSIHUIO COeaUHEHUS.

3.5.27. PeanunsoeaHa BO3MOXHOCTb NepexBaTa NakeToB Ha CETEBOM YPOBHE U MPOBEPKU UX Ha
npeaMeT paspeLleHHOCTM MO CYLLECTBYIOLLMM NpaBuiaM MeXCEeTEeBOro akpaHMpoBaHus. [JononHUTENbHO
HY>KHO COXPaHSTb TPEK KaXXaoro CoeanHeHns B Tabnuue coctosHni. [letanu Tabnuubl BKNOYAKOT:

ceTeBown agpec (IP-agpec) ncTtouHmka;
ceteBon agpec (IP-agpec) nonyyatens;
HOMepa NopToB.;

NHOPMaLIMIO COCTOSIHUS COEANHEHUS.

3.5.28. B mnsgenun peanusoBaHa BO3MOXHOCTb obecrneveHus nepexona B pexum aBapUnHOM
NoAdEPKKW, KOTOPbIM  MNPEeAoCTaBNseT BO3MOXHOCTb Bo3Bpata MO Kk wTaTtHOMy  pexumy
OYHKLUNOHNPOBAHNS.

3.5.29. B n3genuun peannsoBaHa BO3MOXHOCTb TECTUPOBAHUS (CaMOTECTMPOBAHNS) OYHKLMN
6e3onacHocTn MO (KOHTPOMb LEeNOCTHOCTM ucnonHaemoro koga M3).

3.5.30. B wusgenun peanunsoBaHa BO3MOXHOCTb MpW HapyweHun npasun MO nokasbiBaTb
npegynpexgatoLlee coobLleHre nonb3oBaTento.

3.5.31. B n3genuun peannsoBaHa yHKUMOHaNbHas BO3MOXHOCTb MHPOPMUPOBAHUS (3anvchb B
XypHar, BcnnbiBatowee coobueHne n coobuleHne Ha Cepeep 6e3onacHoctn C3M HCL) o BO3MOXHOCTU
OBHOBEHUS cUrHaTyp.

3.5.32. B nsgenun peannsoBaHa BO3MOXHOCTb 3aflaBaTb W aHann3MpoBaTb KOMaHOHY CTPOKY
(ans rmbkomn HacTponku npasun MJ).



3.5.33. B nsgenun peanun3oBaH BbIBO BCMJibiBalOLWEro getann3nposaHHOro yseoMneHna npu
6J'IOKVIpOBKe KOHTEHTa.

3.5.34. B u3genuu peanusoBaHa (hyHKLUMOHaNbHAs BO3MOXHOCTb «MaKeTHOro» yrpasreHus
npaeunamn MO, KoTopas no3sonseT opMUpoBaTh U NPUMEHSATL OTAENbHbIE rpynnbl NpaBun M3.

3.5.35. B mnsgenuun peanusosaH cuneTp HTTP 3aronoBka, KOTOpbIA MO3BOMSET BbIMNOMHATb
XypHanupoBaHue, 6roKMPOBKY coeaAnHEHUS ¢ aHoManbHbiMu HTTP 3aronoskamum.

3.5.36. B uspenun peanusoBaHa (yHKLMOHArbHAsi BO3MOXHOCTb aKTMBaLuUM Gonee XeCTKUX
npasun M3 npu OTCyTCTBMM Ha 3awmwaemom TC aHTUBMpYca, OGHOBMEHWA UM MpU HapyLUeHWUW
KOHTPOIS LEeNOCTHOCTM.

3.5.37. B nsgenuu peanusoBaHa yHKLMOHaNbHass BO3MOXHOCTb UCnonb3oBaHns DNS-umeHu
BMecTo npasun IP-agpeca npu HacTponke npasun MO agna obecneveHns paboTbl npaBuna npyu cMeHe
IP-agpeca pecypca.

3.5.38. B usgenun peannsoBaH MHTEPAKTUBHbIA PEXUM O0ByYeHUst Npyu (POPMUPOBAHUM NPaBU
M3.

3.6. Cuctema oGHapyXeHUs1 BTOPXKEHUIN

3.6.1. B n3penuu umetoTca cpenctea aBToMaTM3NpoBaHHOrO O6HOBNEHMS 6asbl peLuatoLLmx
npaswun.

3.6.2. B u3genun nmeeTcs BO3MOXHOCTb OOHOBIEHMs1 0asbl pelualoLlmx NpaBuil TOSbKO
agMUHUCTpaTopaM 1 nonb3oBaTensim.

3.6.3. Moaynb COB nmeet rpacuyeckunii MHTEpdENc agMUHUCTPUPOBAHNS.

3.6.4. B msgenum peanu3oBaHbl MexaHn3Mmbl rioKanbHoro 7] yOanéHHoro

agMuHucTpuposaHus COB.

3.6.5. B wusgenuu agmuHucTtpatopam 6e3onacHOCTM (M TOMbKO MM) nNpedocTaBnsieTcs
BO3MOXHOCTb ~ MOOMMUUMPOBaTE  PEXUM  BbIMNOMHEHUS  (PYHKUWA, CBA3AHHLIX C  BHYTPEHHUM
npeacTaBneHNEM BpeEMEHU, CO COOPOM AaHHbIX 0 cucteme UT, nx aHanmM3om 1 OTBETHbIMU peakunsamu.

3.6.6. B u3genumM ynonHOMOYEHHbIM agMUHUCTpaTopaM 6e3omacHOCTU (M TONbKO  UM)
npeaocTaBnsaeTcs BO3MOXHOCTb 3aaHus, a Takke 3anpoca, U3MEeHeHWs, moaundukaumun, yaaneHus u
OYMCTKM 3HAYEHMI MO YMOYaHMIO.

3.6.7. B n3genuu nogaepxmearoTca cnegyowme ponu ans ynpasnenunsa mogynem COB:

e aagMUHUCTpaTop GesonacHoCcTy;
e nonb3oBaTtens UC;
e aaMUHUCTPATOpP cepBepa.
3.6.8. B n3genum obecneyeHa BO3MOXHOCTb aCCOLMNMPOBATh NOfb30BaTENEN C POSsIMA.

3.6.9. B n3genum obecneyeHa BO3MOXHOCTb BbINOMHATL aHann3 cobpaHHbIx gaHHbix COB o
CeTEBOM Tpaduke B pexnme, 6rM3komM K peanbHoMy MacluTaby BpemeHn. ObecrneyeHa BO3MOXHOCTL MO
pe3ynbTatam aHanusa (MKCMpoBaTb CreayLLyo NHOPMaLMIo:

e [aTy u BpeMsi, pe3ynbTaT aHanuaa, TUn gaHHbIX, NOEHTUUKATOP UCTOYHMKA AaHHBbIX;
e  MPOTOKON (MEeXaHn3M), UCMOSb3yeMbI 4SS NPOBELAEHNS BTOPXKEHUS;
e yaeHTUMKaTOp CyObeKTa BTOPXKEHUS, MOEHTUDUKATOP OOBHEKTA BTOPXKEHUS.

3.6.10. B n3genuu peanvsoBaHa BO3MOXHOCTb BbINOSHATL criegyowime yHKLMU No aHanmnsy
BCEX MOMNyYeHHbIX AaHHbIX COB:

e 0oOHapyXuBaTb BTOPXEHUS B pexume, OGMM3KOM K pearnbHOMY MacluTaby BpeMeHW Ha ypoBHe
OTAenbHbIX XOCTOB (rnokanbHbIX y3noB VC) nytem aHanu3a ceteBoro Tpadmka 6e3 notepwu
AaHHbIX ONS aHan1aa;

o 0obOHapyxmBaTb BTOPXKEHWs Ha YPOBHE OTAENbHbIX XOCTOB (MnokanbHbIX y3nosB MC) nytem
aHanwm3a xxypHanos cobbiTun OC 1 npuknagHoro MO.

3.6.11. B cnyyae oOHapyXeHUs BTOPXEHWA W HapylweHun ©e3onacHOCTU um3genve
npeanpuHMMaeT cneayoLmne AecTBus:

e ocywecTBuTb oukcaumio akta obHapy>XeHNsi BTOPXKEHUA WM HapylieHui 6e3onacHoOCTU B
XypHanax ayguTa;

e yBeAOMWUTb agMuHUCTpaTopa Ge3zonacHocTM 06 OBGHAapYXXEHHbIX BTOPXEHUSIX WM HapyLUEHUSAX
©e3onacHOCTM C MOMOLLBI BM3yarnbHOrO OTOOpaKeHMs1 COOTBETCTBYIOLLErNO COODLEHUs Ha
KOHCONM ynpaBfeHus M nogaym 3BYKOBOIO CUrHana, a Takke COObLUEHUA NO 3MEKTPOHHON
noyTe;

e OnokupoBaTb |IP-agpec aTakylowWero B Te4EHUN 3a4aHHOIO BPEMEHM.



3.6.12. B wusgenuu peann3oBaHa BO3MOXHOCTb onpegeneHna OrpaHVI‘-IeHVIﬁ cneagymowmnx
AaHHbIX TOJIbKO aAMUHUCTPATOPOM Ge3onacHocTu:

e pasMep XpaHUMbIX XypHanos;
e Bpems GnokmpoBku IP-agpeca aTakytoLero.

3.6.13. B wu3genuu npepnpuvHMMaloTcs criedylolve OeNcTBUA  TMpU OOCTMXKEHUM  UIK
NpeBbILIEeHUN AaHHbIMK orpaHuyeHnin COB, ycTaHOBMNEHHbIX B TpeboBaHum 3.6.12:

e poTauus XypHaroB Npu NPeBbILLIEHUM pasmepa XpaHUMbIX XKypHarioB;
e pasbnokupoBka |P-agpeca aTakylowlero npu WUCTeYeHUM BpemeHu OnokupoBku |P-agpeca
aTakyloLuero.
3.6.14. B wusgenuu peanusoBaHa BO3MOXHOCTb TEHeEpMpoBaTb 3anucb ayauTa  [Aans
cneayLmx cobbITUi, NOTEHLMANbLHO NoaBepraeMbIx ayauTy:

e 3anycK v 3aBepLUEHNE BbINONHEHNS YHKLUA ayauTa;
e BCe COObITMS, NMOTEHUManbHO MnoAaBepraemMble ayauTy, Ha HeonpedenéHHoOM ypoBHe ayauTa
(MMHMManbHBIN, 6a30BLIN, AETANU3NPOBaHHLIN);
poctyn k COB;
yTeHune MHopmaLmMKn uU3 3anucen ayauTa;
HeycrneLlHble NOMbITKN YATaTb MHAOPMALMIO U3 3anucen ayanuTa;
BCE MOAMMUKaALUN pexnma BbINONHEHUS OYHKLNIA, CBA3aHHbLIX CO COOPOM daHHbIX O cucTeme
WT, nx aHan1M3om v OTBETHbIMU peaKkLUsIMU;
e Bce moaudmkauun gaHHbix COB, gaHHbIX ayauTa n Bcex npoumx gaHHbix COB;
e MOoAudUKaLMsa rpynnbl NoNb3oBaTenen — UCNOMHUTENEN POy,
®  BbINOMHEHNE U pe3ynbTaTbl CaMOTECTUPOBaHUS komnoHeHToB COB.
3.6.15. B nsgenun peannsoBaHa BO3MOXHOCTb PErMCTPMPOBATL B KaXKA4OM 3anucu ayauta, no
MEHbLLEN Mepe, CreayoLLyto MHPOoOpMaLnIo:

e [aTa U BpeMs, TUM cobbITUSA, naeHTUdmKaTop cybbekTa 1 pesynbTat cobbiTUSA (YCNeLHbIn Unm
HeyCneLlHbIN);

e [O5I KaXAOoro tuna cobbiTuiA, NOTeHUManbHO noasepraeMbiX ayauTy, U3 Yynucrna onpegenéHHbixX B
PYHKUMOHAmMbHbIX KOMMOHEHTaX, PEerucTpupyloTcs criegylolmne napameTpbl: unaeHtudukatTop
obbekTa, BUA 3anpalimBaemoro goctyna npu cobbiTyv 3anycka 1 3aBepLleHust BbIMOMHEHUS
dyHKUMIN ayguTa, npy goctyne k COB;

e yaeHTMdUKATOpP nonb3oBaTens npu cobbiTMM MogudukaumMm rpynnbl  Nofnb3oBatenen —
ncnosHMTeNen ponu.

3.6.16. B wu3genum peanu3oBaHa BO3MOXHOCTb  MNPEAOCTaBAATb  agMUHUCTPaTopy
BesonacHoCTV NpaBo YMTaTb BCE AaHHbIe ayauTa U3 3anucen ayaura.

3.6.17. B wusmenun peanusoBaHa BO3MOXHOCTb 3anucu ayauta B Buae, MO3BOMSAOLEM
nonb30oBaTento BOCNPUHMMATL COAEPXKaLLYOCS B HUX MHAOPMaLUIO.

3.6.18. B wusgenuu peanusoBaHa BO3MOXHOCTb accouMmMpoBaTb Kaxgoe cobbiTue,
noTeHUMarnbHO nogBepraemoe ayauTy, ¢ MaeHTUMKaToOpoM Nosib3oBaTenNsl, KOTOpbI Bbl MHULMATOPOM
3TOro cobbITuS.

3.6.19. B usgenum peanusoBaHa BO3MOXHOCTb 3anpeTa BCEM MOfb3oBaTeNsiM AocTyna K
YTEHMIO 3anuCcen ayguTa, 3a WUCKIYEeHMEM Mofb3oBaTenemn, KOTopbiM SBHO MpegoCTaBieH 4OCTyn Anis
YTEeHMS.

3.6.20. B wusgenuu npegoctaBnseTcsl BO3MOXHOCTb BbIMOMHATL MOMUCK, YNopsaoyvBaHue,
COPTUPOBKY AaHHbIX ayanTa, OCHOBAHHYIO Ha criegyloLwmx atpubyTtax:

e [aTa v Bpewms;
® paeHTMdukaTop cybbekTa;
e  TWM coObITUS;
e pesynbTaT COObITUS (YCNELUHBIN / HEYCMNELLHbIN);
e [encTeue.
3.6.21. B wusgenuu BbiNONHAETCA (YHKUUSA CaMOTECTUpPOBaHUS MpW 3anycke Mo 3anpocy

YMONMHOMOYEHHOrO  Mornb3oBaTens  Ans  AEeMOHCTpauuMuM  MPaBUNIbHOTO  BbIMOMHEHUS  OYHKLWIA
6e3onacHocTn COB.

3.6.22. Wsgenue npepoctaBnsieT  BO3MOXHOCTb  YNOMHOMOYEHHbLIM  MONb30OBaTeNsAM
BepucmLmMpoBaTh LENOCTHOCTb AaHHbIX yHKUMIA 6e3onacHocTn COB.
3.6.23. B wusgenum npegocTaBnsieTcs BO3MOXHOCTb  YNOMHOMOYEHHBIM  MONb30BaTENAM

BEpUMULMPOBaTb LIeNIOCTHOCTb MPOrpamMMHOro koda dyHKLUuin 6e3onacHocT COB.



3.6.24. ObecneyeHa BO3MOXHOCTb cobupaTtb MHGOPMaLMIO O CETEBOM  Tpaduke,
npoxoasilem Yyepes y3nbl CETU:

WHopmauua o ceTeBbIX agpecax;

nHdopmaumsi 06 UCNonb3yemblx NoOpTax;

WHopmMaLma 0 3HaYEHNsIX MONEN CEeTEBOro NakeTa;

nHdopmaumsi 06 annapaTHbIX agpecax YCTPONCTB;

nHdopmaumsi 06 nageHTudgrkaTopax NPOTOKOSOB;

WHhopmauua o paamepax NakeTos.

3.6.25. B wusgenum obecneveHa BO3MOXHOCTb cOGMpaTb WHOpMauuio O cregylowmx
COObITUAX Ha y3nax ceTu:

e coObITMA, perucTpupyemble B XypHanax ayauta: OC, npuknagHoro nporpammHOro
obecneyeHus;

®  BbI30B (PYHKLMN;

e obOpalleHune k pecypcam.
3.6.26. B usgenun peanusoBaHa BO3MOXHOCTb cOOUpaTb M PErMCTPUPOBaTL CreayHLLYyHo
NHdopmaLmIo:

e [aTy u Bpems cobbITUS;

e  TWUMN cOObITUS;

e paeHTudukaTop cybbekTa.

3.6.27. B usgenum peanusoBaHa BO3MOXHOCTb BbINOMHATb aHanu3 cobpaHHbIX AaHHbIX C
Lenbio 0bHapY>KeHNs1 BTOPXKEHUI C UCTMONb30BAHUEM CUTHATYPHbIX U 3BPUCTUYECKUX METOAOB.
3.6.28. B usgenum peanusoBaHa BO3MOXHOCTb BbINOMHATL aHanu3 cobpaHHbIX AaHHbIX C

Lenbio 0GHapy>XeHUS BTOPXXEHMI C UCMOMb30BaHWEM 3BPUCTUYECKMX METOAOB, OCHOBAHHbLIX HA MeToaax
BbISIBNEHNA aHOManun ceTeBoro Tpadmka, MeTogax BbIiBEHUA aHOManui B OENCTBUSAX MONb3oBaTeNs
ncC.

3.6.29. B usgenum peanusoBaHa BO3MOXHOCTb BbIMOSMHATb aHanu3 cobpaHHbIX AaHHbIX C
Lenbio 0bHapY>KeHNS BTOPXKEHUN C UCMONb30BaHNEM 3BPUCTUYECKMX METOOO0B Ha 3a4aHHOM YPOBHE.
3.6.30. Nspenne wumeeT MexaHu3aMbl OOHapyXeHWsi BTOPXEHWA Ha OCHOBE aHanusa

cnyxebHon nHdopmaLmm npoTokornoB ceTeBoro ypoBHs (ICMPv4, ICMPv6, IPv4, IPv6) n TpaHcnopTHOro
ypoBHs (UDP, TCP) 6a30oBoi 3TanoHHON MOAENY B3aUMOCBSA3N OTKPLITLIX CUCTEM.

3.6.31. B wusgenun peanu3oBaHa BO3MOXHOCTb oOnpedeneHns nogmeHbl |P-agpeca un
onokmposka IP-pnyaa.

3.6.32. B nsgenun peanusosaHa 3awmTta IP-agpeca oT noxHeix coobueHun «IP-agpec yxe
3aHAT».

3.6.33. B n3genum peanuaoBaHa BO3MOXHOCTb OITOKMPOBKM Y3110B, ckaHupytowmx MK B ceTn.
3.6.34. B usgenun peannsoBaHa BO3MOXHOCTb BbISIBMIEHNS aTak, HanpasfeHHbIX Ha OTKa3 B
obnyxmBaHuu.

3.6.35. B usgenum peanunsoBaHa BO3MOXHOCTb OMpPederieHnst CnMcka TUMOB aTak, KoTopble
OynyT 6rnokmpoBaTbCs.

3.6.36. B nsgenun peanvsoBaHa BO3MOXHOCTb CO3faHust cobctBeHHbIx curHaTyp COB.
3.6.37. B nsgenum peanunsoBaHa BO3MOXHOCTb GIOKMpOBaTb HEAOBEPEHHbLIE MPUITOXEHMS,
He uMmetoLLne LmdpoBoKr Nognmcu.

3.6.38. B wusgenuu peanusoBaHa BO3MOXHOCTb [JOBEPUS  MPUNOXKEHUAM, MMEKOLLNM
LM poBYO NOAMUCH.

3.6.39. B n3genuu peanusoBaHa BO3MOXHOCTb HACTPOMKN CNKCKa YA3BUMbIX MOPTOB.

3.6.40. B uspgenuu peanusoBaHa BO3MOXHOCTb BblOOpa KOMMOHEHTOB, pa3pelUeHHbIX OISt
ncnonb3oBaHus Ha K.

3.6.41. B n3genum peanvsoBaHa BO3MOXHOCTb BbISiBNIEHWsI NOMNbITOK 10 3anucbiBaTb JaHHblEe
B CUCTEMHbIN peecTp 1 obpalleHns K kputudecknv obbektam OC.

3.6.42. B wusgenum peanusoBaHa  BO3MOXHOCTb  HACTPOWKM  «4YYBCTBUTEMbHOCTU»
onpeaeneHns aTtak.

3.6.43. B wusgenun peanusoBaHa BO3MOXHOCTb HAaCTPOWKW WCKITOMEHUA ONs AOBEPEHHbLIX

y3r0B, C KOTOpbIX He ByaeT oOHapyxunBaTbCs ataka.
3.6.44. B n3genum peanusoBaHo MackupoBaHue gatydnkos COB.



3.6.45. B wnsgenuu peanusoBaH KOHTPOSb LENocTHocTM 6asbl pewatowmx npasun COB
(curHaTyp XypHanoB, Tpaduka).

3.6.46. B nsgenun peanunsosaHa BO3MOXHOCTb COXpaHEeHUSa oT(UNbLTPOBAHHOW MHGOPMAaLLMK
N3 XXypHanoB nocne npumMeHeHnsa unsTpauum.
3.6.47. B nsgenun peanusosaHa yHKUMOHaNbHas BO3MOXHOCTb «besonacHas cpepa» (BC),

nosponsioLiaa 3anyckaTe U Npou3BoauUTb paboTbl C NporpaMmmMHbIM obecneyeHnem B M3ONMPOBAHHOW,
3aLmLLeHHon cpene 6e3 BHeceHUs naMeHeHui B ocHoBHyto OC, npoBepaTh 1O Ha onacHble AeACTBMA C
Lenblo onpegeneHns cTeneHn 4oBepus K Hemy U (oopMUPOBaTL OTYET O AEATENbHOCTM NPOrpaMmel.

3.6.48. B wnsgenuu peanusoBaHa BO3MOXHOCTb MMMopTa W nocnegyollero o6HOBNEHUS
«4yepHoro cnucka» URL agpecoB 13 BHelHero «*.txt» cpanna.

3.6.49. B wu3genunm  peanu3oBaHa  BO3MOXHOCTb  3awmTbl  cnyxbel COB ot
HeaBTOPU3NPOBaHHOIO OCTaHOBA.

3.6.50. B usgenuu peanunsoBaHa (pyHKLUUOHaNbHas BO3MOXHOCTb 3adaBaTb M aHanM3npoBatb
KOMaHZHYI0 CTPOKY A5 NPOLLEeCCOoB ANs MMOKOoM HaCTPOVKM NpaBumn XypHanos npunoxeHun COB.

3.6.51. B umsgenun peanusosaH BbiBog M3 kdwa DNS-uMeHW BHellHero pecrnoHgeHTa npwu
HanM4nmM Takon MHoOpMaLnM B OTNPABIEHHBIX UMW MPUHATBIX JaHHbIX.

3.6.52. B usgenuu peanusoBaHa yHKLNS CaMOTECTUPOBAHNS KOHTPOMS NPUNOXEHWUIA.
3.6.53. B mnsgenuu peanusoBaHa yHKUMS aBTOMaTM4eCcKoro 3anycka npunoxeHui B 6C B

cny4yae, eCnun OHW NoryYeHbl C canToB ceTn IHTEepHeET.
3.7. CepsBep KoHdUrypaumm

3.7.1. B usgenun pgomkHa ObiTb peanu3oBaHa dyHKUMA cbopa no cetm n obpaboTkm
nHcpopmaLmm o nporpammHoM obecnevenun MK ¢ yctaHoeneHHbimM Dallas Lock 8.0.

3.7.2. B wusgenun pomkHa ObiTb peanu3oBaHa QYHKUWS OTCNEXMBAHUS U3MEHEHUA B
yCTaHOBMEHHOM MPOrpaMMHOM obGecneyeHnn Ha KInueHTax.
3.7.3. B usgenun gomkHa 6biTb peanunsoBaHa (PyHKUMS ukcaumm cobbITU MOACUCTEMBI
CKaHUPOBaHUA KNneHTckon Yactu B xypHane CK. [JormkHbl doukcupoBaTbCs criegyowme Tunbl CoObITUi:

®  CKaHMpOBaHWe;

* pedakTUpoBaHWe NapameTpoB.;

e 3arpy3ka [lacnopTta MO co cbeMHOro MaWMHHOIO HOCUTENS;

e  CMHXpOHM3auus [lacnopToB KneHTa.
3.7.4. B wu3genun pomkHa ObiTb peanm3oBaHa (yHKUMS  unbTpaumm  cobbITuM,
3aMKCMPOBaHHbIX B XypHarne yrnpasneHus NonMTukamu, no Tuny v pesynbTary.
3.7.5. B usgenun QOmKeH BbINOMAHATBCA KOHTPOMb U hyKcaumsi COCTOSHUA NpOrpammHoON
cpenbl.
3.7.6. B mnsgenuun pomxkHa GbiTb peanv3oBaHa (OYHKUMOHarbHAss BO3MOXHOCTb CPaBHEHMS
MpoekTa nacnopTa 1 3aBepeHHoro lNMacnopTa, 3aBepeHHbIX NacnopTOB B pamKax O4HOMO KIUeHTa.
3.7.7. B nsgenum gomkHa 6biTb peanunsoBaHa dyHKUMA dopmumpoBaHus NMpoekTa nacnopTa
MO, Macnopta IMO.
3.7.8. B umsgenum pomkHa 6biTb peanu3oBaHa dyHKums ytBepxaeHusa [Macnopta O ¢
MOMOLLIbIO YCTAHOBKM MPOCTON SNEKTPOHHOW MOAMMUCH.
3.7.9. B usgenum gomkHa ObiTb peanv3oBaHa QYHKUWUS CO34aHMSA U pegakTUpoBaHWs Npas
y4yeTHbIX 3anvcen CK.
3.7.10. B um3genuu gomkHa ObiTb peann3oBaHa (OYHKUMOHarbHas BO3MOXHOCTb XPaHEHMUs

AaHHbIX 0 cocTosHuM [1O knMeHToB B 6ase [OaHHbIX nporpammHoro mogyns. Wagenue [ormkHo
obecrneyrBaTb XpaHeHWE CreayoLMX AaHHbIX:

e  CBEJEHUS O KNUEHTaXx;
CBEZlEHNs O NepcoHarne Komnrekca:
nacnopTta NO KNMEHTOB € 3NeKTPOHHOW nognuceto KoHTponepos (MHopMaLmsa 06 M3aMeHeHnsAxX
coctaa 10 u ncnonHsaembix gannax);

e uvHdopmauus o MO.

3.8. O6buwme 3apgaum cywecTByrowmx nogcuctem C3U HC[]

3.8.1. N3penue MoXeT KOHTPONUPOBaTh M ONpeAensATb CaHKUMOHUPOBAHHOE BpeMsi paboThbl
YYeTHOW 3anucu nomnb3oBaTtensi. Peanv3oBaH MeXaHW3M OrpaHuyeHusi AocTyna no AaTe U BpeMeHu
(pacnucaHne paboTbl Nonb3oBaTeNen).



3.8.2. N3penve cnocobHO NpuHYOUTENbHO OTKMHOYaTb (harn-guck npu  OTKIHOYEHUM
annapaTtHoro naeHTudpukaTopa.

3.8.3. B n3genuu peanusoBaHa BO3MOXHOCTb KOHTPONS hYHKUUA rapaHTUPOBAHHON 3a4UCTKU
WHopmauun.
3.8.4. B wusgenum peanus3oBaHa BO3MOXHOCTb HAaCTPOMKM W OTOOpaKeHus 3agaHHOro

TEKCTOBOro YBEAOMIIEHUSI NONb3oBaTens Npu ero Bxoae B UHMOPMALMOHHYO CUCTEMY (HanoMuUHaHue o
TOM, 4YTO B MWHGPOPMAaLMOHHON CUCTEME peannsoBaHbl Mepbl Mo obecnedyeHuto Ge3onacHoOCTU
MepcoHanbHbIX AaHHbIX, U O HeobXoAMMOCTU COOGMNIOAEHUS YCTAHOBIEHHbIX OrnepaTopoM nNpaBus
06paboTKkn NepcoHanbHbIX A4aHHbIX).

3.8.5. B usgenuu peann3oBaHO oOnoBelleHune nonb3oBaTtend nocne ycnewHoro Bxoda B
VIH(*)OpMaLI,VIOHHyIO cuctemMmy O ero npegbigywiem Bxonge B I/IHd.)OpMaLI,I/IOHHyI'O CcCuctemMy, O Konu4yecrtee
HeyChnewHbIX MnonbITOK BXOO4a B I/IHq)OpMaLLI/IOHHyI'O CucteMy 3a nepuoa, 06 M3MeHeHUM cBepeHun,
OTHOCALLUXCA K yquHon 3anncu noJsib3oBaTenA.

3.8.6. B um3genunm ocyllecTBnsieTcsi perncrpauusi cobbiTUi, CBSI3aHHbLIX C OENCTBUSMWU MO
3a4NCTKE OCTaTOYHOM MHGOPMALMK.

3.8.7. B mn3genuu peanusoBaH MexaHU3M rmMbOkoi HaAcTPOWKM LiTamna, NPOCTaBMSEMOro npu
OTYYXAEHUM MHAOPMALMU Ha TBEPAYIO KOMUIO.

3.8.8. Mpn ceTeBOM UCMONb3oBaHWM u3genue obecneyvnBaeT (cunamm  cepsepa
6e30MnacHOCTN) CUHXPOHU3ALMIO BPEMEHW.

3.8.9. B nsgenun peannsoBaH MOAynb ynpaBreHus NuueH3nammn anga cepeepa 6e3onacHoctun

M Ha orpaHn4eHne 4mcna TepMmnHanbHbIX ceccun.

3.8.10. B uspenun peanusoBaHa BO3MOXHOCTb Ay6nupoBaHus cepBepoB 6e30MacHOCTU Mpu
CeTeBOM pa3BepTbiBaHNU, ONA NOBbILLIEHNA OTKa30yCTOI7I‘~II/IBOCTI/I n3pgenuna.

3.8.11. B nsgenun peanusoBaHa BO3MOXHOCTb YCTAHOBKM KOHUrypauum no YMOSYaHuio,
yooBsrneTeopsiowen TpeboBaHUAM OrpaHMYeHMn MO 3SKcnnyaTauuu, ykasaHHbiM B nogpasgene 3.3
dopmynsapa Ha musgenue.

3.8.12. B mnsgenun peanusoBaHa BO3MOXHOCTb aBTOMaTMYEeCKOro 3KcrnopTa xypHanoB Cb u
XypHanoB, cobupaemsblix ¢ knneHToB [1b, Bo BHelwwHO SQL 6a3y AaHHbIX.

3.8.13. N3penune obecneunBaeT sIBHOE BbIBEOAEHWE KIMEHTCKOM paboudert CTaHuum u3-nop
ynpaeneHus cepeepa 6e30nacHoOCTU.

3.8.14. B wu3genun peanusoBaHa BO3MOXHOCTb MepeMelleHuss rpynn KIMEeHTOB cepBepa
Ges3onacHoOCTM B ApyrMe rpynnbl Yepes KX KOHTEKCTHOE MEHI0, COOTBETCTBYHOLLEE CYLLECTBYOLLEN
nepapxum rpynn.

3.8.15. N3penne obGecnednBaeT aBToMaTuyeckoe OOHOBMEHWE WHopMauunm B pexume
peanbHOro BPEMEHU O KIMMEHTax, TEXHUYECKasi NoaAepKKa KOTOPbIX 3aKOoHYMNach.

3.8.16. B wusgenun peanu3oBaHa QYHKUMA OTOOpakeHUM WHopmauum o6 aKTUBHbIX
komnoHeHTax C3U HC[, B okHe «O nporpamme».

3.8.17. B nsgenun peanvsoBaHa aBTopm3aums No CMapT-KapTe Yepes yAOCTOBEPSIOLNIA LIEHTP
MS Windows gnsi 64-pa3psagHbix onepaumoHHbIX CUCTEM.

3.8.18. Mpu dyHKumMoHnpoBaHun B gomeHe Active Directory C3W HCL npu HacTpoeHHowm

aBTopM3auun Mo cmapT-kapTe w3genve obecneynBaeT BO3MOXHOCTb OTKIIHOYEHMS MNapOSibHOro
UHTepdenca Bxoaa.

3.8.19. Mpn o6GHOBNEHMM wu3genuMe aBTOMATUYECKM MNPOBEPSIET 3JMEKTPOHHbIE MOAMUCK
NCMOMHAEMbIX MOAYMNEN 1 3anpeLLaeT yCTaHOBKY He npolieawmnx nposepky 3l ncnonHaembix Mogynen.
3.8.20. Mpn COBMECTHOM MCMOMbL30BaHMN Ha O4HOM KIMeHTckon paboyen ctaHumm C3 HCL n

CO3 Dallas Lock obecneunBaeTcs:

e BO3MOXHOCTb CKBO3HOW aBTOpu3auun B OC — nepegava BBeAEHHbIX aBTOPU3ALMOHHbBIX OaHHbIX
n3 CO3 Dallas Lock B C3 HC[;
e BO3MOXHOCTb 3aMMCTBOBaHUSA BpeMeHHbix oTMeTok M3 CO3 Dallas Lock ans perncrpaumm
cobbITUN 6Ge30nacHoOCTH.
3.8.21. PacwupeHa vHTerpaumsi ¢ knneHTamm gomeHa nog ynpasnenvem msgenusa C3U HCL
Dallas Lock Linux. ObecneunBatoTcs:

e  CUHXPOHM3auus nonuTuk 6esonacHocTy;

e  BbIFpy3Ka XXypHaroB KNMeHTOB nopg ynpaenennem magenus C3M HC[H Dallas Lock Linux B MS
SQL;

e  [OSHOLEHHas CUHXPOHU3aLMs y4eTHbIX 3anuncen rpynn (no aHanorvm ¢ C3U HCO);



e ypaneHHoe passepTbiBaHne C3M HC[ Dallas Lock Linux.

3.8.22. Mpu yoanennn C3UW HC[ n3genue npegnaraet COXpaHUTb NPOU3BELEHHBIE HACTPOMKM.
3.8.23. B mnsgenuu peanusoBaHa GasoBas MHTerpaumsi ¢ aHTMBMpycoM «Kaspersky Endpoint
Security»:

e onpeneneHne Hann4ina yCtaHoBIEHHOIo aHTUBMPYCa Ha KIMMEeHTCKNUX pa60‘-WIX CTaHUUAX;
. npenoctaBlrieHne I/IHdJOpMaLI,I/II/I 00 aKTyalnbHOCTU aHTUBUPYCHbIX 0as;
e aHallnM3 XypHanoB aHTUBUpPYCa C peaKLl,VIeVI Ha 3agaHHbIN pa3pa60Tqu<0M nepe4vyeHb CoObITUIA.

3.8.24. B usgenun peanusosaHa rpadwuyeckasi naHenb MOHUTOPUHIA 3aLLMLLEHHOCTU CUCTEMBI
(3awwmLaemoro KoHTypa).
3.8.25. B wusgenun peanu3oBaHa yHKUMSA TEHEBOro KonuvpoBaHus, obecnedvBaroLLas

KonmnposaHue VIHd)OpMaLI,VIVI, KOTOPYK nonb3oBaTtesflb 3anucbiBaeT Ha CMEHHble Wnn ceTeBble
Hakonutenu, B cneunanbHYO Narnky Ha JOKaribHOM >XEeCTKOM AUCKe. ,D,OCTyI'I nonb3oBaTensi K TeHeBOW
KOnnn aBTOMaTU4€CKNM 06p330M orpaHun4mMBaeTCA.

3.8.26. B wusgenum peanusoBaHa YyHKUMA ~ aBTOMaTMYECKOrO  COXpaHeHusa  dhanna
koHdurypaumm Cepsepa 6e30nacHOCTM NO YCTAHOBMEHHOMY PacnMCaHWi0 C BO3MOXHOCTBIO 3a4aTh MyTb
coxpaHeHus channa koHdurypauun C3UM HCL Ha xecTkoM AWUCKe, CETEBOM AUCKE WU CbEMHOM
MaLUWUHHOM HocuTene.

3.8.27. B wusgenum peanusoBaHa yHKUUS arperaumm CcoOObITUA  HeCaHKLMOHUPOBAHHOMO
JOCTyna no pa3HOPOAHbIM KNMeHTaM JdomeHa 6e30MacHOCTM C YHUMPMUMPOBAHHOW BO3MOXHOCTHHO
obpaboTkm ans noboro ysna wunu rpynnsl y3nos (BHE 3aBUCUMOCTM OT TuNa).

3.8.28. B nsgenun peanusosaHa (pyHKUUSA NpoBepk/ L poBon nognncu ob6bLekToB hannoson
CUCTEMbI, HaX0ASALIMECS N0 KOHTPOMEM LIeNOCTHOCTM, MpY X 0OHOBMNEHUW. B cnyyae Hanuuus y HOBOro
ncnonHsiemoro cavina umdgpoBon NOANMCK 3aMeHa paspeLlaeTcsl, B MPOTUBHOM — 3arnpeLuaeTcs.

3.8.29. B nsgenun peanunsoBaHa BO3MOXHOCTb NpocMoTpa B xypHane Cepsepa 6e3onacHocTu
napameTpa, Npu CUHXPOHM3ALUN KOTOPOro BO3HMKAET oLunbKa.

3.8.30. B n3genuu peanusoBaHa yHKLMSA, MO3BONSAOLLAA BKOYATb KOHTponnepbl gomeHa OC
Windows B [lomeH 6e3onacHoctn C3U HCL.

3.8.31. B wu3genum peanu3oBaHa QYHKUMS, MNO3BOMsOWAs Co3daBaTb YYeTHbIE 3anucu
OOMEHHBbIX Nonb3oBaTenen 3 KOHCoNM agMmHmucTpupoBaHma C3M HCL.

3.8.32. B nsgenun peanusoBaHa dyHKUUs, no3sonsowas Bknovate Cepeepbl 6e3onacHoCTU
C3W1 HCL B domeH 6e3onacHocTtn C3U HCL.

3.8.33. B nsgenun peanunsoBaHa yHKLMS, NO3BOMAOLLAA BKIIOYUTL KIMEHTCKY0 YacTb C3U B
nomeH 6esonacHoctn C3UW HC[ no IP-agpecy.

3.8.34. Ona «koHconn Cepsepa ©esonacHoctv C3W HCL peanu3oBaHa BO3MOXHOCTb
HacTponkn rnobanbHbIX NapamMeTpPoB AUCKPELIMOHHOIO AOCTyNa Ha yPOBHE rpynn KIMEHTOB.

3.8.35. B wusgenum peanusoBaHa BO3MOXHOCTb pacnpegerieHus rpynn nonb3oBaTtenen no
KnueHTam u rpynnam gepeea koHconm Cepsepa 6esonacHoctn C3U HCL.

3.8.36. B wusgenuun peanusoBaHa WHOVKAUUS «HEAKTMBHOIO pexuma» B OEpPEeBe KIMEHTOB
koHconun Cepeepa 6e30nacHOCTW.

3.8.37. B wusgenuu peanusoBaHa BO3MOXHOCTb OTOOpaXkeHust coobLieHns 06 OKOHYaHWUK

yaaneHHon yctaHoBku knmeHTckom yvactu C3M HC[O (¢ ykasaHuem HeobxogumMoCTU BbINMOHEHUS
nepesarpy3ku) Ans MepcoHanbHOro KOMMblOTEpa, Ha KOTopbl Oblna npousBedeHa yAaneHHas
yctaHoBka. [na koHconum Cepepa 6e3onacHOCTM peanu3oBaHa BO3MOXHOCTb MPOU3BONIBHOIO
pefakTMpoBaHUS (3agaHuns) TeKcTa JaHHOro coobLyeHuns.

3.8.38. Ona Cepeepa 6e3onacHoctn C3WN HCL peanusoBaHa pennukauma Hactpoek C[O3
«Dallas Lock» npwu knactepusaumm.

3.8.39. B usgenuu peanusoBaHa BO3MOXHOCTb 400aBNEHUs NMPOU3BOSIbHOTO KOMMEHTapus B
3NEKTPOHHOM Buae Kk cobbitnam HCL,.

3.8.40. B u3genun peanusoBaHa YHKUMS BbIFPY3KM OT4YeTa O OEeNCTBUSX Nonb3oBaTens
(yyeTHOM 3anucu nonb3oBaTtens) Ha 3awuwaemsix TC 13 6a3bl gaHHbIX SQL.

3.8.41. B wu3genun peanusoBaH cepBucC cbopa aHanuTMYEecKon WHdOpMauunM (KypHan

NHOPMaLIMOHHO-TEXHOMOMMYECKOro comnpoBoxxaeHusl). CepBUC XpaHUT U oTobpaxkaeT B KOHCOMU
CepBepa 6esonacHocTu:

e cobbITMs No pa60Te C 3adABKaMu Nnosrib3oBaTesid B CJ'Iy)K6y TEXHUYECKOW noaaepP>xKu;
. VIH(*)OpMaLI,VIOHHbIe coobueHus, OoTnpaBJieHHblE NMPON3BOOUTENIEM.



3.8.42. B n3penuun peanusoBaHa BO3MOXHOCTb OTOOpaxeHusi nHpopmaumm o coctosiHum MO
Kaspersky Endpoint Security B koHconu CepBepa 6e3onacHocT c¢ wucnonb3oBaHneM Open API,
XXypHanupoBaHus, unbTpaumm, HaCTPONKN NPUOPUTETOB COOLITMI, NpomcxoadAwmx ¢ Kaspersky Security
Center, BbINOMHEHWS NPUHYOUTENbLHOTO CKaHWpoBaHusA knueHTckux TC ¢ npepyctaHoBreHHbiM [10
Kaspersky Endpoint Security, o6HOBNeH1s aHTUBUPYCHbIX 6as.



4 BXOOHbIE U BbIXOAHbLIE OAHHbIE

4.1. BxogHble OoaHHble
4.1.1. BxogHbIMW A@HHBIMW SABMAOTCA:

e dpannbl koHpurypauuii mogynen C3U HC[, ncnonbsyemsle Npu yCTaHOBKE;

e  YHUMKanbHble ONS KaXOoro nonb3oBaTens MorvH, Mapofib M CepuiiHbIA HOMEep annapaTHoro
naoeHTudurkaTopa;

e naponb npu npeobpasoBaHnm/obpaTHOM NpeobpasoBaHMn oObekTa halinoBoO CUCTEMDI;

e opmanu3oBaHHble NpaBuna NonuTMK 6e3onacHocTW, peannsyemble C NMOMOLLbID MEXaHU3MOB
C3W1 HC[ v npeobpazoBaHHbIe B 3Ha4YeHUs1 aTpMBYTOB M NOSTHOMOYMN;

e ceTeBoW Tpaduk (ans M3, COB);

e  yCTaHOBIEHHble coeanHeHns (ansg MO);

e coObITuA, peructpmpyemsble B xypHanax ayauta OC u npunoxenuii (anss COB).

4.1.2. JIorMHOM MOXeT Crny>XuTb Habop NbbIX CUMBOIOB, BBEAEHHLIX C KnaBuaTypbl, AnvHon ot 1 go 20,

33 MCK“I‘OLIeHMeM: ll/ll, ll\ll’ ll[ll’ II]II, II:II, Illll, Il<ll, II>II, II+II, II:II, II;II, Il,ll, Il?ll, II@II, II*II.

4.1.3. MNaponem MOXeT CnyxuTb Habop nobbIX CYMMBONOB, BBEAEHHbIX C KNaBumaTypbl, ANIMHON OT 6
AO 31. D.OI'IyCTMMbIe CneL"Maanble CMMBOan: ll‘ll, ll~ll1 ll!ll7 ll@ll’ ll#ll’ I|$I|’ Il%ll’ |IAII’ ll&ll, ll*ll, ll(ll, ll)ll, ll_ll, ll_ll,
Il+ll, II{II, II}II, II[II, II]II, II\II, II|II, II:II, ll;ll, IIIIII, IIIII, II<II, II>II, II,II, II.II, II?II, Il/ll.

4.1.4. MwuHumanbHas fAnvHa UK COCTaB CMMBOMNOB Mapons perynvpyrTcd COOTBETCTBYHOLLMMM
napameTtpamu 6esonacHoctn B C3M HCL.

4.2. BbixogHble AaHHble
4.2.1. BbIXoaHbIMX AAHHBIMU SBNAOTCS:

coobuenns C3 HC/] Ha aencTBuSA nonb3oBaTenen;

XypHanbl cobbiTuii, co3gaBaemble C3UM HC[, B npouecce paboThi;

3HAYEeHUs1 KOHTPOSIbHBIX CYMM OOBEKTOB, Ha KOTOPbIX YCTAHOBIEH KOHTPOMb LIeNOCTHOCTY;
pe3epBHbIe KoMK NporpamMmMHbIX kKoMnoHeHToB C3U HCL;

Gannbl KoHdurypauun mogynen C31 HC[;

OTYETbI pPe3yNbTaToB aBTOMATUYECKOro TECTUPOBAHNSA (PYHKLMOHANMA No Ha3Ha4YeHHbIM NpaBam
N KOHQMrypaumsiM, OT4eThbl MO cnmnckam yctaHosneHHoro [10;

e coobuweHna C3MN HCL B cnyyae curHanusauuu npu nonbiTKax HECAHKUMOHMPOBAHHOIO
aoctyna.

4.2.2. B xypHanax cobbITUIA OTCNEXMBAOTCA U OTODpaxalTcsl TakMe AaHHble, Kak gaTa, Bpemsi, UMs
nonb3oBaTens, uMs oObekTa, TMN onepauuu, pesynbTaT MoMbITKU AOCTYMNa, XapakTep owWnbkn u nHas
NMHpopmauus.



