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AHHOTANUA

JaHHblli TOKyMEHT BbINoJHEH B coorBercTBUU ¢ ['OCT 19.502-78 u pacmpo-
cTpansieTcss Ha m3nenue «Cucrema 3anmThl HHOOPMAITUU OT HECAaHKIIMOHUPOBAHHOTO
nocrymna «Dallas Lock 8.0-C» RU.48957919.501410-02 31 (manee 1o TEKCTY — «H3JIe-
JUe»).

B HacrosieM JoKyMeHTe cojiepKaTcs 001I1e CBeIeHHs O Ha3HAYCHUU U3/IeNus U
nporpaMmMHOro oobecrnedenuss wuzaenus (naimee mo Tekcty — «I[1O uzmenus» wunum
«C3U1 HC1»), ycnoBusX NpUMEHEHHUs], OTIUCAHKE 3a]]a4H, IePEeYeHb BXOAHBIX U BBIXO/I-
HBIX JAHHBIX.
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1. HABHAUYEHUE

1.1. W3penue npenHa3HA4y€HO ISl MPEAOTBPALICHUS MOTYUYEHUS 3aLIUIIAEMOM
uHGOpMaIlMU 3aUHTEPECOBAHHBIMU JIMIIAMU C HApYIICHHEM YCTAHOBJICHHBIX IMPaBUII
pasrpaHudeHus JOCTYyMa K 3alluiaeMoil HHGOpMaIluu U OCYIECTBICHUS KOHTPOJS 3a
NOTOKaMU WH(GOpPMAaIMK, TOCTYMAIOIIUMUA B aBTOMAaTU3UPOBAHHYIO CHUCTEMY U BBIXO-
IammMA 3a e€ mpezensl, obecriedenus 3amuThl uHGopManuu B AC mocpenctsom eé
bunbTpany. MoXeT UCIOb30BaThCSI B MHOTOIOJIB30BATEIBCKUX ABTOMATU3UPOBAH-
HbeIX cuctemax (AC), HHPOPMAIMOHHBIX crcTeMax nepcoHanbHbIX AaHHBIX (MCIIH),
rocyaapcTBeHHbIX nHpopMannoHHbix cucremax (I'MC) n aBToMaTu3upoBaHHBIX CUCTE-
Max yIpaBJieHUs! IPOU3BOACTBEHHBIMU U TeXHOJOrnueckumu mpoueccamu (ACY TII).

1.2. Wznenue nupemHa3HA4eHO AJIsi HCIONB30BAHHMS HA TEXHUYECKHX Cpe-
ctBax (TC), Takux Kak: NepCOHAJIbHbIE KOMIIBIOTEPHI, TOPTATUBHBIE KOMIIBIOTEPHI (HO-
yTOyKH, MIaHImeTsl), cepepa 1 TC ¢ moanepKKoid BUPTYyaJIbHBIX CPel U TEXHOJOTUU
Windows To Go.
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2. YCJIOBUA ITPUMEHEHUA

2.1. C3U HCJ moxeT ObITh HCIOIB30BaHO Ha TexHuueckux cpeactrax (TC),
paboTaIMUX MO YIPABJICHUEM OINEPAITMOHHBIX CHCTEM cemeiicTBa Windows:

— Windows XP (SP 3) (Professional, Home, Starter) (cm. m. 3.3.4 ®opmyrsipa
Ha U3Jelue);

— Windows Server 2003 (SP 2) (Web, Standard, Enterprise, Datacenter) (cm.
1. 3.3.4 ®opmyrisipa Ha U3IETHUE);

— Windows Server 2003 R2 (SP 2) (Web, Standard, Enterprise, Datacenter)
(cm. 1. 3.3.4 dopmynsapa Ha U3JICIIHE);

— Windows Vista (SP 2) (Ultimate, Enterprise, Business, Home Premium,
Home Basic, Starter);

— Windows Server 2008 (SP 2) (Standard, Enterprise, Datacenter, Web Server
2008, Storage Server 2008);

— Windows 7 (SP 1) (Ultimate, Enterprise, Professional, Home Premium,
Home Basic, Starter);

— Windows Server 2008 R2 (SP 1) (Foundation, Standard, Web, Enterprise,
Datacenter);

— Windows 8 (Core, Pro, Enterprise);

— Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

— Windows 8.1 (Core, Pro, Enterprise);

— Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

— Windows 10 (Enterprise, Education, Pro, Home);

— Windows Server 2016 (Multipoint Premium Server, Essentials, Standard,
Datacenter, Storage Server, Hyper-V Server).

2.2. C3U HCJ nmomnepxuBaet kak 32-6utnbie Bepcun OC, apXuTeKTypsl INn-
tel x86, Tak u 64-OutHble, apxutekTypsl AM D64 (apxutekTypa |A64 (Itanium) He mox-
JIEPKUBAETCS).

2.3. nsa pazmemenus ¢aiino C3U HCJI tpebyercs ne menee 200 Mb mpo-
CTpaHCTBa Ha CHCTEMHOM pa3Jiesie )KeCTKOrO JIMCKa.

2.4. MunumansHas koHpurypamus TC ompenensieTcss TpeOOBaHUSIMU K COOT-
BercTByromen OC.

2.5. C3U HC/J moxer (pyHKIMOHMPOBATH Kak Ha aBTOHOMHbIX TC, Tak U Ha
TC B cocTaBe J0KaabHOM BeIYHCIUTEIBHOM ceTu (JIBC).

2.6. C3U HCJ] moxet OBITh UCIIOIb30BaHa KaK B CETAX C JOMEHHOM OpraHu3a-
IIMel, TaK U B OJTHOPAHTOBBIX CETSIX.

2.7. Jlns WCHONb30BaHMS aIlllapaTHBIX HISHTH(PUKATOPOB HEOOXOJAMMO HaJIH-
yue B anmapataor yactu TC USB-nopta wim COM-niopra.

2.8. C3U HCJI coorBercTBYeT TpeOOBAHUAM PYKOBOASIIMX U METOAUYECKUX
JTOKyMEHTOB (TpeboBanus 6e3onacHoctu unpopmaruu @CTIK Poccun):

- «CpCI[CTBa BBIYHCJIMTEIbHOU TCXHHUKH. 3aHII/ITa oT
HCCAaHKIIMOHHUPOBAHHOI'O A0CTyIIa K I/IH(I)OpMaHI/II/I. ITokazarenun
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3aIUIIEHHOCTH OT HECAaHKIMOHUPOBAHHOTO JOCTyNa K HHQOpMAIMI»
(I'octexkomuccust Poccuu, 1992) — o 3 knaccy 3aliuieHHOCTH;

«3anmTa OT HECAaHKIMOHUPOBAHHOrO jaoctyna kK uHdpopMmanuu. Yacts 1.
[Iporpammuoe  oOecriedyeHUE  CpEICTB  3allUThl  WHGOPMALIMH.
Knaccudukanus mo ypoBHIO KOHTPOJSL OTCYTCTBHS HEJCKIAPUPOBAHHBIX
BosMoxkHocTe» (T'ocrexxomuccus Poccuu, 1999) — mno 2 ypoBHIO
KOHTPOJIS;

«TpeboBanusg Kk cuUCTEMaM OOHApyKEHHsSI BTOPXKEHUN» (JOKYMEHT
yrBepxkieH npukazoM OCTOK Poccun Ne 638 ot 6 nekadps 2011 ) — mo 4
KJIacCy 3allUThI;

«IIpodunpy 3amuThl CUCTEM OOHAPYXEHUS BTOPKEHUN YpOBHA Yy37a
yeTBepToro kiacca 3amute» UT.COB.V4.113;

«TpeboBaHus K cpelncTBaM KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCHUTENEH
uHpopmarm» (1okymeHT yrBepxkaeH npukazom ®CTIK Poccun Ne 87 ot
28 nronst 2014 r.) — mo 2 kaccy 3alluThl;

«IIpodunp 3amUTEI CPEACTB KOHTPOJISI HOAKIIOUEHHUS! ChEMHBIX MAaITUHHBIX
HOcuTene nudopmaiuu Broporo kiacca 3aumutey UT.CKH.I12.113;
«TpeboBaHUs K MEXKCETEBBIM dKpaHam» (TOKYMEHT YTBEPXKICH MPUKA30M
OCTIK Poccuu Ne 9 ot 9 depans 2016 1) — mo 4 knaccy 3aluThi;
«IIpodunp 3ammTHl MEKCETEBBIX PKpaHOB THNa «B» 4eTBepToro Kiacca
3amuTey UT.MD.B4.113.

[Tpu ycrnoBuu coOMr0eHUsI OTpaHUYCHUMN, YKa3aHHBIX B pazfene 3 dhopmy-

nsipa Ha pan”oe uznenue (RU.48957919.501410-02 30), C3U HCJ] moxer ObITh HC-

IIOJIBb30BaHa:

IpU CO3JAHWU 3AlIUMIIEHHBIX ABTOMAaTH3WPOBAHHBIX CUCTEM JI0 KJacca
samuiieHHoctd 1B BrmoumTensHO!  (pyKoBOZAIMI  HOKYMEHT
«ABTOMAaTU3UPOBAHHBIE CHCTEMBI. 3alllUTa OT HECAHKIIMOHUPOBAHHOTO
noctyna Kk uapopmarmu. Knaccudukanus aBTOMaTU3UPOBAHHBIX CUCTEM U
TpeboBanus no 3amnute nHpopmanumn» (I'octexxkomuccus Poccuu, 1992));

B WH(OPMAIIMOHHBIX CHUCTEMax MEPCOHAIBHBIX AaHHBIX 10 | YpOBHS
3amuieHHocty BrtountenbHo ([Ipukaz GCTIOK Poccun ot 18 denpans
2013 . Ne 21 «O6 yrBepxaennun CocTtaBa U COACP)KAHUS
OpPraHU3aIMOHHBIX M TEXHHUYECKUX MEp IO O00ECHEUYCHHI0 Oe30MacHOCTH
MEPCOHANIBHBIX JAHHBIX TIPH WX 00pabOTKe B MHPOPMAITMOHHBIX CHCTEMax
MEPCOHAJIbHBIX TAHHBIX));

B TOCYJapCTBEHHBIX  WH(MOPMAIMOHHBIX  cHCTeMax |  Kiacca
samuméHHocty (I[Ipukaz ®CTIK Poccum ot 11 depans 2013 . Ne 17
«O6 yrtBepxkaenuun TpeOoBaHuii o 3ammuTe UHPoOpMauuH, HE
COCTAaBJISIOLIEH roCyaapCTBEHHYIO Taiiny, coJiepKalencs B
rocyIapCTBEHHBIX HH()OPMALIMOHHBIX CUCTEMAX));

1 Bbe3 ucnonp3oBanus B coctaBe n3acius MOIIy.HCﬁ «MexceTeBoU OKpaH» u «Cucrema 06Hapy>1<eH1/m BTOpX(CHHﬁ))
(MOl"yT OBITh HMCIIOJIB30BaHbI npyu CO3AaHUMN 3alIUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTCM N0 KJjacCa 3allUIICHHOCTU 1r

BKITIOUHTEINIBHO).



7
RU.48957919.501410-02 31

MpU CO3JJaHUU 3alIUIICHHBIX ABTOMATU3UPOBAHHBIX CHCTEM YHpPaBICHUS
POU3BOACTBEHHBIMH M TEXHOJIOTMYECKUMU IMPOLECCAMUA HAa KPUTHYECKH
BaXXHBIX 00BEKTAX, MOTEHIIMAJIBLHO OMACHBIX 00BEKTAX, a TAKKE 00bEKTaxX,
NPEACTABISAIOIINX MOBBIIICHHYIO OMACHOCTb JJISA )KM3HU U 3J0POBbsS JTIOEH
U Uil OKpYXKarmouled MNpUpPOIHOM cpedpl a0 1 Kiacca 3allMIIEeHHOCTH
BriounTenbHO ([Ipukaz ®CTIK Poccum ot 14 mapra 2014 r. Ne 31 «O06
yTBepKaeHnn TpeboBaHMii K 00€CTHEUeHUI0 3amuThl WH(pOpMAIuu B
aBTOMAaTU3WPOBAHHBIX CHUCTEMaxX YIPABICHUS MPOU3BOACTBEHHBIMU W
TEXHOJIOTUYECKUMU TMPOILIECCAMH Ha KPUTHUYECKHM BaXXHBIX OOBEKTax,
MOTCHIIMAIBHO OIMACHBIX OOBEKTaX, a Takke OOBEKTax, MPEACTABIISIOIINX
MOBBIIIEHHYIO OMACHOCTb JJI JKU3HM U 3I0pPOBbA JIIONEU U IS
OKpY>KaroIIel IPUPOTHON CPEIbI»).
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3. OIMCAHHUE 3AJIAYHA

3.1. WMzpenue pa3paboTaHO B COOTBETCTBHM C TPEOOBaHUSMH, ONMUCAHHBIMHA B
nokymeHnTe « Texuudeckue ycnoBus» RU.48957919.501410-02 91 (TVY).

3.2. Mzpemue C3U HCJ] Dallas Lock 8.0-C BkirouaeT B ceOsl CICIyIOIIHE OC-
HOBHBIE (DYHKITHOHAILHBIC MOTYJIH:

— cucTeMa 3aluThl MHPOPMALUK OT HECAaHKIIMOHUPOBAHHOTO JA0CTYTIA;
— CpENCTBO KOHTPOJIS ChEMHBIX MAIIMHHBIX HOCUTENEH H(OpMaIuy;
— TEPCOHAJBHBIN MEXCETEBOU DKPaH;

— cucreMa OOHapyKEeHUS! BTOPKEHUI.

3.3. Cucrema 3amuThl HHGOPMALMH OT HECAHKIIMOHMPOBAHHOTIO 10CTYNIA
3.3.1. Tloacucrema ympaBiaeHHs TOCTYIIOM

3.3.1.1.13nenue ocymiecTBISICT KOHTPOJIb JOCTYIa CYyOBEKTOB K 3allUIIaeMbIM
pecypcaM B COOTBETCTBUM C MATPHUIICH JIOCTYIIA.

3.3.1.2.3nenue KOHTPOIUPYET AOCTYI HAWMMEHOBAHHBIX CYOBEKTOB (II0OJIb30-
BaTesieil) K HAMMEHOBAaHHBIM O0ObekTaM ((dailnam, mporpammam, Tomam). s kaxmoin
napbl (CyObeKT — 0OBEKT) 3aJJaHO SIBHOE M HEJBYCMBICIEHHOE MEPEYUCICHUE TOMYCTH-
MBIX THUIOB JOCTyNna (YTEHHE, 3alHCh), T.€. TE€X TUIIOB JIOCTYIA, KOTOPBIEC SIBIISIFOTCS
CaHKUMOHUPOBAHHBIMU JJI1 JAHHOTO CyObeKTa (MHAUBUAA WM TPYMIbl UHAUBHUIOB) K
nanHomy pecypcy CBT (o0bexty). KoHTponbs gocTyna NpUMEHUM K KaXIOMYy OOBEKTY
U KQXJIOMY CYObeKTy (MHAMBUAY WU IPYIINE PaBHOIPABHBIX UHIUBUJIOB).

3.3.1.3.M3nenue comepKUT MEXaHU3M, PEATU3YIONINI TUCKPEIIMOHHBIC TIPAaBU-
Ja pa3rpaHrueHusd AocCTymna. Takoil MeXxaHuW3M NPUMEHUM Kak IS SBHBIX JIEHCTBUH
MOJIb30BATENIs, TAK U JUIsl CKPBITHIX, 00€CTIeurBasi TEM cambiM 3auTy 00bekToB 0T HC/]
(T.€. OT mocTyma, He JOMYCTHMOTO ¢ ToukH 3peHus 3amanHoro ITPJ). ITox «siBHBIMEY
MOAPA3yMEBAIOTCS JECUCTBUSI, OCYIIECTBISIEMbBIE C UCIIOJIb30BAHUEM CUCTEMHBIX CPEICTB
CUCTEMHBIX MAaKpPOKOMAaHJ, HHCTPYKLIUH S3BIKOB BBICOKOTO YPOBHS, a MOJ «CKPBITBIMU
WHBIC JIEUCTBHS, B TOM YHCIE C HCIOJIb30BAaHUEM COOCTBEHHBIX MPOrpPaMM padOTHI C
YCTPOKUCTBAMH.

3.3.1.4.13nenue cOAECPKUT MEXaHW3M, PEATU3YIOMIMN MaHJIATHBIN TPUHIIUII
KOHTpOJISL Aoctyna. [l peanusamuu 3TOTO TMPHHITUIA COMOCTABIAIOTCS KiIacCh(uKa-
IIMOHHBIC METKH KaXJIOTO CYOBEKTa M KaXXJA0ro 00BhEKTa, OTpa)kKarolue uX MECTO B CO-
OTBETCTBYIOIIEH Hepapxuu. [locpencTBoM 3TUX METOK CyObeKTaM M 00BheKTaM Ha3Ha-
YaIoTCs KIaCCU(UKAIIMOHHBIN YPOBHH (YPOBHU YSI3BUMOCTH, KATETOPUU CEKPETHOCTH U
T. T.) SBISIONIAECS KOMOMHAIMSAMU HEPApPXUUCCKUX M HEHEPAPXUUYCCKUX KATCTOPHM.
JlaHHBIE METKU CITy>KaT OCHOBOM MaHIATHOTO MPUHIIMIIA PA3TPAHUYCHHS TOCTYTIA.

3.3.1.5.B uznenuu npeaycMoTpeHa BO3MOXKHOCTh CAHKITMOHUPOBAHHOTO H3Me-
HEHMS MPABUJI PA3TPAHUYEHUS JOCTYNA, B TOM YHMCJIE BO3MOXXHOCTh CAHKIIHOHUPOBAH-
HOI'0 U3MEHEHU cIrcka nojib3oBareiied CBT u crircka 3amuimaeMpix 00ObEKTOB.

3.3.1.6.13nenue npenocrapiseT paBa U3MEHEHUS MPAaBUJI pa3rpaHudEHUs J10-
CTyIIa JJI BBIJICJICHHBIX CYOBbEKTOB (A IMUHUCTPAIINH, CITYk)0€ 0€301acHOCTH).
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3.3.1.7.B uznenuu peaan3oBaHO pa3iesieHUuE MOJTHOMOUYUH (posieii) Mmosib30Ba-
TeJel, aIMUHUCTPATOPOB U JIHI], 00eCIeYNBAIONINX (PYHKIMOHUPOBaHHE UHGOpMAIIH-
OHHOM CHCTEMBI.

3.3.1.8.B uznenuu ectb BO3MOKHOCTh OTPaHUUEHUS YHCTIa MapalieIbHBIX Ce-
aHCOB JIOCTyMa JJIsl KaKJ0W y4eTHOU 3anucH nonb3oBaress TC.

3.3.1.9.13nenue obecrnieunBaeT MOAJICPKKY U COXpaHEHHE aTpuOyTOB Oe3orac-
HOCTH (METOK 0€30IaCHOCTH), CBSI3aHHBIX ¢ MHQOpMAIMEN B Mpoliecce ee XpaHEHUsl U
00paboTKHU.

3.3.1.10. Hznenue ocymiecTBiseT OJOKMPOBAHHME Ce€aHca J0CTymna B HMHMOP-
MaIMOHHYIO0 CUCTEMY IOCJI€ YCTAaHOBICHHOTO BpEMEHU Oe3neHcTBUS (HEaKTUBHOCTH)
NOJIb30BATENS WK IO €T0 3aIpocy.

3.3.1.11. Uznenuwe comepUT MEXaHW3MBI KOHTPOJS COCTaBa TEXHUYECKHUX
CPEICTB, TPOrPAMMHOI0 00ECIIEUEHHSI U CPEACTB 3aUIUThI MH(pOpMAIUH.

3.3.1.12. Uznenue mpenocTaBisieT BOZMOXKHOCTb YIPABJICHHUS YYETHBIMH 3a-
MUCSMHU TI0JIb30BarTeliel (J100aBieHue, yaajieHue, OJIOKUpOBaHUE, PEJaKTUPOBAHHE aT-
puOyTOB) B T. Y. JJOKAJIBHBIX, JOMEHHBIX, CETEBBIX, a TAK)KE BOSMOXKHOCTh 3aJIJaHUS TUTIA
YUETHOM 3aMncy MOIb30BaTEIs:

— BHYTPCHHSIS;

— BHEIHIHSS;

— CHCTEMHas;

— TPUIIOKEHUE;

— TrocTeBas;

— BpEMeHHasl.

3.3.1.13. Hznenue ocymieCTBISICT PEraMEHTAIMI0 U KOHTPOJb HCIOJIb30Ba-
HUS B UHQOPMAITMOHHON CHCTEME TEXHOJIOTUH OECIIPOBOIHOTO AOCTYIIA.

3.3.1.14. Uznenue OCyIIECTBISIET PEITIAMEHTALUIO W KOHTPOJb HCIIOJIb30Ba-
HUS B UH(POPMAITMOHHON CUCTEME MOOMIIBHBIX TEXHUUYECKUX YCTPOUCTB.

3.3.1.15. B uznenuu peann3oBaHa BO3MOXKHOCTh HACTPOWKH U OpraHU3ALMU
3aMKHYTOMU IIPOTPAMMHON CPEJIBL.

3.3.1.16. B uzgenuu peannzoBaHa BOZMOKHOCTb OJIOKMPOBKHU JOCTYTA K (aii-
JaM 1O pacUIMpPEHUIO.

3.3.1.17. B uzgenuu peanv3oBaHa BO3MOXKHOCTH pasrpaHUUYCHHS JTOCTyHa K
oydepy oOMeHa.

3.3.1.18. B wuzgenuu peanu3oBaH MEXaHW3M H3OJSIIUM MPOIIECCOB B Omepa-
TUBHOU MaMATH.

3.3.2. ITloacucrema npeobpazoBanus nHGOPMAITUU

3.3.2.1. 1U3nenne mMeeT MEXaHU3MBI HMCKIIOUEHHS BO3MOKHOCTH HECAHKIIHO-
HUPOBAHHOTO O3HAKOMIICHHS C COJECpKAaHUEM NEPCOHAIBHBIX JaHHBIX, XPAHSIIUXCS Ha
MAaITUHHBIX HOCHUTENSAX, U (WJIM) MCIOJIb30BaHUS ChEMHBIX MAITUHHBIX HOCHUTEJICH WH-
dbopMmaru B UHBIX HH(GOPMAITMOHHBIX CUCTEMAX.
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3.3.2.2.13nenue mnpenocTaBisieT BO3MOXKHOCTb CO3/IaHUSA MPEoOpa3oBaHHBIX
daitn-auckoB U (halia-KOHTEHHEPOB ISl HAJECKHOTO XPaHEHUs 3allMIaeMoil nHpopma-
M.

3.3.2.3.13nenue npeaocTapisieT BO3MOKHOCTh MPe0Opa30BaHusl ChEMHBIX Ma-
IIMHHBIX HOCUTEIEH HH(OPMAIIHH.

3.3.2.4.B uznenuu pearn3oBaHO MpO3pavyHOe IMpeoOpa3oBaHUE KECTKUX JIHC-
KOB JIJIs PEIOTBPAILIEHUS TOCTyIa K JaHHBIM, PACIIOJIOKEHHBIM Ha )KECTKUX JIUCKaX, B
00X0 U3HEIHUSL.

3.3.3. ITloacucreMa rapaHTHUPOBAHHOW 3aYMCTKA UH(GOPMAIIUH

3.3.3.1.M3nenue mpenocTaBisieT BO3MOXHOCTb TapaHTUPOBAHHOTO YHHUYTOXKE-
HUS (CTUPAHUS) U KOHTPOJISI YHHUTOXKEHUS MH(POPMAITUH TIPH TTOJTHOM 3a4UCTKE JIOTHYE-
CKOTO JINCKA.

3.3.3.2.B uznenuu ocCymiecTBISIETCS OYUCTKA (OOHYIeHHe, 00€3TUYMBAHUE)
ocBOOOXK1aeMbIx obnactei onepatuBHOM namatu TC u BHEMIHUX HakonuTener. Ouuct-
Ka OCYIIECTBIAETCS OAHOKPATHOM MPOU3BOJIBHOM 3aMUChI0 WM JIBYKPATHOM MpPOMU3-
BOJILHOM 3alHChI0 B OCBOOOXKIAEMYIO OOJACTh MaMSTH, paHEe MCIOIb30BAaHHYIO IS
XpaHEHUs 3alluIaeMbIX TaHHbIX ((aiiaoB). OUKMCTKAa OCYIIECTBISAECTCS MyTEM 3allUCH
MacKupyrouei nHhopMalny npu €€ ocBoOOMKICHUN (IEpEPACTPEECICHHH ).

3.3.4. TloacucreMa uaeHTU(PHUKAIIUN U ayTCHTUQUKAITIN

3.3.4.1.B uznenuu peann3oBaHa BO3MOXKHOCTH 33JIaHUS JJIMHBI MMAPOJIS TOJIh-
30BaTeis MPU BXOJE B CUCTEMY.

3.3.4.2.3nenue ocymecTBIsIeT WACHTH(PHUKAIMIO W MPOBEPKY MOAITUHHOCTU
CYObEKTOB JOCTyNa IMpU BXOJE€ B CHUCTEMY IO HIAECHTU(]HUKATOPY (KOAY) W MAPOIIIO
YCIIOBHO-TIOCTOSIHHOTO JIEHCTBUS, MUHUMAJIbHAS IJTMHA KOTOPOTO HAa3HAYAETCS aMHHH-
CTPaTOpOM.

3.3.4.3.U3nenue TpeOyeT OT MoJb30BaTEeNe UACHTUPHUITUPOBATH ce0sl TIPH 3a-
mpocax Ha JIOCTYI W MOABEPraeT MPOBEPKE MOIITUHHOCTH MPEIBIBICHHOTO CYObEKTOM
uneHTuukaropa. B uznenuu peain3oBaHO MPEMSTCTBUE JOCTyIA K 3alUIaeMbIM pe-
cypcaM HEHICHTH(DHUIIMPOBAHHBIX TIOJL30BaTEICH W IIOJIb30BaTeliel, IMOMJIUHHOCTh
UACHTU(DUKAIIMKA KOTOPBIX TIPU ayTCHTH(UKAIIMK HE ITOATBEPINIACH.

3.3.4.4.B uznenuun ocyuiecTisiercs uaeHtudukanus repmutanos, TC, y3moB
cetu TC, BHenmHUX ycTpoiicTB TC 1Mo JOrHYecKkuM uMeHaM | 110 GU3UYECKUM ajjpecam
(HOMEpam).

3.3.4.5.B uznenuu ocyuiecTBisieTcs UACHTU(GUKALMS MPOrpaMM, KaTajoros,
(bainoB, Mo UMEHAM.

3.3.4.6.B uznenuu ocymiecTBIsieTCss UACHTU(HUKAIIUS YCTPOMCTB, B TOM YHCIIE
CTallMOHAPHBIX, MOOUJILHBIX U TOPTATUBHBIX.

3.3.4.7.B u3nenun peanu3oBaHa BO3MOXXHOCTh yIPaBICHUS HICHTU(PHUKATOPa-
MU, B TOM YHUCJI€ CO3/IaHNE, TPUCBOCHUE M YHUUTOXKCHIE HICHTU(PUKATOPOB.

3.3.4.8.B uznenuu peann3oBaHO YIPABICHUE CPEICTBAMU ayTeHTU(UKAIIUH, B
TOM YHWCJIE XpaHEHUE, BbIIa4a, MHAIIMAIA3AIUS, OJJOKUPOBAHUE CPEICTB ayTCHTH(UKA-
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UM ¥ IPUHATHE MEP B CIy4ae yTparhbl U (W) KOMIPOMETAllUU CPEICTB ayTeHTH(HKA-
LIAH.

3.3.4.9.B u3nenuu peann3oBaHa BO3MOXHOCTb OTPAHMUYEHUS KOJIMYECTBA I0-
CJIEZIOBATENIbHBIX HEY/IAUHbIX MOMBITOK BBOJA MAapOs (Harpumep, oT 3 10 5).

3.3.4.10. B uznenuu peaau3zoBaHa 3aliuTa 0OpaTHON CBS3W IIPHU BBOJE ayTCH-
TU(PUKAITMOHHON HH(GOPMAITUH.

3.3.4.11. B uzgenuu peannu3zoBaHa BO3MOXKHOCTh ayTCHTH(HUKAIIMU TPH TIO-
MOIIIH aIMapaTHBIX HICHTU(PUKATOPOB.

3.34.12. B uznenuu peannu3oBaHa BO3MOXKHOCTH 3allMCH aBTOPHU3AI[MOHHBIX
JAHHBIX B allllapaTHBIA UACHTHPHUKATOP.

3.3.4.13. B u3genuu peaanzoBaHa BO3MOXXHOCTH ONpeIeIeHUs TPUHAIICKHO-
CTH almapaTHOTO UACHTU(HUKATOPAa KOHKPETHOMY I0JIb30BaTEIIO.

3.3.4.14. B m3nenuu peanu3zoBaHa BO3MOXHOCTE Bxoaa B OC 1o cepTudukary
CMapT-KapThl, BBIAAHHOMY yI0CTOBEpOIUM LeHTpoM Windows.

3.3.5. ITloacucremMa peructpaiyu U ydaeta

3.3.5.1.3nenue obecreynBaeT MOHUTOPUHT (MPOCMOTP, aHAJIM3) PE3yIbTaTOB
perucTpainuu coObITHI OE30MTaCHOCTH M pearupoBaHUe Ha HUX.

3.3.5.2.13nenue coaep>KUT MEXaHU3MBI NMPOCMOTPA U aHajIHM3a JaHHBIX Peru-
cTparuu, THQOPMAIMK O JISHCTBUAX OTICIBHBIX IOJIb30BaTeIei B MHPOPMAIMOHHOM
CHCTEME, UMETh MEXaHU3MBbI (PMIIBTPALIUY 110 33IaHHOMY HA0Opy MapamMeTpoB.

3.3.5.3.Uznenue obecneunBaeT 3allUTy JAHHBIX PETUCTPAIMU OT MX YHUYTO-
YKEHUS W MOAU(PUKAIIMKA HAPYIITATEIIEM.

3.3.5.4."3nenue oCyIIeCTBISIET PETUCTPAIMIO BXO/a (BbIX0/a) CYOBEKTOB JI0-
CTyIla B CHCTeMY (M3 CHCTEMBI), TUO0 PETUCTPAIMIO 3arPy3KH M MHUIIMATIU3AIUNA OTle-
pPaAIMOHHOW CUCTEMBI U €€ MPOrpaMMHOTO OCTaHOBa. Perucrpanus BbIxo/a U3 CUCTEMbI
WM OCTaHOBa HE MPOBOJIUTCA B MOMEHTHI ammaparypHoro otkitoueHus AC. B mapa-
MeTpax PEerucTpalvy YKa3bIBarOTCS:

— Jara ¥ BpeMs Bxoja (BbIXoAa) CyObeKTa JA0CTyna B CUCTEMY (U3 CUCTEMBI)
WJIU 3arpy3KH (OCTaHOBA) CUCTEMBI;
— pe3ylbTaT IONBITKM  BXOAA: YCHEIIHBIA WM  HEYCHEIIHBIA  —
HECAHKIIMOHUPOBAHHBIN;
— wuneHtudukarop (xkox wid Qamunus) cyObeKTa, NPEAbSIBICHHBIA IPHU
NOMBITKE JJOCTYTIA;
— KOJ WY NapoJb, NPEAbSIBICHHBIA IPU HEYCIIEIIHOM MOIBITKE.
3.3.5.5.3nenue ocymiecTBasIeT PErucTpaluio U3MEHEHUN MOJTHOMOUUM CyObh-
€KTOB JOCTYIa U cTaTyca 0ObEKTOB AOCTyMa. B xypHane perucrpaiuu coObITUi, KOTO-
PBIN BEAETCS B 2JIEKTPOHHOM BUJIE, YKA3bIBAKOTCS CIEAYIOLIUE apaMeTpBhl:

— Jara ¥ BpeMs U3MEHEHMUS,

— coJepKaHHE U3MEHEHU C yKazaHUeM HJeHTH(UKaTopa cyObeKTa JOCTyTa,
YbM TOJHOMOYHMS TOABEPIIMCh W3MEHEHHUIO, WM JIOTUYECKOrO0 HMMEHHU
3alUIAeMOro MH(OPMAIIMOHHOTO pecypca, Yel CTaTyc U3MEHMJICS;

— UIOSHTH(PHUKATOp aIMUHUCTpaTopa HH(GOPMAIMOHHON  0€30MacHOCTH,
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OCYIIIECTBUBIIIETO N3MEHEHUE;
— YCHEIIHO JIM OCYHIECTBUIIOCH COOBITHE (OOCITYXKEH 3ampoc Ha JOCTYH HIIH
HET).
3.3.5.6.13nenue ocymiecTBIsSeT PETUCTPALlMIO BBIIAYM IEYATHBIX (Tpaduue-
CKHUX) JIOKYMEHTOB Ha «TBEPIYIO» KOIMIO. B mapamerpax perucrpamnuu yKa3blBalOTCS:

— Jara u BpeMs Bblauu (0OpallieHust K MoJCUCTEME BbIBOJIA);

— cnenuduKanys yCTPOHUCTBA BBIIAYM [JIOTHYECKOE UM (HOMEp) BHEIIHETO
YCTPOMCTRBA];

— Kparkoe cojep)kaHue (HauMeHOBaHWE, BHJ, MWH(pP, KOJI) U YypPOBEHb
KOH(PUACHIIMATBHOCTH IOKYMEHTA,

— uAeHTUPUKATOP CYOBEKTa IOCTYIa, 3alPOCUBIIIETO JOKYMEHT.

[Ipu BbIaYE IPUCYTCTBYET BO3MOXKHOCTH aBTOMAaTHYECKOM MapKUPOBKHU KaXKIOTO
aucTa (CTpaHUIlbl) JOKYMEHTA €ro MoCaeI0BaTeIbHBIM HOMEPOM U YYETHBIMU PEKBU3H-
tamu AC Cc yka3zaHHEM Ha MOCIEIHEM JINCTE JOKYMEHTa OOIEro KOJUYEeCTBa JINCTOB
(cTpanwui).

3.3.5.7. JIOTIONHUTENBHO PETUCTPUPYIOTCS BCE TMOMBITKMA JOCTyNa, BCe JeH-
CTBUS OTIEPATOPa U BBIACIICHHBIX MMOJIb30BaTeNIel (aAMUHUCTPATOPOB 3AIIUTHI U T.I1.).

3.3.5.8.B uznenuu OCyIIECTBISETCS PETHCTpAIUs CO3MaHUSA U YHUUYTOKCHUS
oObekTa. Peructpupyercs cienyromas tHPOpMalus:

— JlaTa U BpeMs;

— CYOBEKT, OCYIICCTBRISIONIUN PETUCTPUPYEMOE TEHCTBUE;
— THII COOBITHS,

— YCHEIIHO JIX OCYIIECTBHIIOCH COOBITHE.

3.3.5.9. OcymecTBiseTcsi aBTOMAaTUYECKUI ydeT CO3MaBacMBbIX 3alUIIACMBIX
(aiisioB, MHUIIMUPYEMBIX 3aIlMIIAEMbIX TOMOB, KaTajJoroB, o0JacTei ornepaTuBHON Ma-
matu TC, BbIenseMbIx g 00paOOTKM 3amuinaeMbix (aiaoB, BHEITHUX YCTPOUMCTB
TC, xananoB cBsa3u, TC, y3moB cetu TC, dhparMeHTOB CETH C MTOMOIIBIO MX JIOMOJIHH-
TEJIbHOM MAapKUPOBKH, HCIOJIb3yEMOM B MOJICUCTEME YIPABICHUSA NOCTYIIOM. Mapku-
POBKa OTpakaeT ypoBEHb KOH(PHUICHITNATHFHOCTH OOBEKTA.

3.3.5.10. B wu3zmenuu OCylIECTBIAETCS PErucTpanusi MONBITOK JTOCTyNa Mpo-
IPAMMHBIX CPEACTB K CIEAYIOIIUM JOMOTHUTEIBHBIM 3alIUIIIaeMbIM O0BEKTaM JOCTY-
na: tepmuHanam, TC, y3nam cetu, BHEIIHUM ycTporctBam TC, mporpammam, ToMawm,
Karajoram, ¢ainam. B mapameTrpax perucrpaiuu yKa3bIBatOTCS:

— Jara ¥ BpeMs MOIBITKHU JOCTYIA K 3allUIIaeMOMy OOBEKTY C YKa3aHHUEM ee

pe3ysibrara; yCcIeliHas, HeyclelrHas — HECAaHKIIMOHUPOBaHHAS;

— UAEHTUPUKATOP CyObEKTa I0CTYMa;

— cnenu@uKamms 3almInaeMoro 00beKTa [J1orudeckoe ums (Homep)].

3.3.5.11. B uznenuu peann3zoBaHa BO3MOXKHOCTBH ONpEAENEHUs] COOBITUN Oe3-
OIMACHOCTH, TIOJICKANTUX PETUCTPANU ((KYPHAIBI PETUCTPAIIMU COOBITUN UMEIOT (UK-
CUPOBAaHHBIN pa3MepP U HE UMEIOT OTPAHMYEHUI 110 CPOKAM XPAHEHMUS).

3.3.5.12. B wuzgenuu OCyIIECTBISETCS CUTHAIU3AIMS TOMBITOK HapYIICHUS
3alllMThl HA TEPMUHAJTIAX JMUHUCTPATOPa U HAPYIIUTEIS.
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3.3.5.13. B u3nmenuu oCymIeCTBISETCS PETUCTpalus JEMHCTAIULIINK (HE 3a-
nmycka) ApaiiBepa MO mnpu akTUBHOM KOMIIOHEHTE, a TaK)Ke pealin3oBaHa (YyHKIIHS BbI-
MOJIHEHHUS 3aIIUThl B COOTBETCTBUH C YCTAHOBICHHBIMU MOJIUTUKAMHU.

3.3.5.14. Jlna KIUEHTCKOM YacTH W3JENHs pealn30BaHa (PYHKIHMS aBTOMATH-
YeCKOW apXMBAllUM >KypHaja PETUCTPALUU COOBITUI MO HCTEYCHHH YCTAHOBIEHHOTO
MHTEpBaja BpeMeHH. [ paHUIIBI BO3MOXKHOTO BPEMEHHOT'O MHTEpBaja BapbUPYyIOTCs OT 1
yaca 70 1 rona. Equaniel naMepeHust BBIOUParOTCsl UCXO/S U3 BEIMYUHBI 3HAYCHUS UH-
TepBaJia — Yachl, JIHU, MECSIIBI, TOI.

3.3.6. Tloacucrema aqMUHUCTPUPOBAHUS

3.3.6.1.B wuzgenuu peanu3zoBaHbl CpPECTBA YIPABICHUS, OrPAHUYUBAIOIIUE
pacrnpoCcTpaHeHHUE TIPaB HA JOCTYII.

3.3.6.2.3nenue mpemocTaBiIseT BOBMOXHOCTh Ha3HAYCHHMS MUHUMAJIbHO He-
OOXOIMMBIX MPaB M MPHUBHJICTHH MOJB30BaTEIIAM, aIMUHUCTPATOPaM H JIMIIAM, O00ecIIe-
YUBAIONIMM (PYHKIIMOHHPOBAHKE WH(OPMAITMOHHON CHCTEMEI.

3.3.6.3.M3nenue comep>KUT MEXaHWU3MBI, ITO3BOJISIONINE MPOBOANTH MEPHOIH-
yeckoe TectupoBanue Gpynknuii C3W HCJ] Dallas Lock 8.0-C. Tectupyrorcs:

— peanuzanus [IPJ] (mepexBar sSIBHBIX M CKPBITBIX 3alPOCOB Ha JOCTYII,
IIPaBUJILHOE pacrno3HaBaHKUE CaHKLIMOHUPOBAaHHBIX 151
HECAaHKLIMOHUPOBAHHBIX  3alpOCOB, CPEACTBAa  3aAlUATHl  MEXAHU3MAa
pasrpaHUyueHUs JOCTYyIa, CAHKIIMOHUPOBaHHbIe u3MeHenus 11P]]);

— YCHOENIHOE OCYIIECTBICHUE UIASCHTU(PUKAIMKU U ayTeHTU(PUKALIUK, a TaKKe
WX CPEICTBA 3AIUTHI;

— OYMCTKA MaMSITH;

— peructpaius COObITUN, CPEJCTBA 3AIIUTHl PETUCTPALIMOHHON HH(pOpMaIIUN
Y BO3MOXXHOCTh CAHKIIMOHUPOBAHHOTO O3HAKOMJICHUSI C HEW;

— paboTa MexaHHW3Ma, OCYIIECTBISIIOUIETO KOHTPOJb 3a LEJIOCTHOCTHIO
W3JIEIIS.

3.3.6.4.B uznenuu peann3oBaHa BO3MOXXHOCTH IIEHTPAJIU30BAHHOTO YIIpaBe-
HUS 3alldIaeMbIMU  pabounMu cTaHOUIMH. OCYIIECTBISETCS IEHTPATU30BaHHOE
YIpPaBIICHUE YYCTHBIMU 3aIMCSAMU TOJIb30BaTEICH, TTOJUTHKAMH, TTPAaBaMHU ITOJIb30BaTE-
Je#, mpeoOpa30BaHHBIMU CHEMHBIMH HOCUTEISIMU WHPOPMAIIUN, KOHTPOJIEM IIEJI0CTHO-
ctu 00bekTOoB DC, cucremHoro peectpa. [lommepkuBacTCss MHOTOYPOBHEBAsT UEPAPXUS
rpynn TC u HaceoBaHUE YCTAaHOBICHHBIX MTaPaMETPOB.

3.3.6.5.B uznenuu peann3zoBaHa BO3MOXXHOCTH OMOBEIICHHS aIMUHUCTpaTOpa

0€30MacHOCTH O CUTYyaIHsIX HECAHKITMOHUPOBAHHOTO JTOCTYIA HA KIUEHTCKUX padounx
CTAHIUAX MPHU CICAYIOUIUX CIydasx:

— HapylUleHHe KOHTPOJIS HEJIOCTHOCTH OOBEKTa;

— TMONbITKA paboThI Mocye OIOKUPOBKU MPU HAPYIIEHUHU LENOCTHOCTH;

— IMONBITKa BXOJa Ha KJIMEHTCKYI0 pabouyr0 CTAHLMIO C HENpPaBHJIbHBIM
naposiem;

— OJIOKMpOBKA MOJIB30BATENs MOCIE MHOTOKPAaTHOTO BBOJA HEMPABHIILHOTO
1apoJIs;
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— C31M HCA =nHa xnaueHTe HE OTBEYaeT (BO3MOXKHAs MpUYMHA —
HECAaHKIIMOHUPOBaHHAsI IEAKTHUBALIMS CUCTEMBI 3aIUTHI);

— KIJIHMEHT HEAOCTYNEH J0JIroe BpeMs (C BO3MOXKHOCTBIO 3aJlaHusl Iepuoaa
BPEMEHN );

— TMONBITKM MOHTHUPOBaHUS M TOMNBITKH pabOThl C 3alpeIieHHBIMH IS
10JIb30BaTeNell Ha KJIMEHTE YCTPOMCTBaMHu.

3.3.6.6.B u3nenun peann3oBaHa BO3MOXHOCTb CO3/IaHUSI OTYETA [0 Ha3HAYCH-
HBIM [IPaBaM, COCTaBy NPOrPAMMHOIO U allllapaTHOIo 00ECIEeYEHUsI.

3.3.6.7.B uznenuu peann3oBaHa BO3MOKHOCTbH Y/IaJICHHOM yCTaHOBKH U 00-
HOBJICHUS U3/ICITHSI.

3.3.6.8.B m3nenum peann3oBaHa BO3MOXKHOCTh HA3HAYCHHS A MUHHUCTPATOPA
0€301acCHOCTH MPH yIAJICHHON YCTAHOBKE W3ICIHA.

3.3.6.9.B m3aenuu peannzoBaHa BO3MOXXHOCTh BHU3YyaJIH3aIlMU CETH 3alllMINAc-
MbIx TC.

3.3.6.10.B uznenuu peann3oBaHa BO3MOXKHOCTh COXPAHEHHS] U MPUMEHEHUS
koHpurypamnu C31 HC/I.

3.3.7. Tloacuctema KOHTPOJIS IIETOCTHOCTH

3.3.7.1.B u3nmenuu peanv3oBaHa 3allliTa apXWUBHBIX (ailIoB, MapamMeTpOB
Hactpoiiku C3W HCJI, mporpaMMHOTro 0OeCIieueHHs] U MHBIX JIAaHHBIX, HE MOJICKAIINX
M3MEHEHHIO B Tpoiiecce ¢pyHkimonuposanus VC.

3.3.7.2.B u3nenuu peann3oBaHa BO3MOXXHOCTh BOCCTAHOBJIEHHUS OOBEKTa JO-
ctyna (¢aiina, BETKA peecTpa) B ciiydyae 0OHApy>KEHUS HAPYIIEHUS €TO 1ETOCTHOCTH.

3.3.8. Tloxacucrema BOCCTAaHOBIIEHHS OCIIE COOEB

3.3.8.1.C31 HC]] npemycmarpuBaeT mpoieypbl BOCCTAHOBJICHHS Mociie cOo-
€B U OTKa30B 00OpYJAOBaHMs, KOTOPbIE 0OECIEYMBAIOT MOJTHOE U ONEpPaTUBHOE BOCCTA-
HoBieHue coiicte C31 HCII.

3.3.8.2.PeanuzoBana BO3MOXKHOCTh Bo3BparieHust Bcex HacTpoek C3U HCJI k

MCXOAHBIM (YCTAHOBKA MapaMeTPOB MO YMOTYAHUIO), YTO PABHOCHUIIBHO NIEPEYCTAHOBKE
C31 HCA.

3.4. CpeacrBa KOHTPOJISI CbeMHbIX MAIIMHHBIX HOCUTeJIel HHpopManuu

3.4.1. V3penue mpeaocTaBisieT BO3MOXKHOCTH YIIPAaBJICHUS HCIOIb30BAaHUEM
MOAKIOYAEMBIX MPOU3BOJIBHBIX CHEMHBIX MAIMHHBIX HOCHUTENEH WH-
(opMaui Ha OCHOBE aHaJIM3a pa3pelleHUi Ha MOJKII0UYEHHE K KOHKPET-
HbIM MHTEepdeiicaM BBOJa (BbIBOJA) CPEJICTB BBIUUCIUTEIBHOM TEXHUKH,
TUIIOB TOJIKJIFOYa€MbIX BHEIIHMX MPOrpPaMMHO-ANIMAPATHBIX YCTPOMCTB,
KOHKPETHBIX Ch€MHBIX MAIIMHHBIX HOCUTENEeH HHPOPMALIUU.

3.4.2. 3nenue OCyUIeCTBISAET KOHTPOJb JKCIOPTA JAHHBIX MOJIb30BATENsS Ha
ChEMHBIN MAIIMHHBIA HOCUTENh HHPOPMAIIH.

3.4.3. Uznenue KOHTPOJIUPYET UCIOJIb30BaHWE MHTEP(dEHCOB BBOJA (BHIBOA)
uH(opMaluu (B T. 4. Ha CbeMHbIC MAIIIMHHBIE HOCUTEIN HHGOPMALIUH ).
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3.4.4. Wzpenue obecrnieunBaeT KOHTPOIh TUIOB MOKIIOYaeMbIX BHEITHUX MPO-
rPaMMHO-AIIAPATHBIX YCTPOWCTB, & TAKKE€ KOHKPETHBIX CHEMHBIX Ma-
IIMHHBIX HOCUTENIEH HHGOPMAaIIUH.

3.4.5. B m3nenuu obecriedeHa BOZMOXKHOCTh UIACHTH(PHUKAIIUN U ayTeHTH(PHUKA-
muu agmuarcTpaTopa C31 HCJL Dallas Lock 8.0-C no mpenocraBieHwus
eMy BO3MOXXHOCTH I10 YIPaBICHHIO, IPOCMOTPY ayauTa 0€30MacHOCTH U
BBITTOJTHEHUIO HHBIX JICUCTBUI 110 a]MUHUCTPUPOBAHUIO.

3.4.6. B uzaenuu oCyHIECTBIATHCS UACHTU(HUKAIMSA YCTPONCTB, B TOM 4YHCIIE
CTAIMOHAPHBIX, MOOMJIBHBIX W TOPTATHBHBIX, WACHTU(UKAIUS HAKOIIH-
Tenei nadopmanuu.

3.4.7. B uznenuu peanu3oBaHbl HAAJICKAITUE MEXAaHU3MbI PETUCTPALIMH U TIpe-
TyTIpexXACHUS (CUTHAIU3AIUN) O COOBITUSX, OTHOCSIIUXCS K BO3MOKHBIM
HapyUIEHUsIM 0e30MacHOCTH. MeXaHU3Mbl PErHCTpallii MPEIOCTABISIOT
YIOJHOMOYEHHBIM Ha 3TO JIMIaM BO3MOHOCTh BHIOOPOUYHOTO O3HAKOM-
JeHus ¢ nH(OopMaLren 0 MPOU30LIEAIINX COOBITHIX.

3.4.8. Uznenue comep UT MEXaHU3MbI T€HEPAIIMN BPEMEHHBIX METOK, U (UJIN)
IPOUCXOJIUT CUHXPOHU3ALUSA CUCTEMHOTO BPEMEHU B MH(POPMAIMOHHOM
CUCTEME.

3.49. B wuzgmenuu OCYIIECTBIACTCA pa3rpaHUYCHHE JOCTyMa K YIPaBICHHIO
CKH u pexxuMoM BBINOIHEHUS (PYHKIMI 6€30maCHOCTH (KOHTPOJIS HAKO-
MUTENICI) HA OCHOBE POJIeH YUETHBIX 3alHCel MOIb30BaTENEH.

3.4.10. B um3genuu oCymIeCTBISETCS MPeoOpa30BaHNe CMEHHBIX HAKOMHUTENEH,
OCHOBAHHOE€ Ha MpaBaxX MCIOJb30BaHUSA ChEMHBIX MAIIMHHBIX HOCUTEJEH
uH(pOpMaMK, NpHU 3aJaHUM KOTOPBIX HCIHOJIB3YIOTCS CJEAYIOLIUE THUIIBI
nmaaueix CKH:

— wuneHtuduKanuoHHas WHOOpPMAIUs ChEMHBIX MAITUHHBIX HOCUTENICH WH-

dopmannu;
— wuaeHTU(UKaMoHHas HHPOpPMAIIUS CPEACTB BHIYUCIUTEIILHOM TEXHUKHU.
3.5. IlepcoHanbHbIl MeKCeTEBOM IKPAH

3.5.1. I3genue obecrieunBaeT (GUIABTPAIINIO CETEBOTO Tpaduka s OTIPaBU-
Tesnei nadopMalu, moyJaresneid naHhopmMaum 1 BceX Ooneparuil mepeMenieHrs KOH-
Tposupyemort MO undopmariuu K yznaMm HHOOPMAITMOHHONW CUCTEMBI M OT HUX.

3.5.2. Uznenue obecrneunBaeT pacrpocTpaHeHue (QuibTpallid Ha BCE ormepa-
MU TiepeMeleHus yepe3 MO uapopManuu K y3iaM HH(YOPMAMOHHOW CUCTEMBI.

3.5.3. Mzgenue obecneunBaeT GUIBTPALINIO, OCHOBAHHYIO Ha CIEAYIOLIUX TH-
nax aTpuOyToB 0€30MaCHOCTH CyOBEKTOB:

— CETEeBOM ajpec y3iia OTIPaBUTEIIS;
— CeTeBOil ajipec y3ia MnojayyaTens.

3.5.4. Wznenue obecrieunBaeT (HUIBTPALIMIO, OCHOBAHHYIO Ha CIEAYIOIIUX TH-
nax aTpuOyToB 0e30MacHOCTH HH(DOPMALINH:

—  CETEBOM MPOTOKOJI, KOTOPBIA UCITOIB3YETCS JJIs1 B3AUMOACHUCTBUSI;
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—  TPAaHCHOPTHBINA IPOTOKOJ, KOTOPBIM UCIIOIB3YETCS I B3AUMOJIEUCTBHS,
HOPTHI UCTOYHUKA U MOJIyYaTessl B paMKax ceaHca (CECCUM);

—  pa3zpenieHHbIE (3anpenieHHbIe) KOMaHAbl, pa3pellICeHHbIN (3apeIleHHBI)
MOOMJIBHBIHA KOJI;

—  paspeuieHHbI€ (3anpenieHHbIE) MTPOTOKOIbI IPUKIATHOTO YPOBHS;
—  paspeuieHHoe/3amnpenieHHoe npukiagHoe [1O (mpunoxenus).

3.5.5. B usnenuu peannzoBaHa BO3MOXHOCTh SIBHO pa3pelliaTh WJIA SIBHO 3a-
npemarb UHPOPMAIMOHHBIA MOTOK, 0a3UpPysCh HA YCTAHABIMBAEMBIX aJMUHUCTPATO-
pom MD Habope npaBuil GUIbTPALMA, OCHOBAHHOM Ha UJEHTU(UIIMPOBAHHBIX aTpUOY-
Tax.

3.5.6. B uznennu peann3oBaHa BO3MOXXHOCTb OCYIIECTBIISATH MOJUTUKY (PUITb-
TPallMU TAKETOB C YYETOM YIPABJSIOMMX KOMaHA OT B3aMMOJACHCTBYyOmMX ¢ MD
CPEACTB 3alIUThI HH(OPMAIMH APYTUX BUIOB.

3.5.7. B u3nenuu peann3zoBaHa BO3MOKHOCTh OCYIIECTBIISITH TPOBEPKY KaXKI0-
ro MaKeTa Mo TabJUIEe COCTOSTHUM JUIsl ONIPEAEIIEHUS] TOT0, HE MPOTUBOPEUYUT JIM COCTO-
sHHE (CTaTyC, TUIT) TAKETa 0)KUIAEMOMY COCTOSIHHUIO.

3.5.8. B u3nenuu peanuzoBaHa BO3MOXHOCTb OCYLIECTBIIATH MPOBEPKY HC-
NI0JIb30BAaHUSI CETEBBIX PECYPCOB, COAEPKALIUX MOOWIBHBIN KO, Ui KOTOPOTO aMH-
HUCTpaTOpoM MD yCTaHOBJIEHBI Pa3PELIMTEIbHBIE WM 3alPETUTENbHBIE ATPUOYTHI
0e3onacHocTh. JomkHa OBITh BO3MOXKHOCTh KOHTPOJMPOBATH (pa3peniaTh/3anpenaTh)
UCITIOJIb30BAHUE CETEBBIX PECYPCOB, COJIEPKAIIMX CIAEAYIOIINE BUAbI MOOMIBHOTO KOJA:
ActiveX; JVBScripts; Flash-anumarus, PDF.

3.5.9. B usnenuu peann3oBaHa BO3MOXKHOCTH OCYIICCTBIISATH IPOBEPKY HC-
MOJIb30BAHUS TOJIH30BATEISIMU OTACIBHBIX KOMaH/, JJISI KOTOPBIX aJIMUHUCTPATOPOM
MEKCETEBOTO dKpaHa yCTAHOBJICHBI Pa3peUINTENbHBIC WM 3alpPETUTENbHBIE aTPUOYTHI
0e30MacHOCTH; BO3MOKHOCTh KOHTPOJIUPOBATh (pa3peniaTh/3anpeniaTh) UCIOJIb30BaHUE
ClIeqyoImuXx KoMmaHi: arp; ipconfig, getmac; nbtstat; netsh; netstat; net; nslookup;
pathping; ping; route; telnet; tracert.

3.5.10. B uznenuu peannzoBaHa BO3MOXXHOCTh pa3periaTh Wi 3ampeiiarh nH-
(GbOopMaIMOHHBIN TIOTOK, OCHOBBIBASICh HA PE3yJIbTaTax MPOBEPOK B COOTBETCTBHH C

m. 3.5.7.

3.5.11. B uzngenuu peann3oBaHa BO3MOXKHOCTH OCYIIECTBISATH (PUIBTPAIUIO
MAaKEeTOB C yYETOM YTMPABIAIONIMX KOMaH] OT B3aUMOJCUCTBYIOMMX ¢ MD cpeacTB 3a-
IIUTHI MHQOPMAITUU APYTUX BUIOB, OCHOBAaHHYIO Ha aTpuOyTaX, yKa3bIBAIOIINX HA MPH-
3HAKW HapyIIeHUs1 0€30MaCHOCTH B HH(OPMAIIMH CETEBOTO TpaduKa.

3.5.12. Uznenue paspemiaer UHGOPMAIMOHHBIN MOTOK, €CJIM 3HAYCHUS aTpH-
OyTOB 0€30MacCHOCTH, yCTAHOBJICHHBIC B3aMMOJICHCTBYIOIIMMHU CPEICTBAMHU 3aIlUTHI
uHbOpMaIMU ISl KOHTPOJIMPYEMOTO CETeBOro TpaduKa, yKa3blBalOT Ha OTCYTCTBHE
HapyIIeHUH 6€30MacHOCTH UH(OPMALIHH.

3.5.13. Uznenue 3anpemiaetT uHGOPMAIMOHHBIA MOTOK, €CIM 3HAYCHUs aTpH-
OyTOB 0€30MaCHOCTH, yCTAHOBJICHHBIC B3aMMOJICHCTBYIOIIUMHU CPEICTBAMHU 3aIlUTHI
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uHbOpMaIMU TSI KOHTPOJIMPYEMOTO CETEBOr0o Tpaduka, yKa3bIBAalOT Ha HaJIU4Me
HapyIICHUH 6€30MacHOCTH HH(OPMALIHH.

3.5.14. B u3genuu peann3oBaHa BO3MOXXHOCTh BBIOOpa COBOKYMHOCTH COOBI-
TUH, TIOJBEPTaIOIIUXCS ayIUTY, U3 COBOKYMHOCTH COOBITHI, B OTHOLIEHUH KOTOPBIX
BO3MOYKHO OCYILECTBJIEHHE ayauTa. M30uparenbHOCTh aynuTa JOJDKHA Oa3upoBaThCs
Ha CIIEAYIOIUX BO3MOXHBIX aTpHOyTax:

—  UJIEeHTU(PHUKATOP OOBEKTA;

—  HUJEHTHU(PHUKATOP TOIH30BATEINS,;
—  UJSHTH(PHUKATOP CYOBEKTa;

—  THII COOBITHS,

— WU Jpyrue aTpulyThl.

B03MOXHOCTh BBIOpPaTh KaKWE THIIBI COOBITHH MDD OyayT perucTpUpOBaTHCS
(4exOoKc):

— 00OHapyXeHHe MOOMIIBHOTO KOa;
— 00OHapy»XeHHE 3alpelIeHHbBIX BIOKCHUMH;
—  BBITNIOJTHEHUE KOMaH]I.

3.5.15. B uzgenuu peanuzoBaHa peTUCTpaIUs U YUET CIETYIONTUX COOBITHIA:
— 3aIlyCK W 3aBEPIICHUE BHITTOJTHCHHS (QYHKIIUN ayINTa;
—  pe3yJIbTaThl BHINIOJHEHUS MTPOBEPOK MHPOPMAIIUU CETEBOTO TpaduKa,
— 3amuch HOBOTO 3HAYCHHUS JIFOOON M3MEHSEMOM MOJUTHUKH/TIapaMeTpa.

3.5.16. B u3nenuu peanuszoBaHa MOJAEpKKa OMPEACICHHBIX POJIei Mo yIpas-
neHuo MDO.

3.5.17. B u3aenuu peasim3oBaHa BO3MOKXHOCTh CO CTOPOHBI aIMUHUCTPATOPOB
MD ynpaBisiTh peKMMOM BbINIOJIHEHUS (PYHKIUI O6e30omacHocTH MD.

3.5.18. lnsg apmunamuCcTpatopa MO peannzoBaHa BO3ZMOXKXHOCTH MOJU(DHUITUPO-
BaTh, yAJATh pa3pelInTENbHbIC U (WIN) 3alpeTUTENbHbIE aTpUOYThl O€30MaCHOCTH UC-
MOJIb30BAaHUSI CETEBBIX PECYpPCOB, COJEPKALIMX OTAENIbHbIE THIBI MOOWJIBHOTO KOJa,
JUTs1 ocyliecTBieHust MO GunbTpaiu.

3.5.19. lnsg agmunuctparopa MD peann3oBaHa BO3MOXKHOCTh Ha3HAYaTh MO-
Tu(UIUPOBATh, YAAISITh pa3pelIuTeNbHbIe U (WJIM) 3alpeTUTEIbHbIE aTPUOYThI 0e3-
OIMACHOCTH JJIsl TPUKJIQJHOTO MPOTPAMMHOT0 o0ecTieueHus (TIPUII0KEHHI) C TIeJIbIO TT0-
CJIEIIYIONIETO OCYIIECTBICHUS (DUITIbTPAIUH.

3.5.20. Insg apmunucTpatopa MD pean3oBaHa BO3MOXHOCTb MOJIUDUIIMPO-
BaTh, YAQISTHh pa3pelIuTeIbHbIC U (WIHM) 3aIIPETUTENIbHBIE aTPUOYThI 6€30MacCHOCTH ISt
WCITIOJIB3yEMBIX TIOJIb30BATEIISIMHU OTJEITHHBIX KOMaH]I.

3.5.21. B u3genuu peasi3oBaHa BO3MOXKHOCTh BEJICHHS ISl KaXKJIOro THIA
MECT PaCIOJIOKEHHS y3J1a C YCTAHOBJICHHBIM MD OTAENbHBIX POQUIICH MPOBEPOK.

3.5.22. B u3nenun peann3oBaHa BO3MOXKHOCTh U3MEHEHUSI 00JIaCTH 3HAYCHHIMA
uH(OpPMAITUU COCTOSIHUSI COSAMHEHUSI CO CTOPOHBI AIMUHHUCTPATOPOB MEKCETEBOTO
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9KpaHa. J[1s amMUHHECTpaTopa peaarn30BaHa BO3MOXKHOCTH 3aBEPINATh CETEBBIC COENH-
HEHUS U3 TaOIHIIBI COCTUHCHUM.

3.5.23. B u3nenuu peann3oBaHa BO3MOXKHOCTh MPHUCBOCHUS MTPOQIIISIM TTPOBE-
POK JIOITYCTUMBIX 3HAYCHHM, TAKUX KaK MPO(UIL IPOBEPOK ISl HCIIOIb30BAHMS BHYTPH
UH(POPMAITMOHHON CHUCTEMBI, MPO(IIIb MPOBEPOK IS HCIOJIB30BAHHS 3a IMpeaciiaMu
WH(POPMAITMOHHON CUCTEMBI U JPYTHX JTOIYCTHMBIX Npoduiel nmpoBepok. Peanm3opa-
HBI

— BO3MOXHOCTb coO3/aHusi mpoduied, BbIOOpa W Ha3HAueHUs NpoPuUiIs
HACTPOCK OINpECICHHBIM (HAlHCHHBIM) CETSAM, B TOM YHCJIE€ MPU OOHAPY-
»KEHHH HOBOM CETHU;

— BO3MOXHOCTb PEIaKTHPOBAHUS MTPO(HIIEH HACTPOEK;

— ayauT cOOEB B UCIIOJIb30BAHUU MEXaHU3Ma BEJICHUS OT/ACIbHBIX Mpoduiiei
poBepok (mpumep cOost: mpoduib HEe HaWACH U IpUMEHEH MPOPuUiIb IO
YMOJTYaHUIO).

[Ipodpunu BeIOMparoTcs kak MUHUMYM 10 [P-agpecy Tekyiero apamrepa.
KonuuectBo mpoduiieir, paBHOE 8, MOXKHO CUMTaTh AOCTaTOYHBIM. [Ipodunu (kpome
PO IS 0 YMOTYAHHIO) MOTYT ITIEPEUMEHOBBIBATHCS.

3.5.24. B uznenuu peann3oBaHa BO3MOXKHOCTb MPUCBOCHUS MHGOPMAIMH CO-

CTOSIHUSI COCJMHEHUs JOMYyCTUMBIX 3Hau€HUN. B KauecTBe OCHOBHBIX COCTOSIHUN IS
CETEeBOI0 TpaduKa HUCIONb3YIOTCS CIAEAYIOLIHE:

— YCTaHOBJICHUE COCIMHEHHS;
— HCHOJB30BAHUE COCIUHEHUS;
— 3aBEpLICHUE COCANHEHUS.
IIpu 3TOM KaXKIplii HOBBIA MakeT MmpoBepsieTcss MO no Tadaune COCTOSHHUM AJis
OIpEENICHHS TOr0, HE TPOTUBOPEUMT JIM COCTOSIHUE MAKETa OKUIAEMOMY COCTOSIHUIO.

3.5.25. B u3nenuu peannzoBaHa BO3MOXKHOCTb PErHCTpaliud cOOEB B HCTOJb-
30BaHMH MEXaHW3Ma BEACHUS TaOIUIII COCTOSHUM.

3.5.26. B u3nenuu obecrieumBaeTcs NI KaKJIOTO COSAUHEHUs BeACHUE Tal-
JIUITBI COCTOSTHUM, OCHOBaHHOW Ha MHGOPMAIIMKM COCTOSHUSL COSTMHEHUS M HCTOJb3ye-
MO TIPH BBHITIOJIHEHUHU MPOBEPOK sl OOHAPYKEHUSI aHOMATBHBIX MTAKETOB, HE COOTBET-
CTBYIOIIUX TEKYIIIEMY COCTOSIHUIO COCTUHEHUSI.

3.5.27. B uznenuu peann3oBaHa BO3MOXKHOCTb IEpEXBaTa MAKETOB Ha CETEBOM
YpPOBHE M TIPOBEPKH WX HA MPEAMET PAa3pEIICHHOCTH IO CYIIECTBYIOIIMM IpaBUIaM
MEKCETEBOTO IKPAaHUPOBAHHSA. J[OMOTHUTEIHHO COXpaHSACTCS TPEK KaKIOTO COCIMHE-
HUS B TaOywmIe coctossHui. JleTann TabauIibl BKIIOYAOT:

— cereBoi anpec (IP-agpec) ucrounuka,

— cereBoit aapec (IP-agpec) nomyuarens;

— HOMeEpa MOpPTOB;

— HUH(POPMALIMIO COCTOSIHUSA COSAMHEHUS.

3.5.28. B m3penmuu peann3oBaHa BO3MOXXHOCTh OOECIIEYSHHS TIEpexo/aa B pe-
KUM aBapUMHOW MOJJEPKKH, KOTOPBIM MPEJOCTABISIET BO3MOXHOCTh BO3Bpara MO k
IITATHOMY PEKUMY (PYHKIIHOHUPOBAHUS.
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3.5.29. B m3nenun peanuzoBaHa BO3MOXXHOCTH TECTUPOBAHUS (CaMOTECTHPO-
BaHMs) (yHKOHA Oe3omacHOCTH MO (KOHTPOJIb IEJIOCTHOCTH HCIOJIHSAEMOTO KOoja
MD).

3.5.30. B m3aenmuu peanm3zoBaHa BO3MOKHOCTh TIPH HApPYIICHUH TpaBmii MO
MOKa3bIBaTh MPEAYIPEKIAI0IIee COOOIICHHUE MOJIb30BATEIIIO.

3.6. Cucrema oOHApY:KeHHUsI BTOPKEHUI

3.6.1. B uzngenuu uMeroTcs cpeicTBa aBTOMATU3UPOBAHHOTO OOHOBIICHHUS Oa3bl
pEeLIAIOINX NTPaBHIL.

3.6.2. B u3penum mnpenocTaBiseTcs BO3MOKHOCTh OOHOBJIEHHS 0a3bl peliaro-
IIMX TIPABIJI TOJBKO aIMUHUCTPATOPAM U MOIH30BATEIISIM.

3.6.3. Moayns COB umeet rpaduueckuii untepdeiic aiIMUHUCTPUPOBAHUSI.

3.6.4. B u3genuu peann3oBaHbl MEXaHU3MBI JIOKATHHOTO U YAAIEHHOTO aMH-
HuctpupoBanus COB.

3.6.5. B uznenuu amMuHuCcTpaTopaM 06€30MacHOCTU (M TOJIBKO UM) MPEIOCTaB-
JSI€TCS BO3MOXKHOCTh MOJU(MUIIUPOBATH PEKUM BBITIOJHEHUS (DYHKIUH,
CBSI3aHHBIX C BHYTPEHHUM IIPEACTABICHHEM BPEMEHH, CO COOPOM JTaHHBIX
o cucreme UT, nx aHanm3om U OTBETHBIMU PEAKLIHSIMH.

3.6.6. B wuznmenuu ymogHOMOYEHHBIM aJMUHUCTpaTopaM Oe30MacHOCTH (U
TOJIBKO M) TIPEIOCTABIISETCS BO3MOKHOCTD 3aJlaHUsl, a TaKXKe 3ampoca,
U3MEHEHHS, MOJAU(PUKALINN, YAAICHUS U OYUCTKU 3HAYCHHUM 0 yMOJ4a-
HUIO.

3.6.7. B uzaenuu noaAaepKUBAIOTCS CICAYIOIMINE POJIH JJIs YIIPABICHUS MOJIY-
nem COB:

— aJIMUHUCTPATOP 0€30MaCHOCTH;
— monn3oBatens MC;
— aJIMMHHCTPATOpP CepBEpA.

3.6.8. B m3genmuu obecrnieueHa BO3MOKHOCTh aCCOIMMPOBATH IMOJIH30BATENCH C
POJISIMH.

3.6.9. B wuznenuu oOecrieueHa BO3MOXXHOCTH BBITIOJHATh aHAIU3 COOpPaHHBIX
nanueix COB o cereBoMm Tpaduke B pexume, OJU3KOM K pPEabHOMY
macmTady BpeMeHnu. ObecrieueHa BO3MOKHOCTD 0 pe3yJIbTaTaM aHalli3a
(UKCHPOBATH CIEIYIONIYI0 HH()OPMAIIHIO:

— JaTy u BpeMs, pe3yJbTaT aHaiu3a, TUI JaHHBIX, HIACHTUPHUKATOP
UCTOYHUKA JaHHBIX;

— TMPOTOKOJ (MEXaHU3M), UCIIOJIb3YEMbI AJIsi IPOBEACHHS BTOPKCHHS,

— wuneHtuukatop CcyObeKTa  BTOpXKEHUS, HIACHTUPHUKATOP  OOBEKTa
BTOPIKEHUS.

3.6.10. B u3aenuu peanu3oBaHa BO3MOKHOCTH BBITIOJIHATE Cleayrone (PyHK-
IIUH 110 aHAJIM3Y BCEX MoydeHHbIX gaHHbX COB:

— OoOHapyXUBaThb BTOPKEHUS B PEXHUME, OJU3KOM K peaJbHOMY MaclTady
BPEMEHU Ha YPOBHE OTHEIBHBIX XOCTOB (JIOKaibHbIX y310B MC) myrem
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aHaiM3a ceTeBoro Tpaduka 6e3 moTepu JaHHBIX [T aHAJIN3a;
— OOHapyXuBaThb BTOP)KECHHSI Ha YPOBHE OTAEJIBHBIX XOCTOB (JOKAJIbHBIX
y3710B MC) nyrem ananuza xxypHaioB coobiTuit OC u npukiiaguoro I10.
3.6.11. B ciayyae oOHapyKeHHsI BTOPKEHHUIN 1 HapylIeHUH 0€301MacHOCTH, U3/ie-
JMe TIpeANpPUHUMAET CIEeAYIOLne AEHCTBUSA:

— ocCymecTBUTh (ukcanmuio Qakrta OOHApY)KEHUS  BTOP)KCHUH WA
HapyIIeHUH O€30MacCHOCTH B JKypHajax ayJuTa;

— YBEAOMHUTH  aJMUHHUCTparopa  0€30macHOCTH 00  OOHApYXEHHBIX
BTOP)KEHUSAX W HAPYHNICHUSX OC30MACHOCTH C TIOMOINBIO BHU3YIBHOTO
oToOpakeHUsI COOTBETCTBYIOIIETO COOOIICHHS HAa KOHCOIH YIIPaBJICHUS U
M0JIa4y 3BYKOBOTO CUTHAJIa, a TAKKE COOOIIEHHUS 10 JIEKTPOHHOM MOUTE;

— OnokupoBath | P-aapec aTakyromero B TeUeHUH 33JaHHOTO BPEMEHHU.

3.6.12. B u3nenuu peanu3oBaHa BO3MOXKHOCTh ONpPE/ICNICHUsI OTPAaHUYECHHM CJie-
JYIOIIMX JAHHBIX TOJIBKO aIMUHUCTPATOPOM O€30MaCHOCTH:

— pa3Mep XpaHUMBIX KYPHAJIOB;
— Bpems 6mokupoBku |P-aapeca arakyromiero.

3.6.13. B m3aenuu npeAnprHUMAIOTCS CICIYIONTUE TCUCTBUS MPU JOCTHKCHUN
uin npesbllieHnn AaHHbIMM COB, ycTaHOBIEHHBIX B TpEOOBAHHUU
1.4.4.12:

poTalusl >KypHAJIOB TP MPEBBIIIEHUU pa3Mepa XPaHUMBIX KYpPHAJIOB,;
— pas0nokupoBka |P-agpeca arakyromero Tpu  HUCTEUCHHH BpPEMEHU
omokupoBku |P-anpeca arakyroniero.

3.6.14. B u3genuu peanu3oBaHa BO3MOXXHOCTh T€HEPUPOBATH 3AIUCh ay/IUTa
JUTSI CIIETYIOIINX COOBITHM, TOTEHIIMAIBHO TI0/IBEPraeMbIX ayauTy:

— 3aIlyCK W 3aBEpIIICHNE BHITIOJIHEHUS (PYHKIUHN ay/InTa;

— BCE COOBITHSI, TOTEHITMAIBHO TIOJIBEpracMble ayAuTy, Ha HEOMPEACIEHHOM
YpOBHE ayauTa (MUHUMAJIbHBIN, 0a30BBIN, 1€TATU3UPOBAHHBIN);

— noctyn k COB;

— YTeHue nH(opMaIuu U3 3amucei ayauTa;

— HEYCIICITHBIC MOMBITKA YUTaTh HHGOPMAIIHIO U3 3alUCel ayInTa;

— Bce MoAudUKAIMN PeKUMa BBITIOJHEHUS (QYHKIIUN, CBI3aHHBIX CO COOPOM
naHHBIX 0 cucteme VT, ux aHAIM30M M OTBETHBIMU PEAKITUSIMU;

— Bce moaudukanuu naHHbix COB, MaHHBIX ayuTa U BCEX MPOYMX JAHHBIX
COB;

— MoauduKaIys TPyNIbl MOJIb30BaTeNeH — UCTIOTHUTENCH POJIN;

— BBINIOJTHEHUE U PE3yJIbTaThl camoTecTupoBanus kommnoHeHToB COB.

3.6.15. B uznenuu peann3oBaHa BO3MOXXHOCTb PETHCTPUPOBATH B KaX/10# 3aru-
CH ayAHNTa, IO MEHBIIEH Mepe, CIAeAYIOUIYI0 HH(POpMAITHIO:
— JaTa ¥ BpeMs, TUI COOBITHS, UACHTU(DHUKATOP CyObEKTa U pe3yJbTaT COObI-
TUs (YCTIEIIHbBIN WIA HEYCIEIIHbIN );
— JUISL K@XJO0TO TUMa COOBITHM, MOTEHIMAIBLHO MOJBEPraeMbIX ayauTy, U3
qrclia ONpeAeNIEHHBIX B (DYHKIIMOHAIBHBIX KOMIIOHEHTAaX, PETUCTPUPYIOT-
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Csl CIEAYIONIUE MapaMeTphl: UACHTU(PUKATOP OOBEKTA, BHUJ 3ampaiinBac-
MOTO JIOCTyTa MPHU COOBITHH 3aIlyCcKa W 3aBEPIICHUS BBITIOJHCHUS (DYyHK-
uuii ayaurta, npu goctyne k COB;

— HJACHTU(PUKATOP TOJIb30BATENSl TMPU COOBITUM MOAUGUKAIIMU TPYIIIHI
M0JIb30BATEJIEH — UCTIOJIHUTETIEH POJIH.

3.6.16. B uznenuu peanmzoBaHa BO3MOXHOCTh MPEIOCTABIISATh aIMUHUCTPATOPY
0€30MacHOCTH MPaBO YUTATh BCE JIAHHBIC ayJIUTa U3 3alicell ayuTa.

3.6.17. B u3genuu peann3oBaHa BO3MOKHOCTH 3allCHU ayJauTa B BUJE, MO3BO-
JISFOIIEM TIOJB30BATENI0 BOCIPUHUMATH COJEPIKAIIYIOCS B HUX HHGOP-
MaIIHIo.

3.6.18. B m3nenuu peannzoBaHa BO3MOKHOCTH aCCOLIMHPOBATH KaXKI0€ COOBI-
THE, TIOTEHIIMAIBHO TOIBEpPTraeMoe ayAauTy, ¢ UACHTU(HUKATOPOM IOJIH30-
BaTess, KOTOPBIA ObUT HHUIIMATOPOM 3TOTO COOBITHS.

3.6.19. B u3nenuu peasnvzoBaHa BO3MOXKHOCTH 3allpeTa BCEM IMOJIb30BaTENISIM
J0CTyIla K YTCHUIO 3amuced ayauTa, 3a MCKIIOYEHUEM I0JIb30BaTeNeH,
KOTOPBIM SIBHO MPEIOCTABJICH JTOCTYII JIJISl YTCHUS.

3.6.20. B m3aenuu mpeaocTaBisieTcs] BO3MOXHOCTh BBIMONHITH MOUCK, YHOPS-
JIOYMBAHKE, COPTUPOBKY JAHHBIX ayJWTa, OCHOBAHHYIO Ha CIICTYIOIINX
aTpulyTax:

— J1aTa ¥ BpeMs;

— HJAEHTU(]PUKATOP CYOBEKTa;

— THI COOBITHUS,

— pe3yabTaT cOObITHS (YCIICUTHBIN / HEYCTICUTHBIH );
— JICUCTBHUE.

3.6.21. B uznenuu BeIMoHsAETCS QYHKIMS CaMOTECTUPOBAHUS MPHU 3aITyCKe, 10
3aMpocy YMOJTHOMOYEHHOTO IMOJIb30BaTENsS IS IEMOHCTPAIMK TTPABUIb-
HOTO BbINOJIHEHUs PpyHK1Mi Oe3omacHoctu COB.

3.6.22. N3znenue mpeaocTaBisieT BO3MOKHOCTh YIOJHOMOYEHHBIM ITOJIb30BaTe-
M BepUPUIIMPOBATh IEITOCTHOCTh JAaHHBIX (DYHKIMI 0e30MmacHOCTH
COB.

3.6.23. B uznenuu npeaocTaBisIETC BO3MOXKHOCTh YIOJHOMOYEHHBIM TOJIB30-
BaTeIsIM BEPHQPHUITMPOBATH IEJIOCTHOCTh MPOTPAMMHOTO Koaa (YHKIIHH
6ezomacnoctu COB.

3.6.24. OGecrneueHa BO3MOKHOCTh COOMpPATh HHPOPMALIUIO O CETEBOM TpaduKe,
IPOXOJSLIEM Yepe3 Y3JIbl CEeTH:

— uH(poOpMaLKs O CETEBBIX aJpecax;

— uH(bOpMAaIHS O HCTIOIB3yEeMbIX MOPTax;

— wuHopMaNMA 0 3HAYCHUSIX MOJIeH CETEBOTO MAKEeTa;
— uH(poOpMaLKA O anmnapaTHbIX aapecax YCTPONCTB;

— uHpopmanus 0 uIeHTU(PUKATOPAX MPOTOKOJIOB;

— wuHbpopManus 0 pa3Mepax MaKkeToB.
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3.6.25. B u3nenuu obecriedyeHa BO3MOKHOCTh COOMpaTh HHGOPMAIIHIO O CIIETy-
IOIUX COOBITUSX HA y3J1aX CETH:

— COOBITHS, pEeTUCTpUpYEMBbIe B XypHanax ayauta: OC, MpUKIaAHOTO MPO-
IPaMMHOTO 0OECIICUCHHUS;

— BbI3OB (DYHKIIUH;

— oOpaieHue K pecypcam.

3.6.26. B m3nenuu peann3oBaHa BO3MOXHOCTb COOUpPAaTh M PETUCTPUPOBATH
CIIETYFOIIYI0 HH(POPMAITHUIO:

— J1aTy ¥ BPeMs COOBITHS;
— THII COOBITHS,
—  HUJIEHTUPUKATOP CYOBEKTA.

3.6.27. B u3nenun peain3oBaHa BO3MOXXHOCTb BBITIONHSATH aHAJINW3 COOpPAHHBIX
JaHHBIX C LIETBI0 OOHAPYKEHUS BTOPKEHHUH C HCIIOJB30BAaHUEM CHTHA-
TYPHBIX U 3BPUCTUYECKUX METOJIOB.

3.6.28. B m3nenun peann3oBaHa BO3MOXXHOCTH BBITIONHATH aHAJINW3 COOpPAHHBIX
JAHHBIX C IIEJIbI0 OOHAPYKEHUSI BTOPKEHHU C MCIIOJIb30BAHUEM IBPHCTH-
YECKHX METOJ/IOB, OCHOBAaHHBIX Ha METOJ[aX BBISBIICHHS aHOMAJIUI CETEBO-

ro tpaduka, METOIaxX BBIABICHUS aHOMAJIUWA B JAEHCTBUAX IMOJIb30BATENS
ncC.

3.6.29. B uznenuu peanu3oBaHa BO3MOXKHOCTH BBITIOJHATH aHAIIN3 COOpPaHHBIX
JTAHHBIX C IEIbI0 0OOHAPYKECHUS BTOPKEHUU C UCIIOh30BAHUEM IBPHUCTH-
YECKUX METOJIOB Ha 33/IaHHOM YPOBHE.

3.6.30. Uznenue umeer MexaHu3Mbl OOHAPYKEHUsI BTOP>KEHUN HA OCHOBE aHa-
nu3a cirykeOHol MHGOpMaIKi MPOTOKOJIOB ceTeBoro ypoBHs (ICMPv4,
ICMPv6, 1Pv4, IPv6) u tpancnoptaoro ypoBusa (UDP, TCP) 6a3zoBoi
ATAJIOHHON MOJIETT B3aMMOCBSI3U OTKPBITHIX CHCTEM.

3.6.31. B u3nenmum peanuzoBaHa BO3MOXKHOCTH OIpeAcicHus moameHbl [P-
aapeca u oiokupoBka IP-diyma.

3.6.32. B uznenuu peanuzoBaHa 3amuTa [P-agpeca oT 10HBIX cooOmeHuit «IP-
azpec yKe 3aHAT.

3.6.33. B uznenuu peanuzoBaHa BO3ZMOXXKHOCTh OJIOKHUPOBKH y3JI0B, CKaHUPYIO-
mux [IK B ceTn.

3.6.34. B uznenuu peann3oBaHa BO3MOKHOCTh BBISBJIICHHSI aTaK, HAMPABIEHHBIX
Ha O0TKa3 B O0JIy)KHUBaHUH.

3.6.35. B u3nenuu peanuzoBaHa BO3MOXXHOCThH OMPEACIICHHUS CIIMCKA TUIIOB
aTak, KOTOpbIE OYIyT OJIOKMPOBATHCS.

3.6.36. B m3nenuu peannzoBaHa BO3MOXKHOCTH CO3aHUS COOCTBEHHBIX CHUTHA-
typ COB.

3.6.37. B u3nenuu peanuzoBaHa BO3MOXXHOCTh OJIOKUPOBATh HEJIOBEPECHHBIC
MPWIOKEHUS, HE UMEIONTHE ITU(POBOM MOITUCH.
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3.6.38. B uznenuu peann3oBaHa BO3MOKHOCTH JOBEPHS MPUIOKEHUSIM, UMEIO-
UM ITU(GPOBYIO TMOITHUCH.

3.6.39. B u3nenuu peann3oBaHa BO3MOKHOCTh HACTPONKH CHHCKA YSI3BUMBIX
MOPTOB.

3.6.40. B uznenuun peanuzoBaHa BO3MOXKHOCTb BBIOOpAa KOMIIOHEHTOB, pa3pe-
IICHHBIX I Mcnoib3oBanus Ha [1K.

3.6.41. B uznenum peasn3oBaHa BO3MOXXHOCTH BBISIBIIEHUs MOMNBITOK [10 3amu-
ChIBaTh JaHHBIC B CUCTEMHBIN peecTp U 00palieHus: K KpUTUYECKUM 00b-
extam OC.

3.6.42. B uznenuu peann3oBaHa BO3MOXKHOCTh HACTPOUKH «UyBCTBHUTEIHLHOCTI
OTIpeIeTICHNUS aTak.

3.6.43. B uznenuu peainzoBaHa BO3MOXHOCTh HACTPOUKHM UCKIIFOUEHUN JIJISL JI0-
BEPEHHBIX y3JI0B, C KOTOPHIX HE OyIeT 0OHApyKMBAThCA aTaka.

3.6.44. B u3nenuu peanu3zoBaHo MackupoBanue natanko COB.

3.6.45. B uznenuu peann3zoBaH KOHTPOJb HEIOCTHOCTH 0a3bl periaronmx mpa-
B COB (curnatyp xypHayioB, Tpaduka).

3.6.46. B uznenuu peann3oBaHa BO3MOXKHOCTb COXPaHEHUS OT(HUILTPOBAHHOM
uHGOpMAITUHU U3 KYPHAJIOB MOCIE MPUMEHEHUS QUITbTPALIUH.
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4. BXOAHBIE U BBIXOAHBIE TAHHBIE

4.1. BxogHrle qaHHBIE
4.1.1. BXOgHBIMH JTaHHBIMU SIBIISIOTCS:

— (aitner koupurypammit mogyneit C31 HCJI, ucnonbp3zyembie Ipu yCTaHOBKE;

— YHUKJIBHBIC [JI1 KaXJOTO IMOJIb30BaTENs JIOTUH, MMAPOJIb U CEPUIHBIN HOMED
anmnapaTHOro UJIeHTU(UKATOPA;

— TapoJib Npu IpeodpazoBaHuK/00paTHOM ITpeoOpa3oBaHUU 00beKTa (paiimoBoit
CUCTEMBI;

— (opmanu3zoBaHHBIE MpaBWJIa MOJUTHK OE30MacHOCTH, peau3yeMble C IMOMO-
mpto Mexanu3smoB C3UM HCJI u nmpeoOGpa3oBaHHbIe B 3HAYEHUSI aTpUOYTOB U
MMOJIHOMOYMH

— cereBoit Tpaduk (aas M3, COB);

— yCTaHOBJICHHBIE coeauHeHus (ast MD);

— COOBITHSI, perucTpupyembie B xKypHanax ayauta OC u npuwioxeHuil (miis
COB).

4.1.2. JIoriHOM MOXET CIIY>KUTh HA0Op JIFOOBIX CUMBOJIOB, BBEJICHHBIX C KJIaBHA-

Typhl, HOK oT 1 g0 20, 3a mcxmouenuem: "/", "\", "[", "]", """, "', "<", ">",
||+" ||=|| m.n n ll, l|?|’ |l@||’ ||*||.

4.1.3. TTaponeM MOXET CIy>KUTh HAOOp JIFOOBIX CUMBOJIOB, BBEJICHHBIX C KJIaBHa-

mmnon_nomn
~
) .

Typbl, JuHOW OT 6 10 31. JlomycTumbie crieluaibHble CUMBOJBE: " ", ,
II@II, Il#l’ II$II, II%II’ II/\II’ II&II’ II*II’ II(II, II)II’ II_II’ II-II’ II+II’ ll{ll’ II}II, II[II’ II]II’ II\II’ lllll’
m.n m.n mmn mm II<II |I>II’ Il’ll, II.II’ Il?l’ ll/ll.

4.1.4. MuHUMaJlbHas JJIMHA U COCTaB CUMBOJIOB IMapOJis PETYJIUPYIOTCS COOTBET-
CTByrOIMMU nlapameTpamu 0e3onacuoctu B C3U HC/I.

4.2 . BeixoaHbIe JaHHBIC
4.2.1. BeIXOOHBIMU JaHHBIMU ABJISFOTCS:

— coobmenns C3U HCJI Ha aeicTBHS MOJIH30BATEIICH;

— KypHabI coObITHi, co3naBaembie C3W HCJI B mporiecce paboThi;

— 3HAYEHUS! KOHTPOJBHBIX CYMM OOBEKTOB, Ha KOTOPHIX YCTAaHOBJIEH KOHTPOJIb
L[EJIOCTHOCTH;

— pe3epBHbIE Konuu nporpaMMHbIXx KoMmnoHnenToB C3U HC/I;

— (aiinsl konpurypammii mogxyneir C3U HCJ;

— OTYETHl PE3YNbTATOB ABTOMATHYECKOTO TECTUPOBAHUS (YHKIMOHANA TIO
Ha3HAYCHHBIM MpaBaM M KOHQPUTYpAIUsIM, OTYETHI [0 CIUCKaM YCTaHOBJICH-
Horo I1O;

— coobmenust C31 HCJI B ciiyyae curHajiv3aiyy Opy MOMBITKaX HECAHKITUOHU-
POBAHHOTO IOCTYIIA.

4.2.2. B xypHanax COOBITHI OTCIIEKMBAIOTCS M OTOOpa)XaroTCs TaKUe JaHHBIE,

KaK JaTa, BpeMs, UMs MOJIb30BaTeNsl, UMsI OOBEKTa, TUIl ONEpaliuy, pe3ysbTar

MOMBITKY JIOCTYIIA, XapaKTep OMMOKN 1 UHAsI HH(POPMALIUSL.



